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1.0 
Executive Summary

1.1 Executive Summary Introduction

As more and more information is created electronically within the United Nations Participating Organizations, UNPOs, there is a need to develop an infrastructure to ensure that digital records and documents of potential long term value are accessible and retrievable to meet business and legal requirements.  Entium Technology Partners contracted with the United Nations on behalf of the UNPOs to develop a framework and strategic direction for a Digital Archive Programme (DAP).

Based on a review of best practices, a successful Digital Archive Programme is dependent upon a strong records management infrastructure which:

· Has an organization-wide records management programme

· Has the resources, including staff, budget etc., to support the programme

·  Identifies digital formats as “the approved storage medium” through policies and procedures approved at the senior level within the organization

· Produces digital records that can be relied upon as evidence

· Identifies digital records which have potential archival and long-term value

· Has a supporting technology infrastructure to ensure that business units can rely on their digital records in place of paper

· Implements a preservation strategy to ensure that digital records are retrievable to meet business and regulatory requirements

The focus of these programmes, identified as best practice, was to improve operational efficiency and provide greater accountability and transparency to citizens. 

1.2 Project Objectives

The DAP project objectives, as outlined in the Statement of Work (SOW) are to:

· Identify policies and guidelines related to digital records

· Identify preservation strategies

· Develop DAP models

· Identify minimal technical standards, requirements and specifications for software and networks related to digital records preservation

· Establish a strategic plan to implement the Digital Archive Programme

1.3 Methodology

Deliverable 3 provides a high level summary of where the UNPOs are today within their ICT environment and is based on the interviews and responses to the questionnaires. 

The consultants together with the Working Group on Archives and Records Management, WGARM, DAP project manager gathered data from each of the UNPOS by:

· Interviewing Information and Communication Technology, ICT, representatives

· Providing surveys which were completed by ICT representatives

· Requesting updated relevant documentation created through an earlier project and the initial DAP SOW annexes 

· Reviewing existing policies/procedures and standards

1.4 Key Findings of Deliverable 3

· Records management software applications, which could manage electronic records from creation to disposition and support a DAP initiative, are at various stages of implementation but are not consistently applied across the UNPOs

· Technology infrastructures, to ensure trustworthy/reliable long term storage of digital records and ensure the integrity of records with potential archival value, are for the most part not in place

· Corporate policies and procedures, which might allow UNPOs to retain digital records as the “official record” in place of paper, are not in place.
 

· Staffing, financial or other resources and commitment to support digital records management and archive programmes are lacking and certainly not sufficient to meet the current challenges/requirements

· Most digital records of potential long-term or archival value have not been identified;

· Digital archive file format standards to cover the multitude of record creating applications are not in place, beyond a small set of transaction systems, 

· Few preservation or migration strategies for digital records of potential long-term value are in place.

1.5 Summary of Key recommendations and Conclusions

Implementing a Digital Archive Programme within the existing environment would not produce the desired results without adequate development of Information, Records and Archive Management infrastructure (Policies, procedures, standards, guidance and technology) and the essential technology infrastructure. 

Key recommendations: [See 7.0 for details]

· UNPOs need to further develop necessary IRAM infrastructure; senior decision makers need to immediately “fast track” initiatives to minimize risk of losing records of potential long term value and give resource priority to activities that support DAP readiness [7.1]    

· ICT staff need to increase awareness of related IRAM best practice or standards and ICT specialists need to ensure that IRAM requirements are of part of system development etc. [7.2]   

· IRAM, Business Units and ICT representatives need to ensure that groups of records of potential long-term value are identified early in the lifecycle and managed to ensure long-term access and preservation.  Records and information management projects that support the lifecycle management of digital records, such as a Phase II of the WGARM Appraisal Decision Assistance Project (ADA), should be initiated as soon as possible. [7.3]

· ICT polices, procedures, practices and internal standards must be expanded to better support preservation and continued access to all records of potential long term value [7.4]

· Where records management software is not yet in place, UNPOs should implant share directories with a basic classification scheme and retention schedules [7.6] 

· Standard formats covering transactional and non-transactional individual electronic documents [including e-mail], appropriate to creating applications should be adopted by UNPOs for records of potential long term value [7.4] 

· Business Units, with ICT and IRAM advice should evaluate their current systems “trustworthiness” and reliability to meet organizational requirements. They will also need to take risk reduction actions and assure planned systems or future upgrades include required IRAM specifications  [7.5]

· UNPOs should review the issue of electronic signatures in the context of digital records creation and capture [7.7]
· ICT and IRAM should continue their collaboration and strengthen the tools that support this partnership [7.8]

This report supports the activities of Deliverable 3 that has a strong ICT focus and identifies the current situation and initiatives related to digital records. It presents a set of conclusions regarding the existing state of practice for managing and preserving digital information assets. 

Additional details and support material will be provided in the reports from Deliverable 2 [Current Practices & Recordkeeping requirements] and Deliverable 4. [DAP Specifications, Requirements & Models].  Together the reports from Deliverable 2, 3 and 4 should provide a good indication of UNPO’s “readiness” for a Digital Archives Programme.  They will also serve to encourage possible interim measures that can be taken to minimize the risk of losing records of potential long-term value in the absence of a full Digital Archives Programme.  For next steps see also Deliverable 5 & 6 
. 
2.0
Introduction

Entium Technology Partners contracted with the United Nations, on behalf of the UN Participating Organizations (UNPOs) to develop a framework and strategic direction for a Digital Archive Programme (DAP) within a Common Service approach. It is important, for purposes of this report, to distinguish the intent of Digital Archive within the context of this project.  In the Information Technology environment “archiving” moves electronic data to cheaper and slower retrieval storage media for back-up and business resumption purposes.  

From the records management/archival perspective the “digital archive” refers to those records/data which have potentially long-term value to the organization and which have structure and contextual relationships.  It is important that this distinction is made since the focus of this project is to develop a plan for a digital archive programme focused on those records of potential long-term value.

The project is divided up into seven sets of activities, each of which is accompanied by a series of deliverables.  This report has been created to document activities and findings to date in support of Activity 3 which assesses the current ICT environment in regards to digital records, see appendix D for  details.  This report is a collaborative effort between Entium and WGARM representatives which solicited input and comments from the UNPOs throughout the process
. 

2.1 DAP Best Practice

Organizations are discovering that it is no longer possible to continue to store massive amounts of backup data without any rules to guide the long-term disposition of data.  Terabytes of data are sitting on servers.  When systems are refreshed or new software is introduced, the costs of migration and conversion are raising concerns within ICT departments. Records may be lost if decisions are made to reduce conversion or verification costs without appropriate business rules for disposition. The relative priority and importance of certain groups of information needs to be identified. It is important to be able to separate and reduce the volume of transitory records that ITC will otherwise be required to preserve by default.  ICT groups are working with information, records and archives managers to manage digital records and to provide appropriate tools to all those responsible for the records throughout their lifecycle.

The challenge of managing digital records is not new.  However, in the past 5 years it has become more apparent that digital records of value may be lost as a result of technology obsolescence and poor management practices.  At the same time many organizations are developing digital records and archive management infrastructures (strategic plans, policies and procedures, standards and technology architectures) to begin to address the challenges posed by digital records.  Many university libraries, national libraries and the private sector are in the process of researching and implementing digital records and archives programmes. 

National Archives in countries such as the Australia, Canada, United Kingdom, the United States, Singapore, The Netherlands, Sweden, Denmark, Switzerland, Germany and France have developed or are in the process of developing practices and programmes which address the management of digital records from creation to disposition.

Several of these organizations have made their programme resources available through the Internet.  While the organizations themselves are large and may appear to have different issues from the UNPOs because of their overall size, their policies and procedures are adaptable as models for organizations of all sizes and are considered best practice models.  UNDP and UN Secretariat have adapted some of the policies and guidelines for use within their own units.  We have provided the website addresses for reference purposes:  

· The National Archives of Australia  (www.naa.gov.au);

· State Records, New South Wales (Australia) (www.records.nsw.gov.au);
· The National Archives of Great Britain (www.nationalarchives.gov.uk);

· The National Archives of Canada (www.collectionscanada.ca);

· The National Archives and Records Administration (USA) (www.archives.gov);

The organizations referenced above have determined that it is necessary to have a strong records and archive management programme in place to effectively create a Digital Archive Programme.  Thus, a practical and reliable records handling process must be established within each of the individual government offices or work units, which create or receive records of potential long-term value. In offices of various sizes, each programme incorporates policies, procedures and technology infrastructures to manage both paper and digital records from creation to disposition. The programmes support organizational goals of accountability, transparency and sound administrative practice.

Each programme is supported by senior officers who recognize that digital records are critical to the way their organizations transact business and respond to the needs of their constituents. They also recognized a need for consistency and effective management of information resources.   The programmes, supported by the necessary financial and human resources, have been implemented over several years to support the transition from paper to electronic records management.  

Organizations such as the U.S. Department of Defence, The European Union and the International Organization for Standardization (ISO)
 have developed standards for electronic records management software and programme implementation. 

2.2
Digital Archive Programme Dependencies –External Best Practice
An effective programme, which ensures that archival materials in digital form are captured in the digital archive, requires, at a minimum:

· A strong records management infrastructure is in place to manage records of potential long term value  from creation to disposition
· Policies and procedures are in place to permit the organizations to rely on digital records/archives as the “official medium” for record keeping purposes
· Digital records which have potential long-term or archival values are identified within each organization; [at least at the System or Record Series “Group” Level] 
· ICT departments build in record-keeping requirements to capture and preserve digital records as new systems are acquired and/or developed. This includes capturing the context and relationships to other documents not just their independent existence
· Format standards are in place for the capture of digital records at the creation stage (XML; PDF; TIFF, etc.) that are relevant to both transactional and non-transactions systems including electronic mail and electronic documents
· A supporting technology infrastructure exists to ensure that the business units can rely on their digital records 
· Preservation strategies are in place (migration; emulation; conversion etc.)
· A records management infrastructure, which includes ICT policies and procedures to build RM requirements into system development and implementation.

As organizations, both in the public and private sectors move to implement e-government and e-business initiatives, they rely more and more on digital records as their “official medium.  This change has resulted in the development of legislation (e.g. Basel Accord, Sarbanes Oxley, electronic transactions legislation
) requiring organizations to ensure that these systems are reliable and create trustworthy records. These legislative changes require that business and related system processes are documented, system controls, audit trails and transaction logs are in place and that organizations can prove the integrity of the systems on an ongoing basis.  The implementation of IT architectures and applications to support these types of legislation (created globally) support the implementation of Digital Archives Programmes. 

The successful implementation of a digital archive programme is dependent upon strong records and archives management infrastructure and partnerships between the Information, Records and Archives Managers, Business Units and the Information and Communication Technology groups.  Recognizing this requirement, the consultants designed information-gathering tools to assess the current state of records management and DAP readiness within each of the UNPOs business units.

3.0
UNPO Digital Archive Programme 

The majority of the UNPOs’ documents and records are created electronically.  The UNPOs have begun to recognize the need to develop mechanisms to manage digital records from creation to disposition.  The digital archive programme is one component of the lifecycle management of digital records and supports the intent to manage those digital records of potential long-term value. During our interviews, the participants expressed concern that resources to address the issue of digital records are insufficient. This concern was previously anticipated in the DAP statement of work and will be specifically addressed in Activity 5: Creating a Plan for implementing DAP within the UNPOs
.

3.1 DAP Programme Project Overview

The DAP Project Overview document, (UN-CS-RAI-UAAA- DB01-2005-002) states:

“Most records are created in digital form within the desktop environment or various computing systems.  However, policies and practices governing the management of electronic types of records, including e-mail, are informal or, if “formal”, are not implemented.  Therefore digital records of long-term value are not captured, managed or appropriately preserved in a consistent manner.  This creates significant risk since critical knowledge assets may be lost or inaccessible, or their recovery comes at very high cost.  In addition to the challenges connected with the decentralized computing environment, digital records pose unique problems in terms of obsolescence and aging of storage media, as well as software and hardware dependencies.”

The Digital Archive Programme, as outlined in the Statement of Work is:

“a combination of policies, procedures, standards and technologies that facilitate the proper management, appraisal/retention and preservation of digital records and provides for the long term access and use of materials with long term value.  Preservation requires active management that begins with record creation.

4.0
Digital Archive Programme Phase I – Development of a Strategic Plan

Entium Technology Partners is undertaking a series of activities to assess the UNPOs readiness to move towards an integrated Digital Archives Programme.   The deliverables are to:

· Identify policies and guidelines related to digital records

· Identify preservation strategies

· Develop DAP models

· Establish a strategic plan to implement the Digital Archive Programme

Deliverables 2 and 3 identify the current information, archives, records management and technology situations. Deliverable 4 begins the process of developing a model DAP programme, referencing the findings from deliverables 2 and 3. 

4.1 Deliverable 2 

Deliverable 2 activities and deliverable cover the following areas:

· Activity 2:  Review and assess current policies, procedures, approaches, initiatives and best practices related to digital records as well as conduct a sampling of digital records and their business context

· Deliverable 2:  Report cataloguing and analysing existing policies, practices, approaches and initiatives concerning the identification, management accessibility and preservation of digital records and establish current record keeping functionality and requirements

4.2 Deliverable 3 

Deliverable 3 activities and deliverable cover the following areas: [see Appendix D for details]

· Activity 3:  Document the current Information Management applications and technical platforms related to digital records 

· Deliverable 3:  Prepare a report on the current situation and initiatives related to digital records and present a set of conclusions regarding the existing state of practice for managing and preserving digital information assets

4.3 Deliverable 4

Deliverable 4 activities and deliverable cover the following areas:

· Activity 4:  Establish & Develop DAP Specs, Requirements, and Standards; Prepare Administrative, Technical & Model Report

· Deliverable 4:  Design Framework and Models. Establish DAP Specs, Requirements, and Standards

This report supports the activities of Deliverable 3. Additional support material will be provided in the reports from Deliverables 2 and 4.

5.0
Methodology

5.1
Review of Background Documentation (WGARM) 

The consultants reviewed documentation on the WGARM website and on returned surveys to identify existing Information and Communication Technology (ICT) policies, procedures and standards to determine which documents addressed the specific requirements of a Digital Archive Programme.  

Of specific interest to the consultants were such issues as:

· Date of the document


· Document scope and content 

· Focus: Paper/Digital records

· Definition of roles and responsibilities

· Relevance to Digital Archive Programme

· Gaps in required documentation

As interviewees identified additional documentation of interest to the project, details were recorded in Entium’s interview notes or forms and captured, as appropriate, on the WGARM website.

5.2 Information Gathering – ICT Questionnaires

The consultants gathered information about the current ICT infrastructure and architecture, related policies, procedures and standards through survey tools completed by Information Technology specialists. The Digital Archive Programme components, outlined in section 2.1, were used as the basis for the ICT questionnaires to ascertain the current state of the technology infrastructure and architecture and determine readiness for the Digital Archive Programme in each unit.  

Part 1- ICT Questionnaire Format

To effectively implement the Digital Archive Programme it is important to understand the ICT landscape to determine what standards and architectures exist and what records of potential long-term value are created and captured in the various applications.   The ICT questionnaire gathered information on the following: 

· General technology overview

· Technology infrastructure

· Technology Applications

· Storage and media

· Data integrity

· Security and access

· Electronic mail and messaging systems

The questionnaire results are compiled in a spreadsheet attached as Appendix “A“.  Detailed questionnaire responses are available on the WGARM DAP website. http://www.wgarm.net/ccarm/Projects/Proj-digital-archive-S-Plan.htm
5.3 Information Gathering – ICT Interviews

The consultants conducted 5 interviews with representatives from each of the UNPOs’ ICT departments. The consultants and the project manager provided background details to the project, outlined the intent of the questionnaire and discussed the content with the interviewees. The interview notes from those meetings are not intended to be authoritative but have been used to supplement the survey results.  The interview notes, together with the names of the meeting participants, have been consolidated and are available on the WGARM DAP website.  

5.4 Annexes

The consultants were requested to include additional documentation to the questionnaire, in order to update information originally included as Annexes to the statement of work for this project or gathered during the initial phase of the Appraisal Decision Analysis project (ADA) and other WGARM initiatives. Updated information in the annexes helps confirm UNPOs organization structure, ICT and IRAM systems’ status or main record groups that have impact on DAP readiness. This will have special relevance when UNPOs and Business units are evaluating the models and approaches to be proposed in Deliverable 4 and  5 [Implementation Plan].   Accurate information will be essential to monitoring any DAP implementation. 

The annexes included:

· Organisational structure and units of UNPOs lists

· Generic Functions, Sub Functions and Records Series Matrix

· Individual UNPO Record Series and Generic Record Series

· ICT and IRAM systems, applications and software lists

· Lists of policies, procedures, practices and Background Documents

Several of the respondents confirmed that the annexes were incomplete or out of date and provided additional documentation.  The updated annexes are available on the WGARM DAP website
.  These Annexes are seen as “living documents” and participants are encouraged to inform WGARM of changes or additions.
6.0
Survey and Interview Results

6.1
Documentation Review

The UNPOs were asked to provide details about technology policies and procedures, for example, is a policy in place which permits the use of electronic media as the official records storage media?  The respondents indicated that they have few, if any, policies and procedures related to digital records or archives management. Where policies and procedures are in place, they have not been updated recently and do not identify specific additional procedures and concerns for digital records.
 Several commented that they were unaware of any requirements to retain “digital archives” and asked where archival records were identified. A number of the respondents indicated that “rules/policies” are built into the specific software applications.  

The UN Secretariat issued functional requirements for records management software and a metadata standard document for review by WGARM. UNDP, UNOPS and UNFPA have also issued various drafts related to implementing metadata standards in their organizations. However few were implemented due to a lack of resources or records management infrastructure.

6.2       ICT Applications and Strategies

The digital archive programme is dependent upon a technology infrastructure that applies records management rules as systems are designed and implemented. Digital archives must be identified and systematically managed from creation to disposition.  Key findings from the interviews are:

· Records  management software applications are used in several organizations but are not used organization-wide to manage electronic records

· Digital records of long-term value are not systematically managed as part of an ICT strategy although ICT strategies have begun to recognize the need to address electronic documents and records

· E-mail policies address storage capacity issues rather than e-mail content and record value;

· Records retention requirements are not typically addressed when new systems are introduced although records management requirements have been built into the early design stages of the UN Secretariat Enterprise Content Management project

· Information and communication technology architectures, by themselves do not address digital preservation issues

· UNPO Business Units have both off the shelf and in-house developed applications. “Home grown/ad hoc” applications exist throughout the UNPOs. Several groups commented that they have recognized the need to consolidate the different applications where applicable to create more efficiency and consistency in approach 

· In most UNPOs PeopleSoft or SAP, which have archiving functionality, are replacing the IMIS which is a UN Secretariat in-house developed application that was mandated for all UNPOs. The “archiving” functionality implementation in PeopleSoft and SAP was originally focused on backups, rather than long-term access. However there are efforts such as UNICEF Application Archiving Project which has good archival components designed for at least two major applications. This newer SAP implementation preserves documents context and the links between related objects.

6.3 Current Digital Records Initiatives

The ICT and IRAM departments are working with the business units on knowledge management/ content management/document management projects which are creating/will create digital records.  The majority of the initiatives are focused on specific sets of records rather than providing a holistic approach to managing digital records.  Examples of these initiatives are summarized below:

· UNDP, UNFPA and UNOPs have implemented PeopleSoft which will create digital records through its various modules as it is rolled out
· UNDP has embarked on a knowledge management and Content Management initiatives to allow document sharing
· UNDP is planning to use digital signatures in limited set of circumstances for critical authorizations coming from the Controller or Director, Bureau of Management
· UNFPA is capturing and disseminating documents and records through its DocuShare application
· UNICEF has implemented SAP as a key component of its ICT infrastructure which includes an archiving component
· UNICEF has begun to digitize library and selective research or archive collections to provide wider access outside New York; the Executive Office has been scanning and action tracking important and signed correspondence 
· UNOPS is planning to build a Knowledge Network using SharePoint as its application base
· UN Secretariat is receiving digital records from overseas peacekeeping missions 

· UN Secretariat is in the initial stages of designing and implementing an Enterprise Content Management solution

· The UN Secretariat Dag Hammarskjöld Library captures and makes available “official documents” of the UN through ODS

These initiatives are designed to provide documents/records/content available electronically to locations outside of New York Headquarters or to automate current paper-based processes.  Long-term access and preservation issues have not been addressed in the development of these applications.

6.4 Records Management Software Implementation

Records management software is in limited use in specific areas but is not consistently available to manage electronic documents and records across the UNPOs.  

7.0 Summary of Key Findings and Recommendations 

Based on our knowledge of the records and archives programmes cited in section 2.1 as best practice, in our judgement, the UNPOs are not ready to implement a Digital Archive Programme.  However, there are some initiatives or systems in place that do increase “DAP readiness” or minimise the risk of losing digital records of potential long-term value. 
High-level findings for each of the organizations are provided in Appendix “B”, available on the WGARM website, http://www.wgarm.net/ccarm/Projects/Proj-digital-archive-S-Plan.htm.  The initial ICT recommendations are presented at a high level, based on the activities and findings from deliverable three and address the UNPOs generally.  Further review of where the UNPOs are now and the basic requirements for DAP readiness will take place as part of Deliverable 4 and 5. 
7.1 Digital Archive Programme Infrastructure

The majority of the ICT interviewees were unaware of what constituted digital archives and had not implemented any plans to identify, make available or preserve digital records of long-term value.   Several systems are capturing digital records of long-term value but there are no supporting strategies to ensure preservation and continued access.

In general:

· Digital records have created an enormous challenge within each business unit and need to be managed as part of the overall business unit activity

· Digital records management policies and procedures are being considered or are under development

· There are limited financial and human resources to support digital records management projects; the ability to commence development and managing a digital records programme has been constrained from a budgetary and resource perspective

· Electronic records are generally not currently viewed/accepted as the “official medium” for UNPO records

The successful implementation of a Digital Archive Programme is dependent upon records management policies, procedures and standards supported by a technology infrastructure that creates authentic, reliable digital records and staff that are aware of their roles and accountabilities for managing digital or potential digital records.   

We recommend that the UNPOs develop the necessary records and information management infrastructure, based on best practice to manage current digital records and potential digital archives thereby supporting a Digital Archive Programme. Standards and Models are to be set out in Deliverable 4.  

It is also recommended that in the short term the UNPOs: 

· Immediately “fast track” those initiatives that help minimise the risk of losing digital records of potential long term value before the conditions required for a DAP are fully in place, and

· Assign priority to ITC and IRAM resources, initiatives and related activities, which are designed to increase “DAP readiness”.

7.2 ICT Strategies and Technology Implementation

The majority of the UNPOs have developed or are developing ICT strategies.  Individual projects are beginning to address records management issues as the applications are updated, acquired and/or developed.  However, outside of this project, there is no UNPO initiative to ensure that such issues are part of an application development lifecycle, nor are there preservation strategies in place to ensure that digital records of long-term value will be accessible as hardware and software changes.  

Subsequent to UNPOs review and revising of the standards, best practices and models to be set out in Deliverable 4, we recommend that:
· Archivists and Records managers work with Information and communications technology specialists to ensure that they are aware of the impact of moving from paper to digital records and build in Information, Records and Archives Management (IRAM) controls as systems are designed/acquired.

· ICT specialists ensure the record management requirements are applied as part of the ongoing system development, acquisition and implementation.  This includes such things as interoperability between Document Management, Records Management and Enterprise Content Management systems and related areas.

· Archivists and Records Managers further develop requirements to manage digital records and archives from creation to disposition and work with Business Units and ICT specialists to ensure ongoing implementation of current standards in new applications and systems.

7.3 Identification of Potential Archival and Long Term Materials

At the present time most business units have not identified their potential archival materials, therefore it will be difficult to implement a process to capture digital archives and other digital records of potential long-term value.  The successful implementation of the digital archive programme is dependent on having potential archival materials identified early in the lifecycle. It is necessary to dedicate limited resources to preserving truly essential records and to minimise the expense of providing protection or migration services for the volume of records not required beyond the short period of their primary use.   

We recommend that Archivists and records managers work with Business Units and ICT representatives to ensure that groups of records that have potential long-term value are identified when they are created and managed in accordance with a set of defined criteria to ensure their long-term access and preservation.  The second phase of WGARM’s Appraisal Decision Assistance Project begins the process of identifying records retention requirements by establishing a master records retention schedule and should be initiated to establish retention schedules and identify records of long-term/archival value.
 
7.4 Policies, Procedures and Standards

ICT policies, procedures and standards to address digital archive programme requirements are in various stages of development and implementation within the UNPOs.  Based on the questionnaires and the interviews, the consultants concluded that:

· The majority of the policies and procedures are focused on managing paper files and do not adequately, address electronic records/digital archive issues

· In general, records retention schedules, which provide the business rules to support the disposition of digital records are not in place. The exception are financial records which have fairly well defined time periods approved by the board of Auditors

· No digital archive format standards are in place to cover the multitude of record creating applications, beyond a small set of transaction systems. The format standards must be relevant to both transactional and non-transactions systems including electronic mail and electronic documents

We recommend that an ICT policies and procedures framework be expanded to support both current digital records and potential digital archives.  The framework would apply at the corporate level and be adapted at the business unit level based on the standards to be reviewed from Deliverable 4.   
As a risk management measure, we recommend that the UNPOs implement shared directories and apply the classification schemes and retention schedules to manage current electronic records where no records management software is in place.

We recommend that standard formats be adopted for records of potential long-term value.  These may include:

· PDF
· TIFF
· XML
· Metadata standards
Entium’s Deliverable 4 will include recommendations regarding such formats.  In the interim, we recommend that WGARM group conduct discussions geared to evaluating the impact of implementing such standards across the UNPOs for current systems. It is known that format standards:

· must be adaptable to a multitude of record creating applications and be relevant for both transactional and non-transactions systems including electronic mail and electronic documents

· must be appropriate to the application and technology where the data resides  

Additionally for transactional systems there must be an agreement with BUs of how and when it is necessary to preserve actual transactions or to protect specific types of relationships between objects and their metadata.
 

7.5  Relying on Digital Records to meet Accountability and Evidentiary Requirements: Building Trustworthy/Reliable Systems

As digital records are created to support electronic transactions, “best practice” standards dictate that the systems creating records can be shown to be reliable, have integrity and that the records are authentic for as long as they are required to meet business needs and legal retention requirements.  In the absence of governing body regulatory requirements, the current ICT infrastructure does not adequately  address these requirements.

The technology infrastructure required to identify and capture digital records of long-term value is not in place.

Transactional systems are backed up on a regular basis.   The backup tapes do not constitute a Digital Archive Programme within the scope of this project because the data, documents and records have little content, context or structure.

We recommend that the ICT groups continue to work closely with the Information, Documents, Records and Archives Management groups to advise Business Units. Based on Deliverable 4 models and standards, all will need to re-evaluate which current systems are “trustworthy and reliable” and take risk reduction actions. They need to assure that relevant ICT and IRAM specifications related to preservation and continued access to records of potential long-term value are built into the UNPOs future application development lifecycle. 

7.6
Records Management Software Implementation

A successful Digital Archive Programme is dependent on the “up-front” management of digital records.   Rules have to be applied as systems are designed and implemented to ensure that the digital records of potential long-term value are identified as they are created and managed as part of an ongoing process. The use of a records management software application, linked to the systems in which records are created, ensures the integrity and reliability of the digital records. There must be a trustworthy procedure for uniquely registering the UNPOs documents that may be used across systems and applications. 

Records management software is installed but is not being consistently used to manage electronic documents and records.

We recommend that the business units review their current use of records management software solutions and look at ways to supplement and increase digital records management capabilities as a first step in building a digital records repository to support the digital archive programme.  

7.7 Electronic Signatures

Electronic signatures are not yet acceptable within the United Nations Participating Organizations except in some test applications. Many of the records created electronically within the UNPOs require signatures. Therefore records are created electronically, printed and scanned as required.  If this policy changes, digital records could be identified as potential archival at creation and managed through the digital archive application
As the UNPOs adopt electronic signatures for official records, the need to print to paper, have documents signed and then scanned into an imaging system will disappear.

We recommend that the UNPOs review the issue of electronic signatures in the context of digital records creation and capture. 

7.8 Collaborative Partnerships

The implementation of a digital records management programme, which supports the implementation of the digital archive programme, requires a commitment of resources to develop policies, procedures and standards and acquire technology as required.  Both the digital records management and digital archive programme development require a collaborative working relationship between the records managers, archivists, business unit record creators and information technology departments in each business unit. 

We recommend that the UNPOs strengthen the WGARM and Digital Archive related Working Committees which include records managers, archivists, business unit representatives and ICT specialists from each of the UNPOs to more easily collaborate on ways to address the challenges posed by digital records and digital archives.

Based on the above recommendations of this project and future deliverables we suggest that WGARM continue to meet with ICT colleagues to consider how such issues might be addressed as part of the ongoing ICT and IRAM strategy for the UNPOs and the alternative roadmaps to be presented.

8.0
Conclusions

Entium Technology Partners has reviewed the data provided in support of Deliverable 3 and has determined the following:

· There are a number of independent and collaborative initiatives that begin to address digital records issues.  However, there is no overall records management infrastructure to manage records from creation to disposition.  Since an effective DAP is dependent on a records management framework, Entium is concluding that the UNPOs do not have the necessary infrastructures in place to support a Digital Archives Programme.  

· Implementing a Digital Archive Programme within the existing environment would not produce the desired results without the development of a records information management programme, supported by the appropriate Information and Communication Technology Infrastructure. Section 2.1 provides links to “best practice” policies, procedures and standards. 

8.1
Next Steps

Deliverable 2, Current Practices & Recordkeeping requirements, will set out the details gathered from the IRAM professionals and Business units on the UNPO current policies and practices. 

Section 2.1 above, introduced known best practices which will be further expanded in Deliverable 4 to include standards and models. 

Deliverable 2, 3 and 4, DAP Specifications, Requirements & Models, when considered together: 

· Will provide a good indication of individual UNPO readiness for a Digital Archive Programme,   

· Should encourage accountable UNPOs senior managers to immediately initiate interim measures to minimize the risk of loosing records of potential long term value in absence of a full Digital Archives programme and
· Expedite efforts to increase Digital DAP readiness 

Deliverable 5  - The Implementation Plan will provide alternative road maps for UNPOs. This will include various options to become progressively more “ready” to implement a complete digital archives programme or to expedite movement to a DAP. 

Deliverable 6 – The Communicating and Marketing of the Plan and the associated activities will help assure that the needed understanding and support required from governing bodies or senior management is obtained 

9.0
Appendices

9.1
Appendix A – Spreadsheet Summary of Questionnaires 

This spread sheet contains the combined detailed responses for the 5 UNPOS to Part 1 of the DAP Assessment Form which focused on ICT. The responses are separated by UNPO [in the rows] and question [in the columns]. The spreadsheet is available at: http://www.wgarm.net/ccarm/Projects/Proj-digital-archive-S-Plan.htm . The column heading of each spreadsheet provides a Question number and a very brief label. A link to a sample questionnaire with the complete numbered question is at:

http://www.wgarm.net/ccarm/docs-repository/docs/UN-CS-RAI-USAA-DB01-2005-00114-DAP-Pt-01-ICT-Form-Ver-3.doc

Note: The information compiled in these spread sheets may also be used in developing future deliverables and comparing “readiness”. The DAP project manager should be informed if a UNPO has a significant change in one of their responses reflected here.

9.2 Appendix B – High Level Summaries of Findings 

These documents contains the High Level Summary of Findings related to ICT area for each UNPO. This summary is based on the information provided in DAP form PART 1 [ICT] by each of the UNPOs [Appendix A], the ICT related interviews, follow up questions and comments or revisions of early drafts provided by the UNPO representatives or the ICT focal points from each UNPO. The overview provided here may also be used in developing future deliverables and comparing “DAP readiness” of each UNPO or the appropriateness of  the proposed strategic plan. The DAP project manager should be informed if a UNPO has a significant change in their current ICT environments as reflected in these high level summaries.

9.3 Appendix C  - List of Annexes that will be developed as part of Deliverable 4

Annex 7  Main Functionality of ICT and IRAM systems or applications 
This List is a combination of generic ICT or IRAM mission critical or other systems / applications types [both transactional and document based] taken from:

· the main types of systems listed in DAP Statement of Work or Annexes

· those mentioned  in DAP Assessment Part 1, 2 or 3 forms 

· Noted in Part 4 Digital sampling annex draft

· Additional Items added as completed forms and interviews were reviewed

The generic list has specific fields for each type to begin mapping for:

· Core characteristics - Functionality
· Specific Challenges of that type of System or Applications

· Related Standards and best practice reference

· Different sub categories within System / Applications and dependencies or relationships to other systems

Sample Format : 

	#
	ICT/IRAM systems / applications
	Description or example
	Core characteristics- Functionality
	Limitations
	Related Standards

	1
	Records & Archive Management Systems
	System to link and track relationships between records including ownership, transfers, storage, retrievals and dispositions
	May or may not cover electronic records
	How to separate and cover various formats of records
	

	1.a
	Electronic Records Management
	System to link and track relationships between electronic records including ownership, transfers, storage, retrievals and dispositions TRIM
	Individual records are able to be “related” to various groups e.g., record series, folders 
	How easy it is for Users to link to may different objects and drill down to the level required. Wow to make the “filing” of records ‘seamless’ within business process
	

	1.b
	Electronic Archives Management
	TRIM Systems or initiatives 
	
	Long term formats to be relevant for both  transaction and other systems including e-mail
	

	2.
	Electronic Document management System
	TRIM 
	Robust version control and collaboration [check in/check out]
	Related Documents Creation  Systems; Formats and version Control
	


Annex 8  Glossary – List of terms used in DAP 

This annex  is a list of the terms used  in DAP Statement of Work or Annexes;  DAP Assessment Form Part 1, 2 or 3 and the Part 4  Digital sampling annex; a sort field in the master table allows for producing sub-set of Glossary terms for specific exercise. This master list will be revised as required .

Sample Format : 

	#
	Glossary Term
	Description
	Keyword
	Source organizations
	Source Reference

	
	Archival Material 
	"Archival" materials are those records and documents that have been identified as having continuing value to UNPOs because of the evidence they provide of an activity, decision or action or because of the information they contain.  
	Archives, Value
	CS-TF-WGARM-
	DAP-SOW UN/CS/RAI/USAA/DB01/2003-00008 footnote 7

	
	Electronic Records Management ERM
	Includes links between records and higher level groupings [folders or Record Series]
	ERM Electronic Records Management
	
	

	
	Electronic Document management EDM
	Includes Version Control and author/editorial rights for sharing of drafts etc 
	Electronic Document management EDM
	
	

	
	Formal policies, practices and approaches l
	codified in an officially adopted report, standard or other vehicle [which] establishes an activity as an official practice 
	policies, procedures practices
	CS-TF-WGARM-
	UN/CS/RAI/USAA/DB01/2003-00008

	
	Operational practices or procedures
	not codified but are in effect within an operational environment
	policies, procedures

practices
	CS-TF-WGARM-
	UN/CS/RAI/USAA/DB01/2003-00008


Annex 9 – Standards and documented ICT or IRAM best practices 

This list of ICT or IRAM Standards is collected from those:

· identified when the SOW was drafted, 

· noted by participants and consultants during the initial SP-DAP activities; and 

· used for benchmarking or reference purposes   

Sample Format : 

	#
	Standard Title
	Description
	Key Words
	Source Org
	Source Reference
	UN-CS reg ref.
	Relevance for  DAP

	1
	Records Management Standard - ISO 15489. 
	Provides a high level framework for recordkeeping and specifically addresses the benefits of records management, regulatory considerations affecting its operation ..
	Records ,  keeping
	ISO
	 15489.
	From DAP statement of work: UN/CS/RAI/USAA/DB01/2003-00008


	

	
	Quality management and Quality Assurance Standards 
	-ISO 9000:
	
	ISO
	ISO 9000
	
	

	
	Environmental Management ISO 14000 –
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	Metadata Standards
	
	
	
	
	
	

	
	Functional File Classification Schemes
	
	
	
	
	
	

	
	AIIM Standards
	· 
	
	
	
	
	

	
	ARMA Standards 
	e.g. (e-mail)
	
	
	
	
	

	
	Competency Standards: 
	ARMA/ALARM/Australian/UK/Canadian Governments
	
	
	
	
	

	
	Records Management Software Standards
	
	
	USA-DOD
	5015.2
	
	

	
	ODMA – Document Management Interoperability Standard
	
	
	
	
	
	

	
	WflMC
	 Workflow Interoperability Standard
	
	
	
	
	


9.4
Appendix D - Deliverable 3 - Detail from SOW

Activity and Deliverable 3 are the main focus of this report. Therefore we present the details as they appear in SOW and note any addition or modification to SOW agreed as part of change process.

Activity 3: Inventory the current Information Management databases, applications and technical platforms related to digital records and define their core characteristics;  

Review current technical systems (Annex 8, indicative list of Information Systems) and gather additional data and information from Information Technology staff in UNPOs on the current technical and administrative characteristics of core UNPOs information systems both transactional and document based.

The vendor will review and comment on the current:

•
Technical standards and architectures employed throughout the UNPOs and how they would be applied in a DAP environment;

•
Application of retention and disposition requirements to digital materials;

•
Rule-based destruction, deletion, and migration criteria used in transactional systems;

•
Creation and management of electronic mail and electronic documents.

Note concerning Interviews and Record Sampling relating to Activities 2 and 3

The Interviews relating to Activities 2 and 3 will involve a total maximum of 30 interview sessions.  It is anticipated that data collection will require appropriate follow-up communication to validate the information that is collected.  

Record Sampling would include a representative sampling of digital records of substantive or archival value from the UNPOs functional areas that were interviewed as noted above. 

 Note on Sampling: There was a separate exercise and form [part 4] created for information to be obtained as part of the planned sampling process.  The added value of a separate sampling form was reviewed during the initial [Part 3] interviews. Many business units indicated they had records of “potential” long term or archival value and could offer information that the sampling was designed to obtain. Therefore, as of 16 Feb 2005, the relevant questions from Part 4 were incorporated in Part 3. para 3.7.  This was agreed by the DAP WGARM co-chairs, DAP project manager and Consultants in order to simplify data collection and streamline the process.

Deliverable 3:  Report on the technical characteristics of the current core UNPOs information systems and identify current databases, technical platforms and initiatives related to digital records.

The vendor will prepare a report describing the current core UNPO information system as outlined in Annex 7 and analyze their characteristics in relationship to the identification, preservation and maintenance of digital records of continuing value.  

This report will include: 

•
A description of the methodology used to collect information specifying what UNPO staff were involved in the data collection effort, their role in managing information within their organization and their role in identifying, making available and preserving digital records of long-term value;

•
An analysis of the technical and administrative aspects of  current core information systems, both transactional and document-based, noting any significant additional specifications or relationships between systems discovered by the vendor during their review and interview process;

•
The analysis and benchmarking of current practices at the UNPOs relating to the preservation and access of digital archival records.  The benchmarking will be conducted against external organizations and standards such as the International Standards Organization’s 15489 Records Management.  

•
A set of high-level conclusions, targeted at members of  the WG-ARM regarding the existing state of practice, or lack thereof, within the UNPOs for managing and preserving digital information assets of [potential] long-term value.
�  Upon review of this statement, WGARM representatives noted that Governing or Oversight Bodies have not provided a specific mandate to address the issue of Digital records. Therefore without such a mandate ICT or IDRAM�  units are limited to pursue this option fully due to initial cost implications and other mandated priorities.





� Deliverable 5 [Implementation Plan] will provide a DAP road map and alternatives. The activities associated with Deliverable 6 [Communicating and Marketing of the Plan] will help assure that the needed understanding and support required form governing bodies or senior management is obtained.


� Deliverable Review Process - Once the DAP Project Manager receives a draft deliverable that meets minimum standards, it is circulated to UNPO Coordinators, DAP CO, and associated WGARM members for comments or suggestions.  If the vendor accepts the UNPO comments in full, the Deliverable is approved.  If the vendor has further substantive comments, these comments are circulated to the DAP COs for either agreement or further comment.  If  there are substantive objections between  the DAP COs and the vendor, further communication will be followed up in order to resolve the area of concern.   Once agreement is reached and no further comment is received, the Deliverable is approved.


 





�   From DAP statement of work: UN/CS/RAI/USAA/DB01/2003-00008


[11]  ISO 15489. Provides a high level framework for recordkeeping and specifically addresses the benefits of records management, regulatory considerations affecting its operation and the importance of assigning of responsibilities for recordkeeping. It also discusses high level records management requirements, the design of recordkeeping systems and actual processes involved in records management, such as record capture, retention, storage, access etc. It concludes with a discussion of records management audit operations and training requirements for all staff of an organisation.  The guidelines provide practical and more detailed guidance about how to implement the framework.   For example it provides specific detail about the development of records management policy and responsibility statements.





�  Basel (Capital) Accord, is a capital measurement system. The Basel Committee  is comprised of members from Belgium, Canada, France, Germany, Italy, Japan, Luxembourg, the Netherlands, Spain, Sweden, Switzerland, United Kingdom and United States. It formulates broad supervisory standards and guidelines and recommends statements of best practice. A New Capital Adequacy Framework  was issued on 26 June 2004. 


Sarbanes Oxley refers to  USA congress: H. R. 3763:  ‘‘Sarbanes-Oxley Act of 2002’’. To protect investors by improving the accuracy and reliability of corporate disclosures made pursuant to the securities laws, and for other purposes.   23 Jan 2002, [key provisions in effect as of 15 Nov 2004].


Electronic transactions legislation examples: 


	New Zealand, Electronic Transactions Act 2002, 17 Oct 2002.  (http://www.legislation.govt.nz/)


	 Canada, Electronic Transactions; June 1, 2001


(http://www.canlii.org/nb/laws/sta/e-5.5/20040618/whole.html)


	Republic of South Africa,  Electronic Communications and Transactions Act, 2002, No. 25 of 2002;  (31 July 2002) http://www.internet.org.za/ect_act.html





� From DAP statement of work: UN/CS/RAI/USAA/DB01/2003-00008


Activity 5: Creating a Plan for implementing DAP within the UNPOs: It is specified that the DAP plan must “also reflect an understanding of the distinct organisational culture and capacity as well as separate business process and information systems within each UNPO.   The vendor should identify the proposed methods to increase acceptance and implementation of most parts of the plan by a majority of the UNPOs.  This should include recommending proven approaches and technology etc. that would be within the known constraints of the UNPOs budgets and resources and consider both onetime/start up as well as recurring costs].





� http://www.wgarm.net/ccarm/Projects/Proj-digital-archive-unpo-support-docs.htm


� A “Core Set of Metadata Standards for Use by UN-System Organisations” in 1998 was endorsed By UN System, ACC. The document UNS-ACC/1998/ISCC/12 and Annex dealt with metadata for identification, context, content, access and use of documents. Since then UNPOs have sought ways to implement standard records metadata requirements in records and document management systems. It has been observe that some document systems need to consider “discovery” related Meta data that might be required in special applications like current reference or  research use.


� The related Common Service "Appraisal Decision Assistance" Project Phase 2, deals with a) addressing the considerable gaps for many types of UNPOs records [programme, external relations, management etc]. b) establishing or validating values and recommended retention periods for generic records as well as   c) obtaining a tool for the UNPOs to easily update and share recommended or authoritative decisions for generic record series  Status of the ADA  UN/CS/RAI/USAA-DB01/2003-00279, 317





� For example, outputs from some transaction systems may have very limited use. Depending on how long information in final reports must be keep and its potential for eventual reuse it may be acceptable and more efficient for information “owners” and auditors to simply have long term access to print lists [in electronic format] of related supporting backup documents. 


� Minimum standards for formatting and unique registration of shared records. For some systems that serve a limited purpose or audience a lower standard may be acceptable. However there should be a basic “best practice” or agreed standard that all UNPOs’ document producing systems should meet for registering and storing objects. For example records that are possibly required beyond the life of a system should not be stored in a system dependant or proprietary format for an extended time. It should also be possible for any of the UNPOs to identify the originating system and organization that produced a shared record by agreeing to register a simple prefix or other system generated relationship identifier and consecutive number as part of the metadata of the record.


� For example, better Internet accessible collaborative tools should be provided to members, the co-chairs and the Project co-coordinators. 


� For details on all 7 activities and deliverables see the SOW.


� See 9.3 Appendix C, Annex 7 – List of Main Types of known ICT or IRAM Systems or Applications and Core Characteristics


� See 9.3 Appendix C Annex 9 – Standards – List of Known relevant Standards and documented best practices [used for benchmarking] related to ICT or IRAM  
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