[image: image2.png]Meriod i

Ing Ace
oAIs
Adm Adm Adm

Ing Ace
oAIs
Adm Adm Adm

Method 4

Consumer






[image: image3.png]SIP

DIP

AP





Ref: UN-CS-RAI-USAA-DB01-2005-00274

United Nations Participating Organisations (UNPOs)

Development of a Strategic Plan

for a Digital Archive Programme (DAP)

DELIVERABLE 4

December 2005
TABLE OF CONTENTS

Executive Summary
E-1
E.1
Introduction
E-1
E.2
Objectives
E-1
E.3
Methodology
E-1
E.4
Digital Preservation: The Current State
E-2
E.5
Model Development
E-2
E.5.1
Findings
E-3
E.5.2
Recommendations
E-3
E.6
Administrative Report
E-3
E.6.1
Records of Archival Value
E-3
E.6.1.1  Findings
E-4
E.6.1.2  Recommendations
E-4
E.6.2
Policies, Procedures, Practices, and Standards
E-4
E.6.2.1  Findings
E-4
E.6.2.2  Recommendations
E-4
E.6.3
Roles and Responsibilities
E-5
E.6.3.1  Findings
E-5
E.6.3.2  Recommendations
E-5

E.6.4
Business Changes
E-6
E.6.4.1  Findings
E-6
E.6.4.2  Recommendations
E-6
E.6.5
Training
E-6
E.6.5.1  Findings
E-6
E.6.5.2  Recommendations
E-6
E.7
Technical Report
E-7
E.7.1
Overall Comments
E-7
E.7.2
Findings
E-7
E.7.3
Recommendations
E-8

1.0
Model Report
1-1
1.1
Project Overview
1-1
1.1.1
Project Objectives
1-1
1.1.2
Report Methodology
1-2
1.1.3
Digital Preservation—The Current State
1-2
1.1.4
Digital Preservation – The Current Research Environment
1-3
1.1.5
Conclusions
1-3
1.2
Open Archival Information System Model
1-4
1.2.1
Overview
1-4
1.2.2
OAIS Responsibilities
1-4
1.2.3
OAIS Components
1-4
1.2.4
Moving Information into the DAP
1-5
1.2.5
OAIS Functions
1-6
1.3
OAIS Implementation Models
1-6
1.3.1
Independent
1-6
1.3.1.1  Benefits
1-6
1.3.1.2  Concerns
1-7
1.3.1.3  Applicability
1-7
1.3.2
Cooperating
1-7
1.3.2.1  Benefits
1-7
1.3.2.2  Concerns
1-7
1.3.2.3  Applicability
1-7
1.3.3
Federated
1-8
1.3.3.1  Benefits
1-9
1.3.3.2  Concerns
1-9
1.3.3.3  Applicability
1-9
1.3.4
Centralised
1-9
1.3.4.1  Benefits
1-10
1.3.4.2  Concerns
1-11
1.3.4.3  Applicability
1-11
1.3.5
DAP Model Report Conclusions
1-11
1.3.6
DAP Model Report Recommendations
1-12
1.4
Managing Digital Records of Archival Value
1-12
1.4.1
Options for Consideration
1-12
1.4.1.1  Benefits
1-13
1.4.1.2  Concerns
1-13
1.4.13  Observations
1-13
1.4.2
Managing Digital Records Conclusions
1-13
1.4.3
Managing Digital Records Recommendations
1-13
2.0
Administrative Report
2-1
2.1
Digital Preservation Best Practices
2-1
2.1.1
Best Practice Initiatives
2-1
2.1.1.1  The Nationaal Archief of the Netherlands
2-1
2.1.1.2  The National Archives of Australia
2-2
2.1.1.3  The National Archives of Great Britain
2-2
2.1.1.4  National Archives and Records Administration
2-3
2.1.1.5  Public Record Office Victoria: Australia
2-3
2.1.2
Best Practices Conclusions
2-3
2.1.3
Best Practices Recommendations
2-4
2.2
Developing EDRM Systems
2-4
2.2.1
Strategy to Support a DAP
2-4
2.2.2
Developing EDRMS Conclusions
2-5
2.2.3
Developing EDRMS Recommendations
2-5
2.3
Records of Long-Term/Archival Value2-5
2.3.1
Introduction
2-5
2.3.2
Identifying Records of Archival Value
2-6
2.3.3
Long-Term/Archival Value Conclusions
2-7
2.3.4
Long-Term/Archival Value Recommendations
2-7
2.4
Policies, Practices, Procedures, and Standards
2-8
2.4.1
Components
2-8
2.4.1.1  Infrastructure
2-8
2.4.2
Policies
2-9
2.4.3
Practices and Procedures
2-9
2.4.4
DAP Standards
2-10
2.4.4.1  Interoperability Standards
2-11
2.4.4.2  Resource Encoding Standards
2-11
2.4.4.3  Resource Identification Standards
2-11
2.4.4.4  Descriptive Standards
2-12
2.4.4.5  Data Archiving Standards
2-12
2.4.4.6  Records Management Standards
2-12
2.4.4.7  Media Format Standards
2-13
2.4.5
DAP Standards Conclusions
2-13
2.4.6
DAP Standards Recommendations
2-13
2.5
Metadata Standards
2-13
2.5.1
Introduction
2-13
2.5.2
Recordkeeping Metadata
2-15
2.5.2.1  VERS Recordkeeping Metadata
2-16
2.5.2.2  Descriptive Metadata
2-16
2.5.2.3  Preservation Metadata
2-16
2.5.2.4  Administrative Metadata
2-17
2.5.2.5  Structural Metadata
2-17
2.5.3
Existing UNPO Metadata Models
2-17
2.5.4
Metadata Standards Conclusions
2-18
2.5.5
Metadata Standards Recommendations
2-18
2.6
Roles and Responsibilities
2-18
2.6.1
Introduction
2-18
2.6.2
ISO Roles and Responsibilities
2-18
2.6.3
Responsibility and Accountability
2-19
2.6.4
Roles and Responsibilities
2-20
2.6.4.1  UNPO/Business Unit Employees
2-20
2.6.4.2  UNPO Managers
2-20
2.6.4.3  UNPO IRAM Staff
2-20
2.6.4.4  ICT Departments
2-21
2.6.4.5  Digital Archive Users
2-22
2.6.4.6  Third-Party Contractors
2-22
2.6.4.7  Roles and Responsibilities Conclusions
2-22
2.6.4.8  Roles and Responsibilities Recommendations
2-23
2.6.7
Competency Models
2-23
2.6.7.1  The ALARM Competency Profile
2-23
2.6.7.2  Position Descriptions Sample
2-24
2.6.7.3  Competency Models Conclusions
2-24
2.6.7.4  Competency Models Recommendations
2-24
2.7
Business Changes
2-24
2.7.1
Introduction
2-24
2.7.2
Business Changes Conclusions
2-25
2.7.3
Business Changes Recommendations
2-26
2.8
Training
2-26
2.8.1
Introduction
2-26
2.8.2
Identify Trainees
2-26
2.8.3
Training Topics
2-27
2.8.3.1  The EDRMS
2-27
2.8.3.2  The DAP
2-28
2.8.4
Level of Training
2-28
2.8.4.1  Training Delivery
2-29
2.8.4.2  Training Materials
2-29
2.8.4.3  Training Support
2-29
2.8.5
Training Conclusions
2-29
3.0
Technical Report
3-1
3.1
INTRODUCTION
3-1
3.2
Supporting the DAP
3-1
3.2.1
Documents and Records
3-2
3.2.2
Electronic Document Management Applications
3-2
3.2.3
Electronic Records Management Applications
3-3
3.2.4
Software Implementation Challenges
3-4
3.2.5
High-Level Functional ERMS Requirements
3-5
3.2.6
Conclusions
3-6
3.2.7
Recommendations
3-6
3.3
Detailed Functional Requirements
3-6
3.3.1
UNPO Software Applications
3-7
3.3.2
Functional Requirements Standards
3-7
3.3.2.1  MoReq
3-7
3.3.2.2  DoD 5015.2
3-7
3.3.3
Conclusions
3-8
3.3.4
Recommendations
3-8
3.4
Business Application Requirements
3-8
3.4.1
Digital Archive Environment
3-8
3.4.2
Current Digital Archive Industry Initiatives
3-8
3.4.3
Requirements for Business Systems and Applications
3-10
3.4.4
Software Tools That Create/Extract Metadata
3-10
3.4.5
Tools to Support the DAP Development
3-12
3.4.6
Digital Repository Management Strategies
3-12
3.4.7
Business Application Conclusions
3-12
3.4.8
Business Application Recommendations
3-13
3.5
UNPO Digital Archive Technical Models
3-13
3.6
Digital Archive - Security Requirements
3-16
3.6.1
High-Level Security Requirements
3-17
3.7
Digital Archive - Ingest Requirements
3-18
3.7.1
High-Level Ingest Requirements
3-19
3.8
Digital Archive – Storage Management Requirements
3-20
3.8.1
Management of Back-Up and Security Copies
3-20
3.8.2
Avoidance of Media Degradation
3-20
3.8.3
High-Level Storage Requirements
3-21
3.9
Digital Archive – Preservation Planning Requirements
3-21
3.9.1
Software File Format Obsolescence
3-21
3.9.2
Technical Preservation Strategies
3-22
3.9.3
Management of Format Conversion and Renditions
3-22
3.9.4
Management of Relationships
3-23
3.9.5
Reproduction of Electronic Records
3-23
3.9.6
High-Level Preservation Requirements
3-23
3.10  Digital Archive – Administration Requirements
3-24
3.10.1  Procedures Development
3-24
3.10.2  Reporting
3-24
3.10.3  Authenticity
3-24
3.10.4  Security Rights, Access Standards, and Procedures
3-24
3.10.5  Audit Controls
3-25
3.10.6  High-Level Administration Requirements
3-25
3.11  Digital Archive - Data Management Standards
3-26
3.11.1  High-Level Data Management Requirements
3-27
3.12  Digital Archive - Access Standards
3-27
3.12.2  High-Level Access Management Requirements
3-28
3.13
Technical Report Conclusions
3-28
3.14
Technical Report Recommendations
3-29


LIST OF ATTACHMENTS

Attachment 1—DAP Maturity Model 

LIST OF FIGURES

Figure 1—OAIS Model Components

Figure 2—Cooperating Model

Figure 3—Agency with Several Archive Systems

Figure 4—Small Agency Using External Archive System

Figure 5—Federated Model

Figure 6—Archives with Shared Storage

Figure 7—Whole of Government Archive System

Figure 8—Archival Information Domain
Figure 9—OAIS-Compliant UNPO Package Model

Figure 10—Independent Package Model

Figure 11—Cooperating Package Model

Figure 12—Federated Package Model

Figure 13—Detailed UNPO DAP Model Architecture

Figure 14—Ingest Details

Figure 15—SIP Model

Figure 16—Preservation Planning Policy

LIST OF APPENDICES

Appendix A—Best Practice Component Overview
Appendix B—To Develop an EDRMS Strategy
Appendix C—Policies
Appendix D—Procedures Examples
Appendix E—Records of Long-Term Archival Value
Appendix F—Competency Section
Appendix G—Competency Model
Appendix H—Support Position Description
Appendix I—Staffing Roles and Responsibilities
Appendix J—DAP Readiness
Appendix K—Support Architecture Section – NDIIP ADAPT
Appendix L—Support Technology Architecture Principles
Appendix M—Software Vendors
Appendix N—Products Certified to Meet DOD 5015
Appendix O—Generic Requirements for Business Applications
Appendix P—Software to Support Metadata Capture
Appendix Q—To Support Digital Preservation Strategies
Appendix R—Infrastructure Requirements
Appendix S—Technical Options

Appendix T—Security Rights and Access

ACRONYM LIST

	ADBS
	(French) Association of Library and Information Professionals

	AIP
	Archival Information Package

	ALARM
	Alliance for Archives, Libraries and Records Management

	ARK
	Archival Resource Key

	ARMA
	Association for Information Management Professionals

	BWF
	Broadcast Wave Format

	CALIMERA
	Cultural Applications: Local Institutions Mediating Electronic Resource Access

	CDL
	California Digital Library

	CD-R
	Compact Disc - Recordable

	CD-ROM
	Compact Disc - Read Only Memory

	CEDARS
	Curl Exemplars in Digital Archives

	CI
	Content Information

	CIMI
	Consortium for the Computer Interchange of Museum Information

	CMS
	Content Management Software

	COLD
	Computer Output to Laser Disk

	DAP
	Digital Archive Programme

	DAVID
	Digital Archiving in Flemish Institutions and Administrations

	DCP
	Digital Preservation Coalition

	DI
	Descriptive Information

	DIP
	Dissemination Information Package

	DIRKS
	Designing and Implementing Recordkeeping Systems

	DoD
	(U.S.) Department of Defense

	DOI
	Digital Object Identifier

	DVD-ROM
	Digital Versatile Disc - Read Only Memory

	EAD
	Encoded Archival Description

	EDM/ERM
	Electronic Document Management/Electronic Records Management

	EDMS
	EDM System

	EDRM
	Electronic Document and Records Management

	EDRMS
	Electronic Document and Records Management System

	EPRANET
	Electronic Resource Preservation and Access Network

	ERA
	Electronic Records Archives

	ERM
	Electronic Records Management

	ERMS
	Electronic Records Management System

	Euroguide LIS
	European professionals in library and information services

	GIF
	Graphics Interchange Format

	ICT
	Information and Communication Technology

	ICTU
	(Dutch) Information and Communication Technology Unit

	InterPARES
	International Research on Permanent Authentic Records in Electronic Systems

	IP
	Information Package

	IRAM
	Institute de Recherches et d’Applications des Methodes de Developpement

	ISAAR(CPF)
	International Standard Archival Authority Record for Corporate Bodies, Persons, and Families

	ISAD
	International Standard of Archival Description

	ISAD(G)
	General International Standard of Archival Description

	ISO
	International Organisation for Standardisation

	IT
	Information Technology

	KMS
	Knowledge Management System

	Marc
	Machine Readable Cataloguing

	METS
	Metadata Encoding and Transmission Standard

	NAA
	National Archives of Australia

	NARA
	National Archives and Records Administration

	NDIIPP
	National Digital Information Infrastructure and Preservation Programme

	NISO
	National Information Standards Organisation of the USA

	OAIS
	Open Archival Information System

	ODS
	Official Document System

	PI
	Packaging Information

	PDI
	Preservation Description Information

	PDF
	Portable Document Format

	PRO
	Public Record Office

	PROV
	Public Record Office of Victoria

	PURL
	Persistent Uniform Resource Locator

	RDF
	Resource Description Framework

	RIM
	Records and Information Management

	RM
	Records Management

	RMA
	Records Management Application

	SGML
	Standard Generalised Markup Language

	SIP
	Submission Information Package

	SOW
	Statement of Work

	TIFF
	Tagged Image File Format

	UN
	United Nations

	UN Sec
	United Nations Secretariat

	UNARMS
	United National Archives and Records Management Section

	UNDP 
	United Nations Development Programme

	UNESCO
	United Nations Educational, Scientific and Cultural Organisation

	UNFPA

	United Nations Population Fund

	UNICEF
	United Nations Children’s Fund

	UNOP
	United Nations Office for Project Services

	UNPO
	United Nations Participating Organisation

	URL
	Uniform Resource Locator

	URN
	Universal Resource Name

	VER
	Victorian Electronic Records

	VERS
	Victorian Electronic Records Strategy

	W3C
	World Wide Web Consortium

	WGARM
	Working Group on Archives and Records Management

	XML
	Extensible Markup Language


Executive Summary

E.1
Introduction

This report provides a model framework for the development and implementation of a digital archive programme (DAP).  It addresses issues related to the technical and administrative components of a digital archive and also looks at digital records management (RM) issues, since they are an integral component of capturing digital records of long-term/archival value.

While information and communication technology (ICT) groups have had digital archive repositories in place for a number of years, these have typically been repositories to support system backups and are not considered effective in supporting long-term access and retrieval needs for users.  As organisations are relying more and more on digital records to replace paper, there is a greater requirement to manage digital records to meet legislative and business needs.  As a result, the concept of “digital archive” is becoming more than simply backing up digital repositories.  

It is only within the past few years that organisations have begun to look at building an infrastructure to manage digital records to ensure their long-term access and preservation.  

As a result, there are few DAPs that manage records through their active phase to their online transfer/capture into digital archive repositories.  There are a number of library preservation projects that have been cited as best practice, however, these do not deal with active records in organisations.  The digital archive pilot projects that are applicable to the United Nation (UN) model are in the infancy stages of testing and development.

E.2
Objectives

The objectives of Deliverable 4, Development of a Strategic Plan for a Digital Archive Programme are:

· Develop detailed specifications requirements and standards, including technical and administrative (policy) aspects for developing a DAP.

· The report is to include a review of the best practice, definitions of staff roles and responsibilities, and business changes that will enable digital recordkeeping and digital archiving.

· Prepare a comprehensive report describing a DAP and propose alternate appropriate models that the United Nations Participating Organisations (UNPOs) may follow.

E.3
Methodology

The consultants reviewed the reference model for an Open Archival Information System (OAIS)
 and developed recommendations for implementation, based on their understanding of the current UNPO administrative and technical situations as captured in Deliverable 2 (Summary of Existing Digital Records Environment) and Deliverable 3 (Summary of Existing Information and Communication Technology Environment). From the UNPO perspective, the consultants reviewed, at a high level, the current digital RM programmes to assess the level of readiness to implement the DAP. 

The consultants reviewed digital records pilot projects that had tested/implemented the OAIS model and assessed their applicability to the UNPO environments.  They reviewed best-practice in the world of digital record preservation and analysed standards and guidance regarding such areas as policy development, digital formats, and metadata requirements. The consultants talked to experts in the field of digital archive preservation (members of InterPares
 and ISO TC46
) to confirm the current situation in digital archive development. 

The report, divided into three major sections (Model Report, Administrative Report, and Technical Report) provides an overview of the components required to build a DAP, addressing such issues as: 

· A recommended model for consideration.

· Staff resources (including skills) required.

· Staff roles and responsibilities.

· The identification and management of digital records of long-term/archival value.

· Policies, procedures, and systems to be implemented.

· The readiness from a digital records perspective.

· The level of maturity in both the technical and administrative areas.

The requirements for Deliverable 4 make subtle references to digital records programmes. As a result, the report addresses both digital records and digital archive related requirements.

To supplement the implementation of the recommendations in this report, the consultants have developed a DAP maturity model (see Attachment 1) against which the UNPOs can measure their current programmes and determine their level of readiness to implement a DAP.

E.4
Digital Preservation: The Current State
For purposes of the report, the consultants looked at government organisations that have typically built digital archive repositories because of the nature of their mandates to preserve records to support the business of governing. These organisations have implemented digital records programmes to support the DAPs and are looking, now, at ways to transfer digital records transparently from the departments to the digital archive repository.
  The focus was on government-related projects, since the private sector does not generally have the resources to undertake research and standards development in these areas.  

The consultants also looked at the area of standards development with regard to digital storage formats (extensible markup language [XML] and portable document format [PDF]).  Their research included a review of projects that are testing different methods of creating and capturing records for long-term/archival use (The National Archives of the Netherlands’ Digital Archive Testbed).

E.5
Model Development

The ISO initially encouraged the development of standards for the long-term preservation of digital information obtained from observations of the terrestrial and space environments. The first effort was the development of a reference model for an OAIS. The OAIS Reference Model was approved as an ISO Standard in 2002. The AIS model has been tested to support different digital preservation strategies to support the long-term access of digital databases, digital publications and digital records. 

Additional work is being undertaken in identifying and developing additional archival standardisation efforts.  

The consultants reviewed projects that had successfully implemented the OAIS model as the basis for their digital preservation projects to determine applicability in the UNPO environments. The report provides an overview of two models, a repository to manage digital records of archival value managed by a lead agency and a digital repository managed within each UNPO as supported by their current technology infrastructure.  In each situation, the benefits and concerns/requirements for each model are identified.  

Not only will the records need to be stored in a digital repository, but access will also be required for different user communities. In addition to the technical model discussion, the consultants looked at the issue of ownership of digital archive material in the context of an archives programme (UNARMS) and discussed the issues associated with access and retrieval for the larger user/researcher community outside the UNPOs.

E.5.1
Findings

The area of digital archive repository development is a recent one.  Pilot projects are being built to test standards, implementation models, software and hardware requirements, and related policy and procedure models.  The solutions vary depending on the organisation in which they are being implemented.  The implementations are based on technology infrastructures, collection/management mandates of each organisation, the current digital environment, and user requirements.  There are very few implementation models related to a DAP where records are created digitally in the business unit and transferred online (i.e., without a physical transfer for tapes) to the digital archive repository.

A review of the OAIS model indicates that the digital repository can be configured to meet specific organisational needs.  The digital repository configurations are based on both administrative and technical requirements within an organisation.  

E.5.2
Recommendations

Based on our understanding of the current UN environment, we are recommending that digital records of archival value be transferred from the UNPOs to a lead agency that has the skilled staff, resources, and commitment from senior officers to support the digital archive repository and provide access and retrieval to both internal and external users.  

We recommend that the UNPOs build a central digital repository for digital records of long-term value, based on their current technology infrastructures and network configurations.  Where this is not possible, there will be a need for more than one repository.  The final configuration for the repository will need to be reviewed by the ICT groups to determine applicability.

E.6
Administrative Report

Developing a DAP requires a strong RM infrastructure to identify records of long-term/archival value.  The Administrative Report looks at:

E.6.1
Records of Archival Value

The consultants have provided guidelines about appraising records of archival value. Typically this activity is undertaken by archivists as part of their appraisal process and supported by policies and procedures on how to protect archival materials.  Whether the records are on paper, microfilm, video tape, or generated through emails, it is the content of the records that has archival value, not the medium.  

If the UNPOs have already determined, in the paper world, which records are required for long-term access, the same rules should be applied in the electronic world.  

E.6.1.1  Findings

Based on the review of the current situation in Deliverable 2, many records are identified as having potential long-term/archival value.  However they are not identified through a formal records retention schedule that can be applied in the development of the digital archive repository.

Retention schedules, designed and implemented at the necessary level to capture digital records of archival value, are not in place in the UNPOs.  The retention schedules for substantive records (many of which have archival value) are defined as permanent.  However, from our interviews, no recent analyses of this requirement have been undertaken.

E.6.1.2  Recommendations

We recommend that the UNPOs further the development and implementation of UNPO-wide classification schemes and related retention schedules to support the implementation of a DAP. Retention schedules should be developed based on an assessment of the record values (administrative, legal, fiscal, archival) to provide guidance to users on retention requirements. The retention schedules should clearly identify those records of archival value.

In order to ensure that records are transferred to the DAP, the UNPOs must determine which digital records have long-term/archival value and ensure that the appropriate policies and procedures are in place to allow them to retain digital records in place of paper.  

We recommend that professional archivists appraise those digital records of archival value and incorporate the requirements to retain archival records into the retention schedules.

E.6.2
Policies, Procedures, Practices, and Standards

Policies and procedures exist at many levels to support the DAP.  They deal with appraising, retention schedule development, collection management, transfer procedures, etc.  They are also developed based on UNPO practices and procedures and in consultation with the UNPOs.

The consultants provided an overview of some of the types of policies required, developed sample collections policies, and related procedures.  Until decisions are made regarding models, standards, and media types, we cannot provide detailed policies and procedures to support the programme.  We have provided examples of current best practice policies and procedures that can be adapted as the UNPOs begin the implementation process.  

E.6.2.1  Findings

Based on the review of policies and procedures in Deliverables 2 and 3, the consultants determined that the UNPOs are at different levels in developing and implementing digital RM policies, procedures, practices, and standards, which form the foundation of the DAP.

E.6.2.2  Recommendations

It is recommended that the UNPOs review all the available RM policies, procedures, practices, and standards and create a model set that can be adapted by each UNPO as required to support the DAP.

Additionally, we recommend that the UNPOs review the examples presented in the report and determine how they can be adapted in each environment.  Detailed procedures should be developed by each UNPO based on its needs.

In order to effectively use resources and develop a set of standards to be applied across the UNPOs we recommend that the UNPOs undertake an assessment of the current level of maturity in relation to a DAP, based on the maturity model presented in Attachment 1.  Based on the assessment, we recommend that a pilot DAP project be developed and implemented to test the standards and determine how they can be applied to the UNPO requirements. A DAP Implementation Plan will be developed as Deliverable 5 based on this recommendation.
E.6.3
Roles and Responsibilities

Roles and responsibilities change substantially when dealing with digital records.  Records creators have the ability to capture, store, and delete digital records and become their own records managers.  The role of records managers and archivists is more proactive in the digital environment and their partnerships with ICT groups to ensure that digital recordkeeping requirements are addressed in system design and acquisition become more important.  ICT has to be aware of recordkeeping requirements and build them into their application development lifecycle.  Senior management has the responsibility to support digital RM programmes to ensure that records are available to meet legal and business requirements.  Cross-functional teams, which deal with digital records and archive issues, must be created to ensure the successful implementation of the projects.

E.6.3.1  Findings

Based on Deliverables 2 and 3, the consultants determined that the majority of the UNPOs have not defined all these roles and responsibilities in their policies and procedures.  There are several cross-functional teams working to build an infrastructure to manage digital records both in the short and the long term.  Senior management is not necessarily aware of the issues associated with digital records and digital archives.

The majority of the UNPOs do not have sufficient staff, with the appropriate skill sets, to implement a DAP.

E.6.3.2  Recommendations

Based on our findings in Deliverables 2 and 3, we determined that UNPOs do not have sufficient skilled staff to undertake RM and DAP initiatives.  Additional resources should be allocated to this important area as more UN business is transacted electronically. 
Projects of this nature typically have a cross-functional team that represents all the interests of the various stakeholders to address these issues. Many of the decisions regarding roles and responsibilities require buy-in from the stakeholders. We strongly recommend that the UNPOs create a cross-functional interdisciplinary team to begin to develop the appropriate infrastructure in each UNPO, to define roles and responsibilities, and identify individuals in each UNPO to begin the process necessary to support the DAP design and implementation.

The following recommendations are made in relation to the roles and responsibilities:

· That roles and responsibilities be clearly defined in UNPO policy documentation.

· That staff with the appropriate skill sets be hired to support the digital record keeping and DAPs.

· That senior management be aware of their accountability and responsibility for ensuring that resources and programme oversight are an integral part of their programme development and resource allocation.

· That training programmes be set up to raise the awareness of issues associated with digital records and archives.

E.6.4
Business Changes

As UNPOs move more and more into the digital environment, the way people work will change.  Business processes will change.  Staff responsibilities for digital records will change.  As new software is implemented, people’s work processes will change.  

E.6.4.1  Findings

Based on Deliverables 2 and 3, the consultants determined that there are a number of initiatives in the development phases (UNDP content management initiative, UNOPS KM initiative, UNARMS content management initiative) that will require changes to business processes. These initiatives will provide an opportunity to raise the awareness of digital records and digital archives within the context of the projects.

E.6.4.2  Recommendations

The following recommendations are made relative to business changes:

· That business processes be reviewed as new applications are introduced.

· That digital records of long-term/archival value be assessed as part of the implementation process.

· That change management strategies be incorporated into any digital record-related activities as a base for user acceptance and understanding.
E.6.5
Training

The consultants provided details about options training workshops and seminars which could be presented to a variety of audiences to support both a digital records management and a digital archives programme. 

E.6.5.1  Findings

During the interviews/data gathering phase in deliverables 2 and 3, the consultants learned that there is a lack of awareness not only about digital archive materials but also about issues relating to digital records management policies and practices.  As a result, we have provided details about optional training that could be implemented to support the DAP.

E.6.5.2  Recommendations

As WGARM implements the various initiatives to support the DAP, resources should be made available to raise the awareness of all staff about issues relating to digital records and provide tools on how to create and manage digital records effectively within the UNPOs.

E.7
Technical Report

E.7.1
Overall Comments

In the initial phases of the project, the consultants were told that this project was designed to solve an email problem.  This project will not resolve that problem.  As has been discussed throughout the project to date, “archiving” digital records and emails (i.e., moving them off a server) is substantially different from building a DAP that links those digital records and emails to ensure their long-term access and use.

Implementing the DAP is not a simple process.  Acquiring or selecting appropriate in-house software is only the beginning of the process.  Before the programme can be implemented, each UNPO must have in place its policies and procedures and at a minimum, a classification scheme, and retention schedule that can be applied to digital records.  In addition the overall policies, which support the usage of digital records in place of paper, must be in implemented.  Those organisations that undertake such projects do so over an extended period of time and begin with a pilot implementation project.

The consultants have created a maturity model against which the UNPOs will be able to assess their current level of readiness to implement the DAP.  The UNPOs can use this tool as a measure to determine which business units could be used as a pilot group to build and test the DAP.

E.7.2
Findings

Each of the UNPOs is at a different stage in the development of its digital RM programme and technology implementation that will support the digital archive implementation.  Archival records are best identified at creation by the creating business unit or UNPO.  The only consistent and repeatable process for identifying records of archival value is through the implementation of a comprehensive records management programme.  This approach will ensure that the management, subject matter experts, ICT professionals, records professionals, and common users are classifying electronic on a daily basis.  As has been previously stated, identifying records requires the common business user to implement the portions of the file classification that relate to their portion of the business.  Since archival items are a subset of records, the only reliable process for identifying items of archival value is to ensure that all records are properly classified and managed.

The development of a digital archive technology solution is most highly dependent on the selection of one or more preservation methods, which in turn will dictate the metadata requirements of the archive.  Metadata extraction tools necessary to support preservation methods, such as persistent formats, are not available for purchase in today’s software market.

The consultants have determined that the biggest limiting factor to moving forward with the implementation of a digital archive is the lack of a comprehensive records management program.  Once a comprehensive records management program is in place: 
· Specific record series can be accurately identified as being of archival value.
· A single UNPO or group of cooperating UNPOs can define accurate lists of archival items.
· Specific preservation methods can be selected utilising both the minimum functional requirements presented in this Technical Report section and the best practice models referenced and explained in the Administrative Report section.
Based on our findings in Deliverables 2, 3, and 4, we feel that none of the UNPOs are ready for the implementation of a production digital archive.  Each UNPO needs to focus attention on developing and implementing comprehensive digital RM programmes, raising the awareness of the need for digital RM, further refining the list of archival items, and aligning the managerial, financial, and technical resources before the DAP is to be effective.  After the UNPOs have aligned these managerial and financial resources and a decision is reached on the functional DAP model, either a centralised IT programme group or individual UNPO IT staff can determine the appropriate supporting architecture for the digital archive repository. 

E.7.3
Recommendations

A full-featured and commercially available digital archive software solution does not exist on the market today.  All of the current digital archive projects and pilot projects are developed as custom software solutions or are the result of a tightly integrated suite of commercially available software products.  As stated previously, a DAP, similar to a comprehensive records management program, rests on a solid foundation of policies, procedures, and roles and responsibilities (e.g., subject matter experts, information and records managers, technologists, managers, etc.), so while the technology and solution sets mature, the UNPOs should endeavour to complete the substantial procedure, policy, and organisational issue and undertake one or more limited scope archival pilot projects.

We recommend that the UNPOs each review the Technical Model section in its entirety, then undertake the completion of the following activities:

· Complete the DAP Maturity Model included as Attachment 1.  

· Develop a Task Force to select one or more archival preservation methods 

· It is recommended that individual UNPOs or groups of collaborating UNPOs each complete a comprehensive review of their records retention and electronic records management policies, procedures, and systems to ensure they meet the minimum electronic records requirements presented herein.  
· It is further recommended that UNARMS compare its functional requirements against the recently developed digital archive functional requirements referenced throughout this report and/or the detailed functional requirements included as Appendix N and incorporate/add components as required.

· We recommend that the UNPOs review the UNARMS recordkeeping functional requirements and compare them against the software products they are currently using within the UNPOs to identify gaps.

· We recommend that the UNPOs review the version of the related software to determine whether or not that version meets the DoD and MoReq requirements as a base.  

· UNPOs should meet with their software vendors to determine if they address the digital archive functionality as defined in the ERA and State of Michigan requirements.  Where the functionality is not supported, it will be necessary to determine how to address the gaps within the products or layer additional products onto the existing system to develop a comprehensive solution.

· Implement one or more digital archive pilot project(s), based on available technologies that exist in the market that will support the selected preservation methods
· Each UNPO or the UN as a whole should identify and implement common security procedures and protocols.
· Each UNPO should develop storage standards, such as Content Addressable Storage, that can support a future DAP implementation.
While there is a desire to establish digital archive repositories, the basis for such a programme within the UNPOs has not matured from an RM and or technology perspective to the degree necessary to undertake a production DAP implementation.
1.0 Model Report

1.1
Project Overview

As more and more information is created electronically within the UNPOs there is a need to develop an infrastructure to ensure that digital records and documents of potential long-term/archival value are accessible and retrievable to meet business and legal requirements. Entium Technology Partners, LLC (Entium) contracted with the UN on behalf of the UNPOs to develop a framework and strategic direction for a DAP.

Based on a review of international best practices, a successful DAP is dependent upon an organisation-wide electronic RM programme that:

· Has sufficient resources, including staff, budget, etc., to support the programme.

· This is not the case at present in the UNPOs.

· Identifies digital formats as “the approved storage medium” through policies and procedures approved at the senior level within the organisation. 

· This is not in place in the UNPOs.

· Produces digital records that can be relied upon as evidence.

· Digital record-keeping practices are not consistent in the UNPOs.

· Identifies digital records that have potential archival and long-term value.

· This has not been documented in the UNPOs.

· Has a supporting technology infrastructure to ensure that business units can rely on their digital records in place of paper.

· Based on the information we have received to date, this infrastructure is being developed in the UNPOs.

· Implements a preservation strategy to ensure that digital records are retrievable to meet business and regulatory requirements.

· The digital preservation strategy is being looked at as part of this project.

1.1.1
Project Objectives

The DAP project objectives, as outlined in the Statement of Work (SOW) are:

· Identify policies and guidelines related to digital records.

· Identify preservation strategies.

· Develop DAP models.

· Identify minimal technical standards, requirements, and specifications for software and networks related to digital records preservation.

· Establish a strategic plan to implement the DAP.

1.1.2
Report Methodology

The field of digital preservation is constantly evolving as users move toward a greater reliance on electronic records to replace paper; ICT professionals become more and more aware of long-term preservation requirements; librarians, archivists, and records managers implement electronic document and records programmes and face the preservation challenges in ensuring that records and documents are useable, accessible, and maintain authenticity and reliability over time. Software and hardware developers are also being challenged to find solutions as software requirements place more and more emphasis on the ability to access, retrieve, and preserve records and documents of long-term/archival value. 

The consultants reviewed the current state of digital preservation and reviewed existing documentation that provides details about implementation strategies, pilots, and current best practice.

The UNPOs Deliverable 4 certification checklist references the OAIS
 model as the basis for the review process. As a result, our overview of current situations led us to an assessment of the OAIS model, in the context of the UN situation. We also reviewed current applications of that model (policies, procedures, and systems and roles and responsibilities). Our report presents a discussion of centralised and decentralised digital archives repositories and centralised/decentralised custody, as well as providing a high-level introduction to the elements of a DAP based on the OAIS model. The report also provides an administrative and technical component to support that model. Given the various levels and staffing skills sets, policy and procedure development and implementation in the UNPOs and available technology, it will be important to look at the options presented in the context of organisational commitment to support the DAP.

1.1.3
Digital Preservation—The Current State

John Seely Brown, former Chief Scientist at Xerox Park, Palo Alto, California USA, compared the introduction of technology to the invention of electricity. It took 30 years to build the infrastructure to support electricity and transformed society as the change took place. In 2000 when his book, The Social Life of Information, John Seely Brown and Paul Duguid, Harvard Business School Press, February 2000 was published, he estimated that we were in the 15th year of our transformation. The world of digital preservation is evolving daily with new initiatives and potential solutions, and we continue to develop more digital archive solutions to the challenges brought about by digital records.

ICT groups have traditionally viewed “archiving” as moving data from on-line storage to off-line storage.  The “archiving” systems did not provide methods for determining which of the digital records should be kept to meet business and legal requirements.  As more and more data is created and the need to manage the data is becoming more critical, the need to deal with the masses of data before it is “archived” is becoming a major concern.  The world of digital archives is becoming dependent on digital RM to create and manage digital records from creation to disposition.

Two large-scale projects of interest are those currently being undertaken by the US Library of Congress (National Digital Information Implementation Project [NDIIPP])
 and the US National Archives and Records Administration (Electronic Records Archives [ERA] project). In 2000, the US Congress approved an expenditure of $100,000,000 to support a national digital strategy effort to be led by the Library of Congress. The National Archives and Records Administration (NARA) recently issued its software requirements for its ERA project
 to support the development of a digital archive repository and has allocated over $20,000.000 to the project.  The State of Michigan has partnered with the San Diego Supercomputer Centre to develop requirements for a digital archive repository to support its electronic RM programme.

Digital archive projects are being undertaken in the Netherlands, Australia, France, and Great Britain. The European Union is also sponsoring the Cultural Applications: Local Institutions Mediating Electronic Resource Access (CALIMERA)
  to support the preservation of digital collections in the libraries, archives, and museums in Europe. UNESCO, recognising the need for assistance in this area, published its Guidelines for the Preservation of Digital Heritage in 2003.

In each case, the projects or research are concerned with finding solutions to ensure that records  created electronically using today’s computer systems and applications, will remain available, usable, and authentic when the applications and systems used to create and interpret the record are no longer available.

In the majority of cases where DAPs have been established, few of the programmes have a direct link between the active records in the departments and the archival materials in the archives.  The movement of the digital records is a physical transfer of media, rather than a direct ingest from the department creating the records.

As more and more organisations have begun to test various digital archive solutions, the research community has continued its work in the development of models, guidance, standards, and test beds. Work continues on a daily basis: solutions change as new technologies are invented, formats are standardised and organisations recognise that interoperability and open software solutions are viable solutions to the management of digital records of long-term and archival value.

The OAIS model continues to form the basis of the project frameworks and as more test implementations are undertaken, media and format standards are evolving as a critical component to ensure long-term access and usability.

1.1.4
Digital Preservation – The Current Research Environment

An international project that provides useful resources in the area of digital records and their long-term/archival preservation is InterPARES (International Research on Permanent Authentic Records in Electronic Systems). InterPARES’ objectives are to “focus on the preservation of the authenticity of records created and/or maintained in databases and document management systems in the course of administrative activities.”  

A product of the project, the Manage Chain of Preservation Model
, shows the relationship among activities of records creators (in the office) and records preservers (those managing records of long-term/archival value). It provides a broad representation of the steps required to implement a DAP, since it addresses the lifecycle of the record from creation through to preservation rather than simply the digital archive component.  It is a useful process model for the UNPOs to review since IT provides a graphic overview of the steps involved in designing and implementing the DAP, incorporating the digital records component. 

1.1.5
Conclusions

DAPs that are integrated with electronic RM programmes are at different stages of maturity and are evolving as more projects are developed and implemented.  Different approaches, based on the OAIS model, are being tested as pilots to build a body of knowledge and best practice to address the issues around electronic records.

Regardless of the level of maturity in other areas, the development of a DAP for the UN must have standards, policies and guidelines, skilled staff, and the appropriate technology infrastructure in place.

Given the complexity of building a DAP and based on our understanding of the current state of the UNPOs paper/electronic RM programmes, the UNPOs will require substantial human and financial resources to successfully begin to build a DAP.

This report will present best practice models and recommendations that can be adapted by UNPOs to support their ongoing management and preservation of digital records that have long-term or archival value.

1.2
Open Archival Information System Model

1.2.1
Overview

The development of digital preservation strategies and DAPs is being undertaken around the world to address the issue of long-term storage of digital information. These initiatives are using as a base and point of reference to build from the OAIS model, ISO 14721. 
  The model addresses the preservation of digital records over “a period of time which is long enough to be concerned about the impacts of changing technologies, including support for new media and data formats and with a changing user community on information being held in a repository.”

The OAIS is described as an “organisation of people and systems that have accepted the responsibility to preserve information and make it available for a designated community.” Within the context of the UNPOs, this would imply that any business unit or department that establishes a DAP will have in place the people and systems to support the DAP. The “designated community” would be those persons who require access to the digital records in the archives to undertake their activities.

1.2.2
OAIS Responsibilities

An organisation applying the OAIS model must: 

· Negotiate for and accept appropriate records from record creators (known as “producers” in the OAIS model).

· Control the information to meet long-term preservation objectives.

· Determine the scope of the digital archives user community.

· Ensure that the records can be accessed by the user community through effective descriptions/retrieval methods without the assistance of the record creator.

· Follow documented and approved policies and procedures to ensure that records have integrity and are reliable, and that they are protected against unauthorised access and damage.

· Enable distribution of authenticated copies of the preserved information in its original form.

1.2.3
OAIS Components

The OAIS is separated into six functional components and related interfaces (see Figure 1). 

Three major functions that involve the “people” within the UNPOs include:

Management—The person or persons who create, implement, and enforce the policy framework governing the OAIS’ activities. For example, if UNICEF establishes a DAP in the information management area, the person or persons designated as accountable for the programme, will be “management.”

Producers—Individuals who create records, documents, or information to be preserved, together with their metadata in the digital archive. As an example, UNPO programme managers may create digital records of long-term value that are to be saved into the digital archive. Producers might also be other computer systems that create records of long-term value and that transfer digital records to the digital archive through automated workflow processes (SAP to Ixos).
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Figure 1. OAIS Model Components
Consumers—Individuals, organisations, or computer systems that access and use the records, documents, and information saved in the digital archive. Individuals might include staff in country offices who wish to look up project information from previous projects saved in the digital archive repository.

1.2.4
Moving Information into the DAP

The other three OAIS components are the information components (Information Packages [IPs]), which move the records into and out of the digital archive repository. These IPs contain the record, document, or information together with the metadata necessary to support its long-term preservation and access. They include:

Submission Information Package (SIP)—The version of the record, document, and information transferred from the creator (producer) into the digital archive repository.

Archival Information Package (AIP)—The version of the record, document, and information stored and preserved by the OAIS. The records, document, and information to be preserved are accompanied by a complete set of metadata to support the OAIS’ preservation and access services.

Dissemination Information Package (DIP)—The version of the information delivered to the “consumer” in response to an access request.

1.2.5
OAIS Functions

The functions outlined in Figure 1 support the overall operation of the OAIS and are:

Ingest—This component is a set of processes that provides the services and functions to accept SIPs from producers and prepare the contents for storage and management within the archive repository.

Archival Storage—This component provides the services and functions for the storage, maintenance, and retrieval of AIPs.

Data Management—This component provides the services and functions for populating, maintaining, and accessing both descriptive information, which identifies and documents archive holdings, and administrative data used to manage the archive.

Administration—This component provides the services and functions for the overall operation of the archive system. It also provides system engineering functions to monitor and improve archive operations, and to inventory, report on, and migrate/update the contents of the archive. It is responsible for establishing and maintaining archive standards and policies, providing customer support, and activating stored requests.

Preservation Planning—This component provides the services and functions for monitoring the environment of the OAIS and providing recommendations to ensure that the information stored in the OAIS remains accessible to the designated user community over the long term, even if the original computing environment becomes obsolete.

Access—This component provides the services and functions that support consumers in determining the existence, description, location, and availability of information stored in the OAIS, and allows consumers to request and receive information products.

1.3
OAIS Implementation Models

Given that organisations vary in their management and technology infrastructures, resources and mandates, implementing the OAIS model can be undertaken in several ways. The OAIS standard provides a number of implementation models for the digital archive. In outlining each of the options for consideration, the OAIS looks at the records creators and users of the digital archive, as well as at the technology infrastructure as areas for consideration.
  These models are defined as:

1.3.1
Independent

Archives motivated by local concerns with no management or technical interaction among them. The classification of an archive as independent is not based on its size or distributed functionality. An independent archive may occupy one site or may be physically distributed over many sites. It may use many standards for a given internal element. However, if there is no interaction with other archives, the archive is independent.

1.3.1.1  Benefits

Allows the organisation/department, which may not have access to potential partnerships, to develop expertise, strategies, and systems before looking for collaborative partnerships with other departments.

1.3.1.2  Concerns

Lack of access to related records, from the parent department, which may be of value.

1.3.1.3  Applicability

A department that has records of long-term/archival value, but does not have access to the centralised repository determines that it needs to protect its digital records. For example, UNICEF offices in India may not have access to the digital repository in New York and therefore can establish an independent archive as an interim step.

1.3.2
Cooperating

Archives with potential common producers, common submission standards, and common dissemination standards but no common finding aids. There may be communities of interest within the organisations who wish to share information but do not have a common finding aid. See Figure 2 for an example of cooperating archives with standard ingest and access methods.
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Figure 2. Cooperating Model
1.3.2.1  Benefits

A useful starting point for a DAP by raising awareness and setting up initial steps.

1.3.2.2  Concerns

There is no common finding aid, so it may require more work for the producers/consumers; but is more cost effective for each department/owner and provides more independence.

1.3.2.3  Applicability

Applicability is where a number of sites want to begin the process of preserving digital records but do not have the resources to create and maintain the finding aid/common catalogue.

A large UNPO, such as UNICEF or UN Secretariat (UN Sec), may run several digital archive repositories internally (see Figure 3). This allows for different management regimes (e.g., different levels of security) to be easily deployed for different classes of records. It also limits requirements for UNPO-wide collaboration. The disadvantage lies in the cost of obtaining, installing, and running several digital archive repositories.
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Figure 3. Agency with Several Archive Systems

Entium has determined that there may be a situation where UNPOs currently share technology resources and may have difficulty in running a separate digital archive repository (due to cost or lack of sufficient expertise). Several small UNPOs (UNFPA/UNDP/UNOPs) could cooperate in obtaining and managing a joint digital repository (see Figure 4). Alternatively, a small UNPO could simply use the services of a larger external digital archive repository (UNFPA might work with UNICEF).
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Figure 4. Small Agency Using External Archive System
1.3.3
Federated

Archives with both a local community (i.e., the original designated community served by the archive) and a global community (i.e., an extended designated community) that has interests in the holdings of several OAIS archives and has influenced those archives to provide access to their holdings via one or more common finding aids. The access needs of the local community usually have priority over those of the global community. Global dissemination and Ingest are optional features (see Figure 5). 

In this situation, UNARMS might take the lead role when dealing with records of archival value, working with other UNPOs to create archival policies and procedures, providing support for the infrastructure, and assessing which records have archival value.  In addition, a catalogue of holdings could be accessed centrally by users in a variety of UNPOs.

The digital records of long-term value would be managed and accessed in accordance with the business unit policies and procedures. Under this model, the physical storage of the digital records would remain in the UNPO or may be managed through a lead agency.  
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Figure 5. Federated Model
1.3.3.1  Benefits

This model offers cost sharing and exchange of ideas to develop the policies and procedures, standards, and infrastructure, etc. It encourages shared levels of ownership between the UNPOs.

1.3.3.2  Concerns

It may be difficult to establish effective leadership, and consultation and decision making may be time consuming. Economies of scale may be lost if large centralised systems are replaced by a number of small parallel systems.

1.3.3.3  Applicability

Such a model is probably suitable where there are a number of players willing to share responsibility but none wanting to lead a programme.

1.3.4
Centralised

One model suggested within the OAIS framework builds on shared resources—UNPOs enter into agreements to share resources and to reduce cost. This requires various standards internal to the archive (such as ingest-storage and access-storage interface standards) but does not alter the user community’s view of the archive (see Figure 6). 

A single central archive system could be provided for the whole of the UN and run by a specialist team to provide economies of scale (see Figure 7). This approach simplifies access to records across the UN. Issues such as cost recovery for the digital archive repository, record ownership, and security would need to be addressed if this option is considered. Some UNPOs may have security and privacy concerns with a centralised digital repository for digital records of archival value. 
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Figure 6. Archives with Shared Storage
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Figure 7. Whole of Government Archive System
In this situation, all records of the UNPOs designated as having long-term/archival value would be transferred to a lead agency and made available to UNPOs, member states, and the public through the designated department. This would ensure that all digital records of long-term/archival value are preserved as part of the overall programme mandate and made available through a central agency. This model is commonly used in government archives programmes. 

1.3.4.1  Benefits

· Cost sharing and cross-UN ideas and perspective. 

· Economies of scale if functions like storage are centralised.

· More reliable preservation because processes are better controlled and more specialised expertise is available. 

· Decision making about the archival value of the records goes beyond the UNPO interests.

1.3.4.2  Concerns

· This model may not encourage support for the programme as a UN-wide programme since the UNPOs operate independently.

· It would work well for the smaller UNPOs who are looking for guidance in the area of digital records and archive management. 

1.3.4.3  Applicability

Suitable where there may be one programme willing to take ongoing responsibility and a number of others who can help but are not sure about their long-term commitment.

1.3.5
DAP Model Report Conclusions
The OAIS model does not require that organisations implement a particular solution. The concepts it provides can be adapted to meet various situations, since it does not specify a particular technology solution, management infrastructure, or implementation methodology. It is designed to be used by any organisation that is developing a digital preservation strategy and a DAP.

Based on our findings in Deliverables 2 and 3, the UNPOs could select different options for implementation, depending on the size of the UNPO, its mandate, staff, and technical resources. Regardless of which model is selected, those UNPOs/business units that establish DAPs must:

· Document a commitment to the development of a DAP and digital archive repository that complies with accepted standards, policies, and practices.

· Ensure that its mission and operations support the DAP.

· Establish and provide ongoing financial and business support for the DAP, including staff resources.

· Identify appropriate preservation solutions and provide the means to implement them. 

· Ensure that digital records of long-term/archival value are maintained securely in such way that the records retain their integrity and reliability and are accessible for as long as they are needed.

· Ensure the reliable operation of the digital archive repository by adopting appropriate security measures.

· Establish a systematic approach and supporting techniques to provide comprehensive documentation of all relevant policies, procedures, and practices.

In order to determine which model works best, each UNPO should consider the following in order to help make the decision: 

· The current networking configurations and system architecture within the context of the representative models.

· The type, volume, and complexity of the digital records, documents, and information to be managed.

· The interest of the business unit to be responsible for the digital archive, given senior management commitment and mandate to create and management the DAP.

· Resources (technical, people, etc.) to preserve the digital records. Do current staff have the right skill sets?  Is there technology in place to support the DAP based on the OAIS model?

1.3.6
DAP Model Report Recommendations

We have been asked to recommend one model.  Given our findings, one model may not be the optimal solution, given the nature of the way the UNPOs operate.  It is our strong recommendation that the options be discussed within the UNPOs, since the solution will impact cross UNPO systems.  We recommend that each UNPO look at its technology architecture and networking configurations to determine which model best suits its situation.

We recommend that the WGARM core team look at the models within the context of the UN culture to assess the feasibility of one central digital archive repository managed through a lead agency to manage records of both long-term/archival records.

If a central repository is not feasible (as was indicated during our meetings), we recommend that the UNPOs look at maintaining records of long-term value to the business and digital records of archival value as two separate issues, since the records being preserved may have different values to different audiences. Those records of long-term value may only be of interest to the individuals within the UNPOs, whereas records of archival value are of interest to a wider community and therefore may require different access rules.  

From a financial and staffing perspective, we recommend that the Archives with Shared Storage Model be used to house those records of archival value.  Based on our findings in Deliverables 2 and 3, UNARMS is only one group that has the skills and knowledge required to identify, manage, and make available digital records of archival value.  However, this recommendation may not be well received by the other UNPOs.  Therefore we will recommend that the repository be managed by a lead agency and supported by agreements between the UNPOs to address records transfer to the digital repository as well as access and retrieval by the “consumers.”  We recommend that digital records that have archival value be managed through a lead agency to ensure that preservation and access requirements are addressed from a UN-wide perspective.

We recommend that the business records that must be kept for a longer period, but do not have archival value, stay in the UNPOs.  

Based on our findings regarding the technical infrastructure, UNICEF maintains its own servers/systems and would, therefore, be in a position to establish its own digital archive repository.

UNDP, UNOPs, and UNFPA currently share technology resources.  In this situation, one digital archive repository could serve for their business records of long-term value, since the systems are already linked for business purposes.

1.4
Managing Digital Records of Archival Value

1.4.1
Options for Consideration

One of the components of the OAIS model is programme management. The UNPOs are  looking at two different types of records that require preservation in a digital archive repository – those that have long-term value to the business unit and those that have archival value, which have a wider audience than the business unit. During our interviews with the UNPOs for Deliverable 2, we were informed that the business units would not be interested in the archival value of the records.  This implies that they would be prepared to manage the records of long-term value in a UNPO digital repository but may not be willing to manage the historical material. 

Typical archival practice, once digital records are no longer required by the departments, is to transfer the ownership and the records to the organisation’s archives.  The decentralised (noncustodial) model was first implemented in Australia in the mid 1990s as a result of work undertaken with the National Archives of Australia (NAA) and its sister state archives, in consultation with David Bearman.
 In this case, ownership was transferred to the Archives but the digital records were retained in the departments where the systems were in place to make them available. In 2000, with new developments and standards for retaining digital archive materials (XML standards, PDF, tagged image file format [TIFF], etc.) the National Archives of Australia amended its policy and now manages the digital records, which have archival value, in its own repository.

Both NARA and the National Archives of the Great Britain are following the same process to ensure that those digital records that have archival value are managed according to their requirements.

1.4.1.1  Benefits

· The UNPO has a greater interest in their preservation and will have a better understanding of the content of the records and their location. They are more likely, than UNARMS to have the software systems to access the records they created. UNPOs are best placed to maintain their own records while the records are required for operational purposes.

· UNPOs already deal with issues of centralised vs. decentralised record keeping within their own business units. In UN Sec record keeping is managed by each business unit.

1.4.1.2  Concerns

· UNPOs will only preserve those records that they think have value for their own, operational reasons rather than for long-term, archival value. If UNPOs do not recognise the value of records, they will not maintain the DAP.

· Regardless of who has custody, the records will be lost if the problem of digital access if not resolved.

· UNPOs may not support external research and access requirements. 

1.4.13  Observations

· The issue of records custodianship is independent of the technical solution.  Centralised and decentralised control (custodianship) can support both centralised and decentralised systems.

· Records may be physically stored in any location and the access to them may be centralised or decentralised through finding aids.

1.4.2
Managing Digital Records Conclusions
The UNPOs need to discuss how their archival records are to be managed.  Where records have archival value and are no longer required in the department, should they be transferred to a lead agency that is responsible for archival material from all UNPOs to ensure their long-term preservation and ensure access and retrieval to a wider community of both UNPOs and researchers?

1.4.3
Managing Digital Records Recommendations
The UNPOs address the issue of their archival materials on both paper and in electronic form to determine who is responsible within and across the UNPOs for the management of archival material.  There may be a need for a lead agency to take ownership of digital records that are no longer needed by agencies but are considered to be of archival value.

2.0
Administrative Report

2.1
Digital Preservation Best Practices

2.1.1
Best Practice Initiatives
The majority of the best practice digital preservation projects focused on research projects (Curl Exemplars in Digital Archives [CEDARS]; National Library of Australia; Library of Congress) and DAPs (Victorian Electronic Records Strategy [VERS]; ERA, NAA; Public Record Office [PRO]). The OAIS model has been used as a base in these different types of organisations and is equally as applicable within the context of the UNPOs. However, requirements regarding the creation and management of the digital records to ensure authenticity and reliability may be more stringent in the records application than in the library application and vary from one type of implementation to another.  The digital archive is, therefore, dependent upon a strong RM infrastructure and programme and a related strategy to capture appropriate digital records into the repository. 

As governments introduce modernisation projects and implement e-government initiatives, both their technology strategies change and their records and information management programmes are affected. Changes in the environment affect people at all levels. New policies and procedures have to be developed and implemented but before that can be done, new methods and practices have to be invented. Issues such as whether or not to leave digital records in their native format or to convert them to a specific format for long-term preservation must be considered as part of the standards development process.  It is important to note that no one model is ideal for the UNPOs because the area of digital preservation is evolving.  Any model that is implemented now will be a first step in the process but will change as new solutions evolve.

The following subsections discuss some of the best practice initiatives that are building blocks for digital archive development.

2.1.1.1  The Nationaal Archief of the Netherlands

As the “national memory,” the Nationaal Archief of the Netherlands manages not only the archives of central government but also the archives of individuals deemed to be of national importance. The Nationaal Archief is responsible for managing and maintaining accessibility to the information produced by government organisations. In addition, the Nationaal Archief also advises on the archiving and preservation of such information.

The Digital Preservation Testbed is an initiative of the Dutch National Archives and the Dutch Ministry of the Interior and Kingdom Relations. It is a research programme setup to test the practical applicability of various ways of preserving government and other digital information, and keeping it accessible for the future. Experiments were carried out in a specially designed E-lab to determine the best methods for preserving digital information over the long term, from 10, 20, to 100 years. The project devised and developed recommendations for maintaining different types of digital records of long-term/archival value that are of value to the UNPOs. The Digital Preservation Testbed is part of the Information and Communication Technology Unit (ICTU), which houses a number of programmes, all of which aim to build the digital government.

The Testbed has undertaken substantial research in the areas of formats for digital preservation and has released its findings in a series of document available on its website. Appendix A provides a summary of the research findings.

2.1.1.2  The National Archives of Australia

When Australian Records Management Standard AS 4390 was issued in 1996, it formed the basis of an Australia-wide initiative to build an infrastructure to manage records from creation to disposition. The National Archives of Australia, with State Records New South Wales, developed its model framework, The DIRKS Manual: A Strategic Approach to Managing Business Information.
 The DIRKS (designing and implementing recordkeeping systems) methodology has been adapted as a best practice framework, based on the AS 4390 Standard (later adapted into the ISO 15489 Standard) and addresses the components of the standard, providing guidance on:

· Undertaking a preliminary investigation.

· Analysing business activities.

· Identifying recordkeeping requirements.

· Assessing existing systems.

· Developing strategies for recordkeeping systems.

· Implementing a recordkeeping system.

· Monitoring the system.

The steps outlined in the DIRKS methodology can be adapted to meet the needs of the UNPOs, as resources are available. In addition to the framework, NAA has issued the Preservation of Digital Records
 and The Digital Record Keeping Guidelines,
 which were designed to help Australian Government agencies in creating, managing, and preserving their digital records. The guidelines and a supporting checklist, once again, are being adapted to meet organisational needs outside Australia as a best practice tool to support digital record keeping and the needs to retain records over the long term.

2.1.1.3  The National Archives of Great Britain

The National Archives of Great Britain has had an operational digital archive since 2003. The focus of the system at present is on a secure repository for digital records (metadata and content files). They have not yet fixed on a particular long-term preservation strategy but have ensured that the system is designed to allow future strategies to be effectively implemented. 

The policy of the UK National Archives is to accept digital records in any format. As a result of this policy the National Archives has established an on-line information system about data file formats and their supporting software products. Originally developed to support the accession and long-term preservation of electronic records held by the National Archives, the online information system PRONOM is being made available as an information resource for anyone who needs authoritative information about software products, their support lifecycles and technical requirements, and about the file formats that they support.
 

In addition to its digital preservation initiatives, the government issued guidelines and toolkits to assist government departments implement electronic RM programmes, in preparation for the e-government project. These toolkits provide an excellent introduction to electronic RM. 

To further support the strategy, the National Archives undertook an assessment of its digital archive repository against the OAIS model. The findings provide an excellent overview of the process and management of the DAP.

In addition, the National Archives commissioned a fundamental review of information technology (IT) that reported in February 2004. The review recommended that the National Archives adopt a process-oriented approach to content production with a focus on end-to-end processes, data, and technology architecture to achieve a seamless flow of content and information between all players.
  The National Archives is now looking at ways to transfer records of long-term/archival value directly to its digital repository.

The transition from a paper to electronic records environment requires careful planning and a strong records and information management (RIM) foundation.  

2.1.1.4  National Archives and Records Administration

NARA is currently undertaking its ERA project. The proposed approach for ensuring long-term accessibility of digital records is the conversion of files to persistent formats. The ERA requirements document explains:

A persistent format is one that is supported by a preservation strategy for diminishing the impacts of technological obsolescence, minimising dependence on specific hardware and software and enabling retrieval and output of authentic copies in the future. An ideal persistent format would be self-describing and be able to be validated in accordance with open, non-proprietary standards.
 

The ERA requirements documentation has been developed to support a digital archive repository, based on the OAIS model requirements and supports each of the functions identified in the standard.  NARA plans to use the repository to capture government records of both long-term and archival value.  Records of long-term value will be owned by the government departments.  Ownership of digital archive materials will be transferred to NARA.

2.1.1.5  Public Record Office Victoria: Australia

The VERS
 programme of the Public Record Office of Victoria (PROV) has developed a strategy for long-term preservation based around a choice of a limited number of preservation formats. In contrast to the UK National Archives, they insist that electronic records are submitted to them in one of a small defined set of allowable file types. For “printable” record types, they require that the record-creating organisation submits files to PROV in PDF format. By limiting the file formats in the repository to a small carefully chosen list, PROV aim to simplify future preservation efforts.

Another key element in the VERS approach is to store records as self-contained digital objects. They have defined an XML format that combines their metadata schema with the files themselves. The file (or files) containing the record content is base 64 encoded (to convert them from binary format to text format) and are stored as elements in the XML document. This has the benefit of minimising the amount of supporting IT infrastructure needed to allow the record to be correctly reconstructed and interpreted, as no external system is needed to maintain links between record metadata and content files. However, such an external system is still required to support efficient and controlled access to the records.

2.1.2
Best Practices Conclusions
We recognise from our analysis in Deliverable 2 (Summary of Existing Digital Records Environment) and Deliverable 3 (Summary of Existing Information and Communication Technology Environment) that the UNPOs do not all have a UNPO-wide RM infrastructure in place, so we are providing references to assist in the development of a digital RM programme, based on current best practice.

Based on Deliverables 2 and 3, the UNPOs would benefit from reviewing and building upon the RM resources available from these organisations.  In addition, the digital records strategies, which address such things as required skills and competencies, transitioning from paper to digital records, and programme components will help the UNPOs establish an effective RM structure, which is a prerequisite for the DAP.

2.1.3
Best Practices Recommendations
We recommend that the UNPOs address the gaps in their current RM programmes and assess the impact on their abilities to implement a DAP.

2.2
Developing EDRM Systems

2.2.1
Strategy to Support a DAP

Implementing electronic document and records management (EDRM) programme is not only about technology.  It is about changing the corporate culture; building capacity for the users, ICT, and IRAM staff; and developing a digital records and archives programme infrastructure. UNPOs have their priorities for financial resources and each develop their mission, goals, and objectives in the context of their “client” needs and funding. EDRM has to become part of the business priorities within the UNPO and be seen as a critical component of the UNPO strategy. The EDRM system (EDRMS) strategy cannot be a “standalone” strategy. It has to be built into the overall UNPO strategy. This section will look at how that can be done.

Our findings in Deliverables 2 and 3 indicate that UNPOs are at differing levels of programme development and may choose to focus on different EDRMS strategies, depending on their priorities.  The strategy may cover all elements of document and RM and incorporate digital preservation. In this situation, the software acquisition strategy captures details about all the components. However, implementation of the components may be scheduled over a number of years and with difference approaches, depending on the business unit needs.

The DAP strategy provides an overall framework (people/policies/standards and technology focused) to support goals and objectives, establish priorities and timelines, and identifies resources required (both administrative and technical). The strategy is used in planning and budgeting over a period of years to build the infrastructure, as resources are available.  The plan addresses all the elements of:

· The Proposed Resources Required
· Staffing

· Equipment

· Sources of Funding.

· Implementation
· Collection Development: What will be acquired for the digital repository?

· Legacy Formats: Will they be captured into the digital archive and if so, how?

· Building the digital archive repository.

· Preservation Strategies: How will the organisation ensure that records remain usable over time?

· How will the digital archive link to other systems: Knowledge Management, Content Management System, Data Asset Management System?

· Web Archiving.

· Transferring Electronic Records.

· Sound and Moving Image Material.

· Standards.

· Training and Workflow.

· Collaboration and Partnership.

Whether the UNPOs are developing an electronic document management/electronic records management (EDM/ERM) or digital preservation strategy, it cannot be done in isolation. It has to be supported and championed from the senior level within the organisation. The funding and support for the infrastructure, technology, and change management initiatives are critical to the success of the programme. 

The model outlined as Appendix B provides an overview of the strategic planning process and can be used by the UNPOs to develop their EDM system (EDMS), ERM system (ERMS), and DAP strategies.

2.2.2
Developing EDRMS Conclusions
Acquiring and implementing ERMS, EDMS, and DAP applications requires a strategic approach that outlines the methodology and options. Implementing an EDMS does not require the same amount of upfront development work (business process analysis, file plans, classification schemes, retention schedules, etc.) but it does require many of the same steps outlined in this document.  Detailed discussions regarding the implementation of an ERMS or EDMS are outside the scope of this project.  However, the development of the DAP is dependent on an effective RM infrastructure that identifies and manages digital records of long-term/archival value.

Regardless of whether or not the UNPOs select EDRMS software applications, they will have to look at the current environment in the business units and determine what methods they wish to undertake to get control of the current electronic records and documents
 to support the implementation of the DAP.

2.2.3
Developing EDRMS Recommendations
The UNPOs should review the major elements of the strategy and determine which components are already in place and where they may have gaps that should be addressed to be ready for the DAP. 

2.3
Records of Long-Term/Archival Value

2.3.1
Introduction

In the interviews undertaken in Deliverable 2 (Summary of Existing Digital Records Environment) and Deliverable 3 (Summary of Existing Information and Communication Technology Environment) a number of the interviewees indicated that they were not aware of retention requirements for digital records and that they had many paper records that were permanent.  Many of the record creators believe they have digital records of long-term/archival value, but they have not identified them as such.

The most common record series identified as “permanent” are the programme records. When asked if all the contents of the programme files were necessary, we were told that it was unlikely but that type of analysis had not been undertaken and the records retention schedule indicated they are permanent.

In the paper world, files stored in boxes in warehouses and basements are very often forgotten about, but can be read if required. In the world of digital records, there are issues related to media management, migration issues, and ongoing management of, not only the content, but also the hardware and software on which the records are created, used, and preserved. 

The National Archives of Great Britain states that:

As with conventional records, electronic records will fall into broad categories:

· Many electronic records will only have an ephemeral value and will not need to be kept in the long term.

· Others will need to kept for legal and business reasons.

· Some will be needed for operational reasons and the administration of the department in the longer term.

· A proportion will need to be safeguarded for eventual transfer to the PRO.

While ensuring that records of long-term value are safeguarded by migration into replacement systems, early assessment will also enable the identification of records with only short-term value. It is desirable to avoid migrating such records to a new system unnecessarily, offering cost savings as a return.  These issues are consistent with UNPO requirements.  So how do the UNPOs make decisions regarding which records fit into which categories?

2.3.2
Identifying Records of Archival Value

The current retention schedules do not provide the details required to support the DAP, since they do not specify which records have either long-term or archival value. From the perspective of the DAP, the retention schedule is a key element to identify those records that should be maintained in the digital archive repository. To ensure that the retention schedules reflect the needs of all users, the development team should include records creators/business users, IRAM professionals, and representatives from finance, legal, and compliance areas.  

Records that have long-term value may not necessarily be archival. Therefore, as the retention schedule is developed, it is important that the archivist be involved in the development process. From the archival perspective, records have two basic characteristics that help determine whether or not they have archival value – evidential and informational.
  Appendix E provides an overview of the analysis required.

The following, taken from Keeping Archives
 provides examples of records that have archival value and support evidential and informational requirements:

	Appraisal Criteria
	Categories of Records
	Record Types

	Evidential
	Administrative Records: Without a proportion of records that document the details of the administration, the creators of the records (or their successors) could not operate. It would not be possible to plan, organise, make decisions, or ensure consistency and continuity.
	Policy files

Statements of functions

Organisation charts

Procedures and instructions

Minutes of meetings

Reports on major projects

Regulations

	Evidential
	Records of Legal Value: These records form proof of an event or agreement. Obligations, commitments, rights, and delegations of authority fall into this category. Without these records, there is no security or foundation for decision-making.
	Contracts

Leases

Original acts and regulations

Instruments of appointment

Treaties

Agreements

Wills

	Evidential
	Records of Financial Accountability: These records document the honest and responsible conduct of financial affairs and financial standing and obligations. These records are essential to understand and transact business.
	Financial returns and reports

Final budgets

Audit reports

Estimates of gross expenditure and income

Major reports on losses

	Informational Value

	Records of Historic Interest for Public Relations and General Interest Purposes: Records of this type allow the context of the records creator to be understood. The social, political economic, educational and recreational activities and the relations to the wider community are documented through these records.
	All of the above

Diaries

Letters

Photographs

Posters

Post cards

Catalogues


2.3.3
Long-Term/Archival Value Conclusions
Based on our findings in Deliverables 2 and 3, the UNPOs have not identified their digital records that have long-term or archival value.  Current retention schedules are vague and too general to support a DAP.  Before the DAP can be effectively implemented, UNPOs must develop their classification schemes and records retention schedules to identify which records have long-term/archival value.  A DAP model can be recommended, however, it will be difficult to implement it at the present time.

Decisions regarding what should be maintained in the digital archive should be made based on the value of the records: administrative, fiscal, legal, and historical and should be made collaboratively with the business units, IRAM staff and IT specialists. Within the UNPOs, retention schedules should be based on an assessment of the regulatory and legislative environment, business and accountability needs, and risk issues that may be supported through records and documents. In addition, the UNPOs should consider the rights and interests of their stakeholders. The end result of this analysis and review will provide details about the length of time to retain records. 

2.3.4
Long-Term/Archival Value Recommendations
We recommend that the UNPOs further the development and implementation of UNPO-wide classification schemes and related retention schedules to support the implementation of a DAP. Retention schedules should be developed based on an assessment of the record values (administrative, legal, fiscal, archival) to provide guidance to users on retention requirements. The retention schedules should clearly identify those records of archival value.

In order to ensure that records are transferred to the DAP, the UNPOs must determine which digital records have long-term/archival value and ensure that the appropriate policies and procedures are in place to allow them to retain digital records in place of paper.  

We recommend that professional archivists appraise those digital records of archival value and incorporate the requirements to retain archival records into the retention schedules.

2.4
Policies, Practices, Procedures, and Standards

2.4.1
Components

Within the administration of the DAP, there are four components that ensure the success of the programme. These consist of:

1. Policies—Assign accountability and provide a framework for the standards, practices, and systems that support the goal of information management.

2. Practices and Procedures—Ensure consistency in the design and use of the information management infrastructure.

3. Standards—Support the processes by which records can be accessed and ensure that records are available and trustworthy throughout their life cycle.

4. People—Who reflect the information management principles in the way they create, use, and otherwise manage records. People include both the specialists who design, develop and maintain the infrastructure and the knowledge workers.  Please refer to Section 2.6, Roles and Responsibilities.

2.4.1.1  Infrastructure

In order to meet the authenticity and reliability requirements for records in a digital archive repository, UNPOs will have to manage digital records from their creation within a structured recordkeeping environment. 

The DAP should be supported by a digital RM programme that incorporates:

· Policies and procedures to manage records on all media from creation to disposition.

· Enterprise-wide standards for indexing, taxonomy, metadata, and classification systems.

· Retention and disposition schedules applied to records on all media.

· Physical storage of active, semiactive, or inactive records.

· Identification and protection of vital records.

· Preservation of and access to digital records of long-term or archival value.

· Incorporation of RM requirements in corporate policies, such as an Information Security Policy, Email Policy, and the Privacy Policy.

· RM requirements in systems development.

· Training and development of staff in information management.

· Ongoing monitoring and auditing to meet compliance requirements.

Based on our findings in Deliverables 2 and 3 we recommend that the UNPO RM infrastructures be strengthened to support a DAP.

2.4.2
Policies

ISO 15489 outlines the types of information that should be provided in policies related to recordkeeping practices. The primary aims of a policy are to provide guidance and authorisation on the preservation of digital materials and to ensure the authenticity, reliability, and long-term accessibility of them. A policy should explain how digital preservation can serve the major needs of an institution and state some principles and rules on specific aspects that then lay the basis for implementation.  The policies assign accountability and provide a framework for the standards, practices, and systems that support the goal of the DAP.  The policy may cover: 

· Background and Context

· Scope of Collections

· Criteria for Evaluating Data Collections

· Collections Development Strategies

· Methods of Acquiring Data Collections

· Procedures for Acquiring Data Collections

Entium has developed a high-level digital preservation policy, for use with the DAP (see Appendix C).

2.4.3
Practices and Procedures

Procedures are developed to support the “how to” of the programme and reflect the steps to be taken in completing specific tasks.  Given the complexity and UNPO-specific requirements, Entium is providing references to practices and procedures that can be adapted to meet the needs of each UNPO. 

The University of Essex hosts the UK Data Archive, which was built based on the OAIS model, University of Essex: Economic and Social Data Service.
  Given the nature of its collection, the University provides guidance to its data creators and data depositors on how they should create, transfer, and access digital records.

The CALIMERA
 network is made up of policy makers, practitioners, and suppliers covering 42 countries, including European Union (EU) member states, and brings together local professionals, policy makers, and suppliers at all levels. It has developed 23 best practice guidelines on different aspects of digital preservation administrative and technical issues, which would be valuable to the UNPOs since they have been translated into over 30 languages.
 

The UK National Archives has created a set of “Generic Requirements for Sustaining Electronic Records over Time.”
  While the series is not focused on digital preservation, the intent is to ensure that the records are available through time to meet business and legal requirements. The series of publications provides guidance to government departments on such topics as: 

· Defining the characteristics for authentic records.

· Sustaining authentic and reliable records: Management requirements.

· Guidance for categorising records to identify sustainable requirements.

In addition, the National Archives has issued a number of toolkits on the management of electronic records to support the strategic e-government framework
 and ensure that records are accessible to meet long-term preservation requirements.

In addition to providing references to the toolkits, and to facilitate the UNPO procedure development, Entium has provided examples of DAP procedures as Appendix D.

2.4.4
DAP Standards

Digital records of long-term/archival value are dependent on the hardware and software required to interpret the bits and bytes.  They are supported by standards that address:

· Information capture and storage.

· Access and retrieval requirements.

· Media obsolescence.

· The technology infrastructure.

Standards for DAPs are evolving as digital preservation projects are developed and tested and as organisations recognise the need for such tools.

To date, standards have been developed and adopted to meet a wide variety of elements of digital preservation. The CALIMERA Guideline on Digital Preservation recommends that organisations adhere to open standards when capturing digital records of long-term/archival value. As these are not tied to specific hardware/software, they help to guard against the dangers of technological obsolescence. 

ARMA
 International is currently working on a standard entitled: Conversion and Migration Criteria in Records Keeping Systems (ANSI/ARMA-16-200X). The proposed standard will be a collaborative project between archivists and records managers. It will address fundamental policy, procedural, and technical issues associated with the conversion and migration process. This standard will establish a set of criteria to guide organisations in implementing the conversion process. It will offer measures to ensure that recordkeeping requirements are met and that information systems can produce authentic and reliable records. 

ARMA’s Developing Digital Format Information and Records Management Methodology Standard will investigate the various methods being used to gather, catalogue, index, and manage records and information generated in native applications (referred to as "electronic records"), the images resulting from the scanning and imaging of paper source documents stored electronically (referred to as "electronic objects"), and other forms of information stored in electronic formats (referred to as "digital assets"). 

In 2003, the International Internet Preservation Consortium was set up by the national libraries of Australia, Canada, Denmark, Finland, France, Iceland, Italy, Norway, Sweden, the UK, and the USA with the aim of preserving Internet content for future generations. In order to do this it aims to develop common tools, techniques and standards, and working groups. 

Other projects working on standards for digital archiving include:

· Project Prism
—Project Prism at Cornell University is a 4-year effort to investigate and develop the policies and mechanisms needed for information integrity in digital libraries.

· DAVID
 (Digital Archiving in Flemish Institutions and Administrations)—A project of the Foundation for Scientific Research within the scope of the Max Wildiers Foundation and is a cooperation between Antwerp City Archives and the Interdisciplinary Centre for Law and Informatics of the K.U. Leuven.

As part of the deliverable checklist, the consultants were asked to define standards applicable to a DAP.  While the references above do not provide standards for implementation, they are provided to indicate that standards development in this area is in the developmental phases and should be monitored as the UNPOs begin the DAP implementation process.

2.4.4.1  Interoperability Standards

The UNPOs have mixed computing environments that may potentially create digital records of long-term/archival value.  In such an environment, it is important the standards support network interoperability, data interoperability, and applications interoperability.  Many of the organisations that support digital RM recognise that records are created in many different systems and are building application protocol interfaces to address the issue.  Two standards that support interoperability include: 

· ISO 23950: 1998 Information and Documentation—Information Retrieval (Z39.50) - Application service definition and protocol specification.

· CIMI (Consortium for the Computer Interchange of Museum Information) Profile: Z39.50 - Application Profile for Cultural Heritage Information.

2.4.4.2  Resource Encoding Standards

Resource encoding standards define formats to store different types of digital information. Implementing format standards allows data compatibility across a wide range of systems. Examples include standards for: 

· Page description formats e.g., PostScript.

· Portable Document Format (PDF).

· Graphics formats, e.g., TIFF and Graphics Interchange Format (GIF).

· Structured information formats, e.g., Standard Generalised Markup Language (SGML) and XML.

· Moving images and audio formats, e.g., WAV Broadcast Wave Format (BWF) MPEG.

An example of a data format standard for a DAP is provided as Appendix D.

2.4.4.3  Resource Identification Standards

Resource identification standards provide a way of uniquely identifying digital resources in order to ensure long-term and reliable access to resources while they are available over the Internet even when their location changes, e.g., if URLs (Uniform Resource Locators) change how do users find the records?  

Examples of resource identification include:

· URNs (Universal Resource Names)—The URL can change at the whim of hardware reconfiguration, file system reorganisation, or changes in organisational structure, leaving users stranded when the document cannot be found.

· DOIs (Digital Object Identifiers)—The DOI is a system for identifying content objects in the digital environment. DOIs are names assigned to any entity for use on digital networks. The DOI system provides a framework for persistent identification, managing intellectual content, managing metadata, linking customers with content suppliers, facilitating electronic commerce, and enabling automated management of media.

· PURLs (Persistent Uniform Resource Locators)—Instead of pointing directly to the location of an Internet resource, a PURL points to an intermediate resolution service. The PURL resolution service associates the PURL with the actual URL and returns that URL to the user. The user can then complete the URL transaction in the normal fashion. In Web parlance, this is a standard HTTP "redirect."

· Handles—The Handle System is a comprehensive system for assigning, managing, and resolving persistent identifiers, known as "handles," for digital objects and other resources on the Internet. Handles can be used as URNs. 

· ARKs (Archival Resource Keys)—The ARK identifier is a naming scheme for persistent access to digital objects (including images, texts, data sets, and finding aids), currently being tested and implemented by the California Digital Library (CDL) for collections that it manages.

As more and more information is provided via the intranet and Internet sites of the various UNPOs, it will be important, from a digital archive perspective, that access to documents is still available, even if the URL has changed.  The methods of identification listed above are being designed and tested in the web-environment to help eliminate ongoing maintenance of digital archive repositories.  

2.4.4.4  Descriptive Standards

Descriptive standards ensure that records can be found.  The standards define the ways in which archival materials may be catalogued. Examples include:

· The International Council on Archives, General International Standard of Archival Description [ISAD (G)], 2nd edition, 1999.

· International Standard Archival Authority Record for Corporate Bodies, Persons and Families, (ISAAR[CPF]), 2004.

· AACR2 and Dublin Core.

2.4.4.5  Data Archiving Standards

Data archiving standards such as the OAIS Reference Model (ISO 14721:2003 Space Data and Information Transfer Systems—Open Archival Information System - Reference Model support the long-term preservation of and access to digital information.  Additional standards created to support the OAIS model address ingest and producer to archive issues.

2.4.4.6  Records Management Standards

Records management standards provide guidance on how to implement RM strategies, procedures, and practices. The internationally accepted standard is:

· ISO 15489 Information and Documentation - Records Management.

2.4.4.7  Media Format Standards

Media format standards specify the media formats on which digital records of long-term value should be retained. Such standards include CD-ROM (Compact Disc - Read Only Memory), CD-R (Compact Disc -Recordable), and DVD-ROM (Digital Versatile Disc - Read Only Memory); magnetic tapes, WORM disks and digital linear tape. One of the major challenges with the media is the expected lifespan of the medium. In addition, hardware to read the media must be available.  UNPOs must determine which formats are acceptable to store digital records of long-term value.

DAPs will accept digital records on a variety of media.  It is important, to note, however, that they transfer them to their own server/digital repository and maintain their digital materials on either high-density tape or disk.  

2.4.5
DAP Standards Conclusions
Digital preservation standards are in the early stages of development and maturity. Many of the standards listed in this section are either being tested or are in the early stages of implementation.  

The UNPOs create different types of digital records that may require differing approaches to preservation.  As a result, different solutions may be required, rather than a “one model fits all” solution.  Each of the standard types has a role to play in the roll out of the DAP depending on the types of digital records to be captured.  The majority of best practice solutions have implemented pilot projects to test the different options, based on departmental requirements.

2.4.6
DAP Standards Recommendations
It is recommended that the UNPOs review all the available RM policies, procedures, practices, and standards and create a model set that can be adapted by each UNPO as required to support the DAP.

Additionally, we recommend that the UNPOs review the examples presented in the report and determine how they can be adapted in each environment.  Detailed procedures should be developed by each UNPO based on its needs.

In order to effectively use resources and develop a set of standards to be applied across the UNPOs we recommend that the UNPOs undertake an assessment of the current level of maturity in relation to a DAP, based on the maturity model as presented in Attachment 1.  Based on the assessment, we recommend that a pilot DAP project be developed and implemented to test the standards and determine how they can be applied to the UNPO requirements.

2.5
Metadata Standards

2.5.1
Introduction

Although the term metadata was originally used within the world of ICT specialists, records managers, archivists, and librarians have used metadata in the paper world as part of their regular work. Librarians create library catalogues, archivists create finding aids, records managers create file lists and registries, all of which provide descriptions of contents. In the world of digital records, metadata is described as “data about data” to refer to machine-processed data that describes many types of resources and that is used to support a range of different operations within an electronic document, RM, or digital preservation system. 

The application of standard metadata will assist the UNPOs in understanding the type of information they should capture about their records in order to describe the identity, authenticity, content, structure, context, and management requirements. Given the nature of digital records and the need to ensure their ongoing reliability and access, metadata standards form an important part in the overall digital records management strategy. They establish common descriptive standards across the UNPOs. 

The National Archives of Australia states that implementing metadata standards will:

· Ensure that adequate contextual information about transactions is recorded and linked to the relevant record.

· Assist the discovery and retrieval of records, by describing them in terms of recognisable agency functions, by limiting the terms by which records are indexed, and by providing links between records of the same or similar activities and transactions, using controlled vocabularies and other schema.

· Control access to records by nominating, at creation, the security or legal status of records or any other caveats on their retention or use.

· Facilitate access to and transfer of records between agencies when functional responsibilities change.

· Reduce the risk of unauthorised access to or fraudulent use of records.

· Ensure that the costs of storing records beyond the period of their administrative utility do not escalate.

· Ensure vital records are not lost when new systems are implemented.

· Aid planning for data migration and other preservation needs by identifying, in standardised and accessible ways, the software and hardware dependencies of records.

· Provide a benchmark for measuring the quality of recordkeeping within and between agencies for auditing and other purposes.

· Facilitate the efficient electronic incorporation of information about public records into the intellectual control systems and public finding aids of the National Archives. 

While the terminology is specific to the National Archives, the principles are applicable to the UNPOs since the metadata support the management of digital records from creation to disposition and transfer to a digital archive repository as proposed in this project.

Wendy Duff and Hans Hofman, in their presentation, Metadata in Digital Preservation made the following observations regarding metadata schemes, which are applicable in relation to the UNPO situations: 

The fundamental role that metadata plays in the access and preservation of digital objects has lead various domains and professional communities to develop their own metadata schemes. For example, information technologists have developed metadata requirements for data dictionaries, while the bibliographic community has developed metadata schemes to improve the retrieval of digital documents such as the Dublin Core, and the digital library community has developed the METS standard. METS identifies the metadata needed to discover, retrieve, and render the digital object as well as to ensure that the objects can be migrated over time and includes administrative metadata, structural as well as descriptive metadata. The preservation community has developed metadata schemes for the preservation of digital objects, as previously noted. Archivists have focused more attention on identifying the data needed to preserve the meaning, reliability, and trustworthiness of records across time. For example the metadata scheme for the Pittsburgh project, the Victorian Electronic Recordkeeping Model (VERS), the UK Public Records Office’s Metadata Scheme, and the Australian SPIRT project (University of Monash) have all identified different metadata elements required to preserve digital evidence over time. The Pittsburgh Model and the SPIRT model are more conceptual, while the VERS model and the PRO’s metadata scheme are more concrete.

Professor Duff further commented, “No one schema will accommodate all the functional requirements of all applications. Metadata needed for preservation will overlap with metadata needed for discovery and retrieval but they will also differ in content and level of granularity.”

We are providing references to best practice metadata models for both the RM/archives and library perspectives. It should be noted the different metadata fields may be used depending on the type of material being captured into the repository.  

2.5.2
Recordkeeping Metadata

To support the International Records Management Standard (ISO 15489), ISO is currently developing an international metadata standard and has issued ISO/TS 23081-1:2004 Information and Documentation—Records Management Processes - Metadata for Records - Part 1: Principles. The new Metadata Guidelines being drafted by the ISO TC46/SC11 records management committee goes a long way to filling a void by providing guidance on managing metadata for records. Implementation issues related to who is responsible for metadata or the content of policies and procedures related to metadata and how to enforce compliance with a metadata standard will be addressed in this standard. It also addresses issues of what level of digital objects does one assign metadata, the system, the series, or the item.  The standard is in the final stages of development and should be available in 2006. 

RM metadata supports a number of processes throughout the records lifecycle and can be broken into different components. Where properly implemented, RM metadata can:

· Support record retrieval.

· Support the wide range of RM processes in the UK functional requirements.

· Establish the provenance of the record (ISO 15489 describes this as “the context in which the record was created, received and used should be apparent in the record, including the business process of which the transaction is part, the date and time of the transaction and the participants in the transaction”).

· Show whether the record’s integrity is intact (e.g., it has not been subject to changes after being fixed as [or “declared”] a final record).

· Demonstrate that the links between documents, held separately but combining to make up a record, are present.

· Demonstrate that the relationships between separate records are present.

· Provide essential information to support interoperability/sustainability of the record between platforms and across time and technological platforms.

2.5.2.1  VERS Recordkeeping Metadata

The most current metadata model for RM is the VERS
 model, which builds on the NAA and National Archives of Great Britain models. 

The goal of the VERS metadata scheme is to represent the information required to preserve records over a long period. There is a lot of information kept in a recordkeeping system, and hence in the NAA metadata set, that is not necessary for long-term preservation. Consequently, some of the NAA metadata elements that appear in the VERS metadata standard are not critical for long-term preservation and may not be widely used, or are even recommended against. Those elements that have been recommended against have been retained in order to maintain compatibility with the NAA recordkeeping metadata.

In addition to recordkeeping metadata, digital records, documents, and objects are supported by the following.

2.5.2.2  Descriptive Metadata

Descriptive metadata describes resources and facilitates retrieval. There are a number of different types of descriptive metadata of which Marc and Dublin Core are perhaps the most well known:

· Marc (Machine Readable Cataloguing) is a bibliographic metadata schema, managed by the Library of Congress. The current version is MARC 21.

· The Dublin Core Metadata Element Set is a simple metadata standard designed to support resource discovery. 

· The International Council on Archives, General International Standard of Archival Description [ISAD(G)], 2nd edition, 1999 and ISAAR[CPF], 2004.

· EAD (Encoded Archival Description). 

· The World Wide Web Consortium (W3C) is currently involved in developing the Resource Description Framework (RDF), which will provide the infrastructure to support the coexistence of many different metadata sets or "schemas."

2.5.2.3  Preservation Metadata

Preservation metadata supports preservation and archiving activities. It addresses:

· Provenance (Who has had custody/ownership of the digital object?).

· Authenticity (Is the digital object what it purports to be?).

· Preservation Activity (What has been done to preserve the digital object?).

· Technical Environments (What is needed to render and use the digital object?).

· Rights Management (What intellectual property rights must be observed?). 

Since digital objects are technology dependent, the means to access and use them must be documented over time.  Digital objects are mutable, so any changes impacting look, feel, and functionality must be documented and validated.  Digital objects are bound by intellectual property rights, so care must be taken to document permissions and restrictions that could potentially impact preservation activities and access policies.  Archiving practice requires that there be records of the preservation process. 

The PREMIS
 working group recently issued its Data Dictionary for Preservation Metadata: Final Report of the PREMIS Working Group (May 2005).
  The report develops a core preservation metadata set, supported by a data dictionary, with broad applicability across the digital preservation community.  It also identifies and evaluates alternative strategies for encoding, storing, and managing preservation metadata in digital preservation systems. 

2.5.2.4  Administrative Metadata

Administrative metadata (metadata about metadata) designates information about the provenance, management or administration of other sets of descriptive metadata. Administrative metadata provides simple verification of the integrity, ownership, and authorship of metadata retrieved from networked resources, such as:

· Technical metadata describing technical characteristics including hardware/software used in its creation, formats, standards, etc. (See for example the NISO [National Information Standards Organisation of the USA]).

· Source metadata describing the original object from which the digital object was produced.

· Digital provenance metadata describing the history of the operations performed on a digital object since it was created or digitised.

· Rights metadata describing intellectual property rights in a resource and any use restrictions or licensing agreements. 

2.5.2.5  Structural Metadata

Structural metadata describes the logical or physical relationships between the parts of a compound object. The following section provides details about different types of structural metadata which will be required for the DAP.

· The Metadata Encoding and Transmission Standard (METS) provides an encoding format for descriptive, administrative, and structural metadata and is designed to support both the management of digital objects and the delivery and exchange of digital objects across systems.

· The IMS Content Packaging Specification describes a means of describing the structure and organising of composite learning resources.

In each case, there are specific criteria and standards associated with implementing the metadata.

2.5.3
Existing UNPO Metadata Models 

Based on Deliverable 2 (Summary of Existing Digital Records Environment) and Deliverable 3 (Summary of Existing Information and Communication Technology Environment) and during our assessment of the current situation, we reviewed the metadata standards that are in place/proposed for use in the UNPOs. We were able to view two metadata-related documents on the WGARM site. 

The first document, a discussion draft, prepared in 2003, follows the best practice standards established in the National Archives of Great Britain. It includes, at the high level, a preservation component. It does not go into the specific level of detail that is captured in the PREMIS preservation metadata model. The second document, created by UNDP provides a policy perspective, rather than a detailed metadata model.

In addition to the models in UNDP and UNARMS, there may be existing metadata models that are being used by the ICT groups for other applications, which could be enhanced to support the DAP. Further details regarding specific metadata models should be gathered from the ICT group as the DAP implementation begins.

The most well known recordkeeping metadata schemas have been developed in Australia, Canada, Great Britain, the European Union, and the United States.  It is interesting to note, that although each of these models is defined as a recordkeeping metadata scheme, the objectives of the various models vary and therefore the requirements for mandatory or optional implementation also vary. This is likely to be the case as the UNPOs begin to address their specific requirements. It should also be noted that the recordkeeping requirements do not all address preservation requirements and therefore there is a need to determine which components will be required as the UNPOs build their own metadata models.

2.5.4
Metadata Standards Conclusions
Digital preservation is in the beginning phases of its evolution and best practice models that manage digital records from creation to the digital archive repository are themselves in the early stages of development. The references provided in this section support the current practice in digital preservation in that are of digital records. 

2.5.5
Metadata Standards Recommendations
We recommend that the UNPOs review the UNARMS recordkeeping metadata model to determine which levels of metadata are required and cost effective. For purposes of this report, we are recommending that the UNPOs compare the UNARMS model with the VERS recordkeeping model and its recommended mandatory requirements. In addition, there may be some elements in the PREMIS preservation metadata model and the METS administrative metadata model that could be added.  In order to meet the UNPO needs, it will be necessary to determine which sections of these metadata schemes are required to build a core set of metadata.

Based on Deliverables 2 and 3, we determined that the UNPOs are at various levels of maturity with their digital records programmes.  We recommend that the UNPOs identify one or two groups to undertake a pilot and build a digital archive repository based on more comprehensive requirements.  The pilot will identify and test the standards required, support further definition and implementation, and allow the group to develop the appropriate policies and procedures as models for the other UNPOs.

2.6
Roles and Responsibilities
2.6.1
Introduction

Since digital records of long-term or archival value must be managed as part of an overall RM programme framework, the successful implementation of the DAP will be dependent on the activities undertaken to manage records from their creation to disposition. As a result, the roles and responsibilities in this section reflect both those required to support a RM programme and a DAP as a component of the larger RM responsibility. 

2.6.2
ISO Roles and Responsibilities

ISO 15489 presents a high-level recommendation on roles and responsibilities to support a RM programme, which by extension includes records of long-term/archival value:

Records management responsibilities and authorities should be defined and assigned, and promulgated throughout the organisation so that, where a specific need to create and capture records is identified it should be clear who is responsible for taking the necessary action. These responsibilities should be assigned to all employees of the organisation including records managers, allied information professionals, executives, business unit managers, systems administrator, and others who create records as part of their work and should be reflected in job descriptions and similar statements. Specific leadership responsibility and accountability for records management should be assigned to a person with appropriate authority within the organisation. Designation of the responsible individuals may be assigned by law.

2.6.3
Responsibility and Accountability

Within the context of the DAP, the following principles/requirements have been created as the basis for defining responsibility: 

· Digital records must be consistently captured and registered when they are created and used, to ensure that users looking for information are accessing the complete set of available information.

· Digital records of long-term value must be properly appraised and scheduled to avoid information overload, rising storage management overhead, and to ensure that only relevant and authentic information is made available to users.

· Digital preservation plans and procedures must be in place to ensure the accessibility and usability of e-records that must be preserved over the long term.

· UNPOs/Business units that establish DAPs will take an active role in initiating negotiations with the current record creators and custodians.

· UNPOs/business units that maintain digital archives must take responsibility for implementing the digital preservation plan.

· UNPOs/business units that establish DAPs must have the mandate to create and maintain the digital archive and commit the appropriate resources (financial and personnel).

Accountability has to be established in each UNPO/business unit for: 

· Identifying and defining which records have long-term and archival value.

· Ensuring the accuracy and completeness of digital records of long-term/archival value.

· Ensuring that policies and practices for the proper creation, capture, storage, access retention, and preservation of digital records are in place for employees and contractors.

· Ensuring the proper levels of control and security protection are applied to the digital records based on access and preservation requirements.

· Assessing the training needs for staff in the business area.

· Providing tools, technology, and training to support the department’s preservation requirements.

Accountability for these activities is not just within the domain of the IRAM professionals but includes all employees, management, ICT professionals and user of the digital archive. In support of these roles and responsibilities and related principles, the following roles and responsibilities are presented.

2.6.4
Roles and Responsibilities 

UNPO/business unit employees create, collect, and receive digital records in their day-to-day business activities. Each individual within the UNPO is accountable for managing the documents and records that he/she creates as part of the day-to-day job. They must ensure appropriate classification of digital records to ensure access, support sharing, future reference, and long-term access for those digital records of long-term value.  

2.6.4.1  UNPO/Business Unit Employees

Employees create digital records as part of their overall responsibilities. Certain of those digital records are of long-term and archival value. As a result all employees are accountable for: 

· Being aware of and complying with the digital preservation policies, standards, and practices.

· Identifying documents that warrant capture as part of the DAP because of their business content.

· Capturing records of long-term/archival value into the digital archive.

· Capturing the relevant contextual information and metadata describing electronic documents that are identified as official ministry records.

· Complying with all information security, confidentiality, and other requirements of the UNPO/business unit.

· Classifying, categorising, and storing information according to the digital archive guidelines.

· Identifying training and skills development needs in consultation with their manager or supervisor.

2.6.4.2  UNPO Managers

UNPO managers are ultimately responsible for the digital records and digital archives to support their business objectives and ensure that resources are available to support the programme. UNPO managers, ensure that their staff are aware of the policies and procedures and oversee the implementation of the DAP in their business unit. To ensure that those records of long-term, archival value are preserved, UNPO Management:

· Must ensure that a strategic direction is set for the business unit with respect to the development and implementation of the DAP and to establish consistent practices for digital preservation. The individual provides leadership and support to business units and those responsible for digital preservation on a day-to-day basis. 

· Will provide strategic direction regarding digital preservation.

· Will coordinate the implementation of digital preservation initiatives and practices in the UNPO.

· Will provide specialised knowledge to support digital preservation within the UNPO.

2.6.4.3  UNPO IRAM Staff

IRAM professionals design, implement, and maintain the DAP. They are responsible for designing, implementing, and maintaining the digital preservation/digital archive environment in which records are organised, stored, and disseminated, including the setting of standards and practices; ensuring the ongoing availability of e-records for department managers, records producers, and consumers; providing advice to department managers and record producers on legislative and policy requirements for the collection, use, and disclosure of digital records of long-term/archival value; and administering proper security of the e-records in custody or control of the business units/UNPOs. 

IRAM professionals will:

· Support business managers in identifying and meeting digital preservation needs; developing the DAP.

· Lead and monitor progress in implementing digital preservation within the UNPO/business unit.

· Facilitate a coordinated approach to establishing the DAP to ensure all departments are working to achieve a DAP.

· Develop digital archives policies, standards, and guidelines related to collection, creation, storage, access, retention, and long-term preservation of digital records.

· Help business units define and understand their roles and responsibilities related to the DAP.

· Provide advice to managers to facilitate the management of digital records of long-term value.

Work with the ICT specialists to plan and implement appropriate technology to ensure the long-term availability of digital records to meet UNPO needs.

· Ensure appropriate linkages between e-records management and DAP activities. 

Negotiate for and acceptance of appropriate digital records from producers.

· Control the digital records sufficiently to support its long-term preservation.

· Work out for whom the digital records are being kept and who will need to be able to understand them.

· Ensure that the digital records remain understandable to this defined community of expected users.

· Ensure that the digital records are protected against all likely threats and enable the digital records to be accessed and its authenticity trusted.

· Make the preserved records available to the designated community of users as appropriate.

· Advocate good practice in the creation of digital records.

2.6.4.4  ICT Departments

The ICT groups design, develop, and implement technology solutions for the business units. In addition, they maintain the systems and ensure that they are meeting the needs of the clients. Within the context of the DAP, the ICT specialists:

· Ensure preservation planning is integrated into business planning and business continuity planning.

· Work in conjunction with other UNPOs through ICT committees to ensure that the common standards for preserving digital records of archival and long-term value are being implemented. 

· Work with UNPOs to identify opportunities for consolidation and coordination to meet digital archive requirements. 

· Interpret the preservation/digital archive needs of the business units and incorporate them into ICT initiatives and strategies.

· Set the strategic direction for the ICT infrastructure to build the digital archive for the UNPO/business unit.

· Ensure that ICT policies and investments are aligned with digital preservation requirements as new systems are implemented and digital records replace paper.

· Ensure that projects and initiatives address digital archive policies, procedures, and services.

· Create a forum to establish priorities for digital archive/preservation initiatives and investments.

· Leverage the current information and technology investments to support the DAP.

2.6.4.5  Digital Archive Users

Consumers/users may need access to information over the long term to make decisions or complete tasks. Users may be internal or external to the business units (the public, clients, and stakeholders). Users:

· Must be sure that digital records are reliable—accurate, complete, timely—so that they may be used to make decisions or perform tasks.

· Must be able to access the digital records that meet their needs, depending on their particular interest; and protect digital records from improper disclosure or unauthorised access.

2.6.4.6  Third-Party Contractors

Often, third-party contractors may use or manage components of the records systems that create and store the digital records on behalf of the UNPOs. In this situation, the third-party contractors are responsible for the areas within these roles and responsibility definitions that could be applied if the work were being done internally.

2.6.4.7  Roles and Responsibilities Conclusions
In organisations that are viewed as “best practice,” records that are transferred to the digital archive are created as part of the day-to-day activities. Individuals who create records of long-term/archival value as part of their day to day activities are responsible and accountable for managing those digital records. In summary, the each individual has a role to play in the overall DAP activities: 

· RM professionals are responsible for all aspects of RM (which includes the requirement to ensure access to records of long-term value) including the design, implementation, and maintenance of record systems and their operations, and for training users on RM and records systems operations as they affect individual practices.

· Executives are responsible for supporting the application of RM and digital archive policies through the organisation. 

· Systems administrators are responsible and accountable for ensuring that all documentation is accurate, available, and useable to personnel when required. 

· All employees are responsible and accountable for keeping accurate and complete records of their activities.  

· Archival authorities are involved in the planning and implementation of RM policies and procedures to ensure that archival issues are addressed.

2.6.4.8  Roles and Responsibilities Recommendations
To support the development of the DAP we are recommending:

· That roles and responsibilities be clearly defined in UNPO policy documentation.

· That staff with the appropriate skill sets be hired to support the digital record keeping and DAPs.

· That senior management be aware of their accountability and responsibility for ensuring that resources and programme oversight are an integral part of their programme development and resource allocation.

· That training programmes be set up to raise the awareness of issues associated with digital records and archives.

Based on Deliverables 2 and 3, the consultants determined that the majority of the UNPOs have not defined all these roles and responsibilities in their policies and procedures.  There are several cross-functional teams working to build an infrastructure to manage digital records both in the short and the long term.  Senior management is not necessarily aware of the issues associated with digital records and digital archives.

Based on our findings in Deliverables 2 and 3, we determined that UNPOs do not have sufficient skilled staff to undertake RM and DAP initiatives.  Additional resources should be allocated to this important area as more UN business is transacted electronically.  

2.6.7
Competency Models

Over the past 10 years, a number of initiatives have looked at the future roles of information professionals, in particular, librarians, archivists, and records managers. Competency profiles and models have been developed in Australia, Canada, Europe, and the United States. The profiles looked at functions, roles, and responsibilities and identified the changes to be anticipated with the influx of technology and the digital records. Government organisations and the private sector have taken the work undertaken through these projects and built job descriptions, career assessment tools, and training programmes. 

While the intent of this project is to address the roles and responsibilities to support a DAP, it is necessary to ensure that such tools as classification schemes and retention schedules are in place to identify those records that have long-term/archival value and that terms are used consistently by records creators. As a result, we are identifying not only competencies to support digital preservation but also RM activities.  

Competency profiles have been developed in the UK, Canada, and Australia to support the archives and RM programmes. The European Community, through the European Council of Information Associations in 2004, issued its Euroguide LIS: Volume I Competencies and Aptitudes for European Information Professionals, to address competency issues. The publication is Volume 8 in a series of Professional Guides issued by the French Association of Library and Information Professionals (ADBS).

2.6.7.1  The ALARM Competency Profile

For purposes of this report, we are referencing the Alliance for Archives, Libraries and Records Management (ALARM) competency model, which was developed in Canada, to address “information resource management” and the Government of Alberta model for RM positions, since they are available in the public domain and accessible to the UNPO participants.

The ALARM competency profile has a number of potential applications. First is its capacity to indicate the range of skills needed to work in the specific area of focus, thereby providing a tool to be used by individuals to self-evaluate their own skills and determine areas where they should pursue additional training.  On the UNPO level, the material can be applied in developing individual position descriptions.

On a broader scale, the competency profile can be used by the organisation as a whole as evidence of the extent and type of skills and responsibilities inherent in the work of the IRAM sector. It can also be used to increase understanding of the roles librarians, archivists, and records managers play, given that the core UNPO business is not RM and archives.  Given that the DAP will require have to incorporate staff from all IRAM areas, it is a useful model to apply. Appendix F provides an overview of the ALARM elements.

The Government of Alberta model builds on the ALARM profile and defines competencies for specific roles and responsibilities.  The document provides a base of reference for the UNPOs as they address their skill sets and requirements.

2.6.7.2  Position Descriptions Sample

Position descriptions are a relatively new area of digital preservation. However, in most UNPOs the task of developing the programme is likely to fall on those staff that are already undertaking RM activities. It is unlikely that there will be one person dedicated to digital preservation. In Appendix H we are providing example of job descriptions for a preservation officer and several RM positions with varying responsibilities for consideration. As the DAP evolves, the position responsibilities will become clear and position descriptions can be further developed.

Appendix I provides an overview of how the VERS business processes have been captured and assigned to specific individuals to support the electronic records/digital preservation activities.

2.6.7.3  Competency Models Conclusions

The DAP requires everyone’s input and there will be requirement to develop policies, procedures, and standards; train users; and plan strategies, as well as manage the day-to-day systems. We would envision roles for WGARM in policy, procedure and standard development; UNPO IRAM staff would adapt/implement those policies, procedures, and standards to meet their UNPO requirements. They would also have a role in the day-to day-operations of the DAP. DAP coordinators might train/assist staff. ICT would oversee system administration and maintenance. 

2.6.7.4  Competency Models Recommendations

Projects of this nature typically have a cross-functional team that represents all the interests of the various stakeholders to address these issues. Many of the decisions regarding roles and responsibilities require buy-in from the stakeholders. We strongly recommend that the UNPOs create a cross-functional interdisciplinary team to begin to develop the appropriate infrastructure in each UNPO, to define roles and responsibilities, and identify individuals in each UNPO to begin the process necessary to support the DAP design and implementation.

2.7
Business Changes

2.7.1
Introduction

Introducing digital recordkeeping and DAPs change the way business processes are undertaken, the way people work, and the way in which information is disseminated/shared among users. One of the major areas that is often underestimated but where the impact is greatest is in the area of human resources. Staff were introduced to computers before there were “rules” about how to manage electronic records. As a result, implementing a digital recordkeeping or DAP impacts staff and creates expectations regarding their management of digital records. 

Changes have to be made in the areas that impact and are impacted by the digital recordkeeping and DAP. These include:

· Corporate culture to build awareness and accountability.

· Overall support for and management of the digital recordkeeping and archive programmes.

· Skill levels of ICT and IRAM specialists to support the programme.

· Programme development and planning to build RM and DAP requirements into day-to-day business processes and programmes.

· Business process analysis to support RM and DAP implementation.

· Compliance and quality requirements.

· Delivery of digital records to users.

The change management/readiness assessment tool, attached as Appendix J provides an overview of the areas where organisations typically find changes have to be made. Responding to these questions will help the UNPOs determine where they are “compliant” and where they may require resources and assistance to build the framework over time.  The tool can be used to identify where UNPOs are currently and what areas need to be developed to successfully move toward the DAP implementation. 

Having once determined the areas where further work is required, the UNPOs can develop their change management strategy to address the appropriate elements.

The steps in the process will include:

· Defining the change strategy.

· Creating the change management team.

· Developing and implementing the change management plans.

· Collecting and analysing feedback.

· Diagnosing gaps and managing resistance.

· Implement corrective action in the process.

2.7.2
Business Changes Conclusions

Building a DAP requires a strong commitment from senior management within the UNPOs to provide the resources necessary to move forward. The organisations that have been cited throughout this document as best practice organisations in developing a DAP have created cross-functional teams to address the numerous issues outlined above and have built strong infrastructures over a number of years. They have developed strategic plans to build a solid digital RM infrastructure, designed resources to assist departments in implementing the plans, and ensured that the necessary resources were available to move forward.  

Projects of this nature have a very structured process involving consultants working in close collaboration with their project team over a number of years.  Pilot projects have provided opportunities to design and test change management strategies.

Based on our findings in Deliverables 2 and 3, we feel that the UNPOs need to focus attention on developing and implementing digital RM programmes and raising the awareness of the need for digital RM if the DAP is to be effective.  While there is a desire to establish digital archive repositories, the RM controls are either not in place or are not consistently applied within and across the UNPOs. 

2.7.3
Business Changes Recommendations
We recommend that the UNPOs review the checklist in Appendix J to determine their current state of digital RM and readiness to support the DAP.  We also recommend that each UNPO select a group that is willing to participate as a pilot group to further identify needs and develop a change management strategy to move toward the DAP. 

In addition, we recommend

· That business processes be reviewed as new applications are introduced.

· That digital records of long-term/archival value be assessed as part of the implementation process.

· That change management strategies be incorporated into any digital record-related activities as a base for user acceptance and understanding

2.8
Training
2.8.1
Introduction

Implementing an electronic RM system and a DAP affects everyone using computers in their day-to-day work. As with other programmes, which have an impact on the corporate culture and all staff, it is critical to have a champion at the senior level of the organisation that promotes and supports the initiative.

Raising awareness and preparing the UNPOs for programme implementation requires a strong communication plan and an effective training programme. The training programme has to be directed at different audiences, has to be presented at different levels of complexity depending on roles and responsibilities and in different delivery formats.

Decisions to be made:

· On what topics is training required?

· Who is to be trained?

· What level of detail is required for which audience?

· How will sessions be delivered?

· What training materials are required?

This deliverable discusses both digital recordkeeping and DAPs. For purposes of this section, we are providing suggestions, at the high level, on both elements. Since there is currently no overall infrastructure for either the RM component or the digital archive component, we are making assumptions to address key activities.

2.8.2
Identify Trainees

Successfully implementing these programmes involves everyone in the organisation. However, depending on the level of programme responsibility, training requirements will vary.

People to be trained include:

· UNPO senior management.

· Business unit managers and administrators.

· DAP coordinators.

· RM staff.

· ICT staff.

· Employees who will be creating digital records.

· Users of the digital archive (both internal and external).

2.8.3
Training Topics

Training will provide differing levels of detail on each topic to all members of the UNPO, depending on the individual roles and responsibility but will include:

· Introduction to the project and its goals, objectives, and impact on the UNPO and individuals.

· Overview of policies and procedures.

· Overview of roles, responsibilities, and accountabilities.

· Changes from old procedures and the benefits of the changes.

· An overview of electronic records and the need to manage them as a corporate resource.

· An introduction to the classification scheme and records retention schedules.

· How to begin to manage electronic records using the classification scheme (setting up shared folders using the classification scheme).

· Email management.

· Saving digital records in business applications.

2.8.3.1  The EDRMS 

Training topics for the EDRMS will include:

· An overview of the software application and its use within the UNPO (all staff).

· Overview of roles, responsibilities, and accountabilities.

· Setting up the system (ICT).

· Maintaining the system: Maintaining the classification scheme/retention schedules, setting up users, etc. (Archivists and records managers).

· How to use the EDRMS (all staff).

· Multiple components within this section would have to be developed.

· Capturing records within the EDRMS.

· Accessing and retrieving records within the EDRMS.

· Disposing of records within the EDRMS.

· Transferring records to the digital archive.

· Document formats for long-term access to digital records.

2.8.3.2  The DAP

Training for the DAP will include:

· An overview of the DAP including an overview of policies and procedures.

· An overview of the digital archive repository.

· DAP functions.

· DAP’s relationship to active records in the office.

· An overview of the challenges UNPOs face with digital records of long-term and archival value.

· Using the digital archive repository.

· Overview of the retrieval methods.

· Overview of content/resources.

· Managing the digital archive repository.

· Media management.

· Hardware and software updates.

2.8.4
Level of Training

The length of the training component will depend on the roles and responsibilities of each individual. In addition, the training will not be a one-time event. The sessions will be introductory as the various elements of the project are introduced. There will be a need for ongoing support and training as users become more accustomed with the system. 

The training programme should support the rollout plan and be followed by regular training/update sessions as changes occur to the software or as new processes are implemented. Different groups may implement different components of the DAP, depending on their current resources and readiness.

Some examples of training topics and duration of training session include:

	· Programme introductory sessions to senior management
	½ to 1 hour

	· Programme overview to business managers and staff
	½ day

	· Introduction to classification scheme and retention schedules for users
	½ day

	· Managing emails and shared folders
	½ day

	· Introduction to software use for all staff
	1 day

	· Introduction to managing the system to IRAM staff
	5 days

	· Introduction to programme oversight to DAP coordinators
	2 days

	· Introduction to managing the system for ICT staff 
	3 days


2.8.4.1  Training Delivery

The current focus for the training is New York. However, as the programme is rolled out to other locations, training will be required and therefore should be flexible. Sessions that may be presented include:

· Slide presentations at regular business units meetings.

· Special training sessions for groups of individuals dealing with specific elements of the programme: slides, interactive training, exercises, etc.

· Hands-on training with computers as software is available.

· Video-conferencing for different locations.

· Handout materials would be provided to each participant.

· Interactive learning through websites/internal resources.

2.8.4.2  Training Materials

Training materials that will need to be prepared include:

· Presentation materials (PowerPoint/text speeches).

· Handouts to support presentations.

· User manuals for policies/procedures to be used.

· Documentation on the use of classification scheme and retention schedule.

· User manuals for EDRMS and digital repository.

2.8.4.3  Training Support 

Training programmes are dependent not only on the content and delivery methods but also on the support of staff who will book rooms, schedule sessions, contact participants, make arrangements for snacks, and monitor participation. Is the training mandatory? If so, managing the registration process will also be an issue.

2.8.5
Training Conclusions
Developing the training implementation plan will be dependent on:

· Commitment from senior management for the project.

· Availability of staff for training.

· Availability of resources – training materials, etc.

· Availability of computers for hands-on training.

· Facilities in which to hold the training.

Training will be a critical element in the overall DAP development and has to be planned as part of the overall implementation strategy.

3.0
Technical Report

3.1
INTRODUCTION
Based on the investigations of best practice models presented in both the Administrative and Model Reports, this Technical Report provides specific details regarding the implementation of an OAIS compliant digital archive repository.  The Technical Report presents:
· The minimum UNPO maturity criteria necessary to move forward with a digital archive 

· A detailed UNPO DAP Model, supported by several specific DAP architectures

· The minimum functional requirements of each of the OAIS digital archive components.

Building a DAP requires an equal investment in policies, procedures, practices, and technology.  At this time, a single technology product or vendor’s suite of products does not exist that will result in an OAIS-compliant digital archive.  Each OAIS digital archive that is in existence today or is currently being developed is the result of a custom developed software solution or a highly integrated set of technology products that each manage one or more DAP functions.  The data collected in Deliverables 2 (Summary of Existing Digital Records Environment) and 3 (Summary of Existing Information and Communication Technology Environment) indicate that the UNPO technology infrastructures continue to advance toward building a digital archive repository. To this end, software applications such as ERMS, EDMS, content management software (CMS), and knowledge management software (KMS) are all finding their way into the UNPOs to help manage the influx of digital information.  These existing IT efforts may be able to support a combination of functional models used in building a DAP but will need to reconfigure their managerial, technical, and financial infrastructure and standards to incorporate recommendations within this Technical Report. 

The following subsections are intended to address the architecture and standards that can be used to transition into a digital archiving technology with the support of departmental policies and procedures that have identified digital records of long-term/archival value.

3.2
Supporting the DAP

A number of factors affect the DAP. In the past, IRAM professionals have created classification schemes and retention schedules, managed records and documents through central file rooms, inactive storage areas, and records centre facilities and made them available through the archival repository. Records have been transferred to them once they are no longer required by the “creator/producer.” Since they were normally in file folders with file labels on them, they were easy to identify and the context was obvious to someone looking at the files. 

In the electronic workplace, IRAM professionals have to work with their ICT colleagues, to ensure that the records management requirements are an integral part of any ICT strategy. In today’s information-intense environment, the UNPOs, similar to many organisations, have implemented a series of “information initiatives” centred on efficiency and common standards.  For example, a goal of many of these initiatives was increased information availability and increasing information retrieval efficiency.  New applications are being introduced into UNPOs as the business units implement new activities. Unfortunately, for many organisations that operate in increasingly regulated industries or have an institutional mandate to manage information in support of its core mission, focusing on the end of the information life cycle will only bring incremental gains in overall efficiency.  A comprehensive records and information programme that not only manages electronic computer files but manages information from creation through disposition is required in order to realise significant gains in information processing and retrieval costs.
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Software applications such as ERMS, EDMS, content management software (CMS), and knowledge management software (KMS) are all finding their way into business units to help manage the influx of digital information. Many of these initiatives are being implemented in lieu of a comprehensive records and information management programme. The most common reason for this approach is that historically records management and other compliance-oriented activities have been managed from a centralised organisational unit, while efficiency initiatives have been the domain of the individual business managers.  
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As identified above, archival materials are a subset of records, which are a subset of all of the information assets managed by an organisation.  A typical organisation would have as much as 5% of its electronic records classified as being of “archival value”. (See Figure 8).
3.2.1
Documents and Records

In the world of archives and records management, there is a distinction made between a document and a record. An individual may create a number of versions of a contract or programme update reports. These documents go through edits, reviews, and additional changes until they are ready to be circulated to document a decision or finalise the terms and conditions of a contract. Once the work is completed and the document is finalised, it is captured as a record and can no longer be changed. 

ISO 15489, Information and Documentation – Records Management defines a document as “Recorded information or object which can be treated as a unit” and it defines a record as “Information created, received and maintained as evidence and information by an organisation or person in pursuance of legal obligations or in the transaction of business.”

The UNPOs use the term “document” in the same way that other organisations use the term “record.” The “Official Document System” (ODS) publishes minutes of the General Assembly meetings and related “public” information. The introduction to the website states that “ODS covers all types of official United Nations documentation, beginning in 1993 – Official documents of the United Nations.” 

Within the context of the software discussions and definitions that follow, we use the term document as a “work in progress” and records as “evidence of transactions and decisions made.” 

3.2.2
Electronic Document Management Applications

Document management applications were first introduced in the 1980s when digital imaging software provided a method to convert paper files to digital format to facilitate work processes. With the introduction of personal computers into the workplace, document management applications grew to provide the capability to edit, save, search, and retrieve digital documents. They provided the ability to manage versions, support check in-check out functions, and provide access to users within and outside the department but did not have records management functionality. 

NARA has the following definition for an EDMS: 
An electronic document management system (EDMS) is software that manages the creation, storage, and control of semi-structured documents. It consists of several technologies including, but not limited to document management, COLD (Computer Output to Laser Disk), imaging, and workflow.
In part, because an EDMS does not support the preservation of the business context of an individual record (i.e., EDMS systems manage a content item as an individual unit, as opposed to preserving its relationship to a larger group of documents that provide evidence of the same particular organisational function), EDMS systems are not electronic recordkeeping systems.
EDM software:

· Allows documents to be modified and/or to exist in several versions.
· May allow documents to be deleted by their owners.
· May include limited retention controls.
· May include a document storage structure that may be under the control of users.
EDMS capability is increasingly important to many organisations, as a tool for managing work in progress. 

3.2.3
Electronic Records Management Applications

Records management applications were created initially to manage paper records and provided file tracking, classification scheme, and retention schedule application; box management; and oversaw the check-in, check-out features as files were used. As electronic records have begun to replace paper in the workplace and the need for records integrity and reliability has increased, records management software applications have evolved to manage not only paper records but also digital records.  

The UK National Archives requires that ERM systems “...are capable of managing electronic records throughout their lifecycle, from capture and declaration through ‘trusted record-keeping’ to eventual destruction or permanent preservation, while retaining integrity, authenticity and accessibility...”

They make the following delineation between ERMS and EDMS: 
Electronic document management helps organisations to exploit information more effectively and support the immediate operational requirement for business information. Electronic records management supports the medium to long-term information needs of the business, building and maintaining the corporate memory. It manages a corporate filing structure to which records are classified, the integrity and reliability of records once they have been declared as such, and explicit disposal schedules which determine how long records should be kept and how they should eventually be disposed of - for some records by permanent preservation in the National Archive.
The ERM applications:

· Prevents records from being modified.
· Prevents records from being deleted except in certain, strictly controlled circumstances.
· Must include rigorous retention controls.
· Must include rigorous record arrangement structure (the classification scheme) that is maintained by the administrator.

An ERMS is primarily an application for managing electronic records, although it may also be used to manage physical records. It may consist of one package or a number of integrated packages and the requirements will vary from one organisation to another. It is often closely integrated with an EDMS. Technically an ERMS manages records, while and EDMS manages documents (that are not records). However, when especially used to support day-to-day working, it can be difficult to separate their functionality.
  Over the past few years, the document management companies have either merged with or acquired records management software companies and are now integrating document and records management functionality.  The following, partially based on the MoReq (Model Requirements for the management of electronic records) specification, highlights the functional differences between documents and records management software solutions:

	EDMS
	ERMS

	Allows documents to be modified and/or to exist in several versions
	Prevents records from being modified, once classified as a record

	May allow documents to be deleted by their owners
	Prevents records from being deleted except in certain strictly controlled circumstances

	May include some retention controls
	Must include rigorous retention controls

	May include a document storage structure, which may be under the control of users rather than Administrators
	Must include a rigorous record arrangement structure (the classification scheme) that is maintained by the Administrator

	Is intended primarily to support day-to-day use of documents for ongoing business
	May support day-to-day working but is also intended to provide a secure repository for meaningful business records

	Is oriented toward efficiency and consistency in producing business results
	Is oriented towards compliance, protection, preservation, and trustworthiness

	Likely to include other business tools, business process automation/workflow, collaborative tools, business intelligence (data mining), and web content management
	Less likely to include significant business automation toolsets beyond simple document approval workflows


3.2.4
Software Implementation Challenges

As with many technology solutions, EDRMS applications seem to be “the” solution: buy the technology and that will solve the problem of too many digital records. Vendors demonstrate their software, promise to provide a turn-key product, and get the system up and operating. Everything they tell the client is true. They can provide a turn-key solution and they can install the software. But it does not come with YOUR records classification scheme and retention schedules. If those are not in place, then the software is difficult to use.  As described in the Administrative Report section, administration of a digital archive is dependent on policies, practices, and procedures, standards, and roles and responsibilities rather than the software.  The overall administration of the program, such as process, management commitment, financial commitment, and subject matter expertise of the RMS and ICT professionals is the key to success.

At the ARMA
 Canada conference, Bruce Miller
 explained that of 35 IBM RM software installations few are working efficiently, not because of the software but because of the lack of infrastructure, change management, and necessary skills in the organisation to support its implementation. As a result, IBM is now partnering with a number of records management consulting firms to begin to assist organisations in building the necessary infrastructure to support the technology implementation. Caroline Werle
 assists organisations in selecting EDRM software. During a recent discussion with Christine Ardern at an ARMA meeting, she concurred with Bruce Miller’s comments. The vendors with whom Caroline is currently working are stressing the need for an effective records and information management (RIM) infrastructure to support the technology implementation to support long-term preservation requirements.  

3.2.5
High-Level Functional ERMS Requirements

In today’s electronic workplace, UNPOs must begin to ensure that recordkeeping functionality is in place to meet business and legal requirements. Where the UNPOs have existing ERM, EDM, or other business systems that retain records they must be able to be shown to support the following minimal requirements:

	No.
	Minimum Electronic Records Requirements

	1.
	The reliability of the system should be documented and audited by creating and maintaining records of systems operation. 

	2.
	Control measures such as access monitoring, user verification, authorised destruction, and security should be implemented to prevent unauthorised access, destruction, alteration, or removal of records. These controls may reside within a records system or be external to the specific system. 

	3.
	UNPOs will have to prove that any system malfunction, upgrade, or regular maintenance does not affect the records integrity.

	4.
	The system must be in compliance with the business and regulatory requirements that govern the UNPOs.

	5.
	The design and operation of non-EDMS/ERMS business systems must systematise the creation, maintenance, and management of UNPO records.

	6.
	Both EDMS/ERMS and business systems must have accurately documented policies, assigned responsibilities, and formal methodologies for its management.

	7.
	The system must capture and contain complete and accurate representations of all transactions that occur in relation to a particular record.

	8.
	Consideration must be given to the storage media handling procedures and storage systems for records.

	9.
	The system and applications must be designed so that records remain authentic, reliable, and useable throughout system changes, format conversions, and migration between hardware and operating systems or software applications, for the entire period of their retention.

	10.
	Systems and applications must provide timely access and retrieval of records needed in the continuing conduct of business.

	11.
	Systems should apply controls to ensure that the integrity of the records is not compromised.  Audit trails or other methods must demonstrate that records were protected from unauthorised use or access.

	12.
	Non-EDMS/ERMS business systems and applications should facilitate the application and implementation of records retention and disposition or be integrated with the EDM/ERM systems if they manage electronic records. 


Building a digital archive can be analogous to building a house, in that a significant foundation must be laid prior to moving forward with the construction of the living space itself.  In this analogy, a comprehensive records management programme is the foundation and digital archiving is the house that is supported at all points by the foundation.

3.2.6
Conclusions

Archival records are best identified at creation by the creating business unit or UNPO.  The only consistent and repeatable process for identifying records of archival value is through the implementation of a comprehensive records management programme.  This approach will ensure that the management, subject matter experts, ICT professionals, records professionals, and common users are classifying electronic on a daily basis.  As has been previously stated, identifying records requires the common business user to implement the portions of the file classification that relate to their portion of the business.  Since archival items are a subset of records, the only reliable process for identifying items of archival value is to ensure that all records are properly classified and managed.

3.2.7
Recommendations

It is recommended that individual UNPOs or groups of collaborating UNPOs each complete a comprehensive review of their records retention and electronic records management policies, procedures, and systems to ensure they meet the minimum electronic records requirements presented herein.  

The consultants have developed the DAP maturity model (Attachment 1) that should be utilised by individual UNPOs to evaluate their preparedness for moving forward with a DAP.  The underlying assumption is that a comprehensive electronic records management programme will provide the basis for moving forward to digital archiving.  Many of the UNPOs have individually implemented EDMS or content management systems to manage electronic records.  Regardless of the technologies selected for electronic records management, the following metrics must be met to effectively manage electronic records.

3.3
Detailed Functional Requirements 

This section of the report will look at the functional requirements associated with both electronic records management systems and DAP requirements. Digital records of long-term value may be created through email systems, imaging systems, database systems, workflow, document management systems, ERMS applications, or office automation programmes such as Microsoft Office or Lotus Notes.  ISO 15489 states that “The record must be authentic (what it purports to be), reliable (it can be trusted), has integrity (complete and unaltered), and useable (located, retrieved, presented, and interpreted).”

In the case of records of long-term value, not only do the records need to be retained through the DAP but they must also be able to be shown to meet the above criteria from creation to disposition. Using an ERMS will ensure that compliance with the above criteria.

3.3.1
UNPO Software Applications

A number of the UNPOs are currently using records management and document management applications. Based on the digital archive functional criteria and on the list of approved products tested by both the U.S. Department of Defense (DoD) and the UK National Archives, several of the packages meet either the DoD or MoReq electronic records requirements. In light of the recent developments and research to identify functional requirements for DAPs, we believe that additional functionality may be required, beyond that which is currently available in the ERMS products.  

The UN Sec content management initiative has incorporated a number of the elements of the records management specifications into its products specifications. Based on the initial details that we have regarding the project, we have assumed that the successful bidder will support the DAP project requirements. 

UNARMS has developed functional specifications for digital recordkeeping systems based on the MoReq and Public Record Office (UK) requirements documentation. Our observation at this time is that the UNARMS specification incorporates the EDMS and ERMS requirements and provides the necessary foundation to meet the needs of the UNPO to manage digital records.

3.3.2
Functional Requirements Standards

The two specification documents most frequently referenced as best practice to support EDRMS requirements are MoReq
 and DoD 5015.2
 (Design Criteria Standard for Electronic Records Management Applications).  

3.3.2.1  MoReq

MoReq was developed with the support of the European Enterprise Commission’s Interchange of Data Between Administrations programme and describes model requirements for the management of electronic records. It is intended to serve as a tool to help organisations manage their paper and electronic records and is not intended to be prescriptive but flexible to meet a variety of applications. 

The model includes guidelines on document management systems and requirements for managing physical records. It does not provide guidance on implementing an EDMS.

The MoReq requirements were modified for use in the UK National Archives and have been used as a basis for selecting electronic records management software vendors in Great Britain.  A list of the approved vendors is attached as Appendix M.

3.3.2.2  DoD 5015.2

DoD 5015.2 was developed to support the DoD policy that only DoD-compliant products be acquired by DoD organisations. The standard has become a defacto standard in the US for records management software functionality.  DoD 5015.2 defines the basic requirements based on operational, legislative, and legal needs that must be met by RMA products acquired by the DoD and its components. It also defines requirements for ERMS applications managing classified records. 

Appendix N includes a list of products, which have been certified against the DoD criteria, including the component to manage “classified” records. It is our understanding from the interviews and findings in Deliverables 2 and 3 that this is an important consideration in certain areas within the UNPOs.

3.3.3
Conclusions
The functional requirements for a specific technology solution, within a specific organisation or business unit, cannot be developed in isolation. The detailed functional requirements presented in Appendix N would yield a robust technology solution capable of effectively managing the records of any one or a combination of the UNPOs.

The consultants have worked with a variety of organisations in EDRM and content management projects from the development phase of the project through implementation. The projects involve the stakeholders and gather data regarding business needs at the business unit level. The projects also undertake detailed analyses of business processes, digital records and documents created and used, and review the needs of the various user groups with regard to document transmission and receipt. Based on the limited scope of this project, we are only able to provide recommendations regarding best practice tools and generic requirements that can be adapted by the UNPOs to meet their own needs. Performing the detailed analysis to create UNPO-specific requirements should be an initiative undertaken by each of the UNPOs. 

3.3.4
Recommendations
It is recommended that UNARMS compare its functional requirements against the recently developed digital archive functional requirements referenced throughout this report and/or the detailed functional requirements included as Appendix J and incorporate/add components as required.

We recommend that the UNPOs review the UNARMS recordkeeping functional requirements and compare them against the software products they are currently using within the UNPOs to identify gaps.

We recommend that the UNPOs review the version of the related software to determine whether or not that version meets the DoD and MoReq requirements as a base.  

UNPOs should meet with their software vendors to determine if they address the digital archive functionality as defined in the ERA and State of Michigan requirements.  Where the functionality is not supported, it will be necessary to determine how to address the gaps within the products or layer additional products onto the existing system to develop a comprehensive solution.

3.4
Business Application Requirements

3.4.1
Digital Archive Environment

As organisations move to e-business and electronic transactions, the need to capture records from business systems is becoming a concern not only to business but also to application designers and vendors. Major companies, such as Filenet and SAP, are recognising the need to capture records for evidentiary and business purposes and are either partnering with records management solution providers or building their own recordkeeping functionality. Enterprise content management systems are addressing the records and document management requirements in their suite of solutions.

As with all aspects of this changing environment, the solutions are being built as the issues are identified. It will be critical for the UNPOs to monitor the initiatives in these areas as they implement the DAPs.
3.4.2
Current Digital Archive Industry Initiatives

In 2000, the State of Michigan began using an RMA that captures, classifies, and automates the retention of software-dependent electronic records within a centralised repository. In the study, the team concluded that while the RMA is capable of storing and providing access to electronic records, it cannot ensure that they remain accessible as software becomes obsolete. If RMAs are to become truly effective tools for managing the long-term and archival records that organisations create and use, a methodology must be developed to ensure that the records remain accessible for as long as they are needed.  

The project team, made up of representatives from the San Diego Computer Centre and the State of Michigan evaluated the existing DoD Standard 5015.2 for Records Management Applications (version dated June 2002), and developed a standards-based functional map of the features of an RMA that must be retained in the preservation model.
  

Recently, NARA issued its requirements for its ERA application, which focuses on the management of electronic records within an organisation’s archives programme. Its major functions include:

	· Records Management
	· Access

	· Preservation
	· User Interface

	· Archival Storage
	· Administration

	· Security
	· System Characteristics

	· Ingest
	


The intent of the system is to “Authentically preserve and provide access to any kind of electronic record, free from dependence on any specific hardware or software, enabling NARA to carry out its mission into the future.”
 

It further states that: 
Some of the electronic records transferred into the system will remain under the authority and control of their creators for varying periods of time. NARA will assume legal custody of other electronic records. Some of the electronic records will be “temporary” and will be kept in the system only for a finite time, which may vary from a few years to many decades. “Permanent” electronic records will be preserved by NARA forever.
It is important to note that the NARA ERA is not a records management system but rather complements EDMS applications and provides the necessary functionality to support the OAIS model.

It is also important to distinguish the records management functions within ERA from an ERMS. The records management functions within ERA are limited to the activities within the archives, which include:

· Managing disposition agreements.

· Documentation and workflow management for transfer of physical custody of records.

· Documentation and workflow management for transfer of legal custody of records.

· Archival description of the records.

· Managing authority sources.
· Managing records lifecycle data.
· Utilising sample records.

3.4.3
Requirements for Business Systems and Applications

Business applications, such as SAP, Peoplesoft, and IMIS are designed to support the day-to-day activities within the UNPOs systems and may include finance or human resource systems, case management systems, e-business/commerce applications.

As more and more business is transacted and retained electronically, it is critical that recordkeeping functionality be built into business systems that create, capture, and retain records of long-term/archival value, to support the ongoing business activities of the UNPOs. As more functionality is added to business applications and may include workflow, online security, and document management, records will be captured and maintained in these systems and must be accessible for periods specified in the retention schedules. In addition, issues of integrity, reliability, and authenticity must be addressed when systems are acquired and implemented, if they are to replace paper as the major storage component for UNPO records and information. 

Systems that create digital records of long-term/archival value should ensure that records can be retained to meet the UNPO requirements and support accountability. The following technical architecture principles are intended to ensure electronic records created on systems within UNPO support the DAP.

	Principle No.
	Principle

	Principle 1
	All systems or applications will have records management and digital preservation functionality as an integral component to support the records management and DAP/policy. 

	Principle 2
	Electronic recordkeeping and digital preservation requirements should be integrated into business and system design processes.

	Principle 3
	Systems should ensure that digital records are accessible and secure to meet long-term/archival requirements.

	Principle 4
	Digital records should be reliable, authentic, and complete.

	Principle 5
	Digital records should be usable.

	Principle 6
	Full and accurate electronic records must possess the following three essential attributes: content, context, and structure.


Details to support these principles are included in Appendix O.

The issue of building specific requirements for business systems is currently gaining attention, as organisations understand the need to capture information from those systems. At the present time, there are few resources available to reference as best practice. State Records of New South Wales issued its Recordkeeping in Brief Advisory notice in April 2005: Checklist for Assessing Business Systems, 
 which provides an overview of its approach. The NAA is currently developing its Functional Specifications for Recordkeeping Functionality in Business Information Systems (BIS). 

3.4.4
Software Tools That Create/Extract Metadata

There are a number of options to support the metadata requirements.  In this section we will provide information on records management software and applications designed to extract metadata. 

As ERMS applications are designed and updated, they provide an automated method of applying recordkeeping metadata to the digital records and documents captured in them. Software developers are recognising the need to comply with various recordkeeping software requirements and are meeting the standards established over the past few years. Not all aspects of records capture can be automated at this time, however, many of the aspects for recordkeeping metadata can now be captured through the software. State Records of New South Wales, recognising the needs to associate its recordkeeping metadata standards with software application in use in the departments, has created documentation to show how each area in the metadata standard maps to elements in the software application.
 

In developing records management software tools, the vendors have worked closely with the records management community in the design of the descriptive fields, to ensure that the recordkeeping metadata is captured in those fields. The records management functional requirements developed by the UK National Archives and the NAA have incorporated metadata standards as part of the requirements process. 

Records managers and archivists are partnering with ICT developers to identify metadata requirements as new systems are designed or acquired and as software is selected. 

As UNPOs select software for such activities as electronic document management, electronic records management, and content/knowledge management, they should review the metadata requirements with the vendors to determine how much metadata is captured automatically and how much must be entered manually by users.  The following companies provide products that support different levels of automated metadata extraction:

	· Describe This
	· MK Doc

	· Scorpion
	· Reggie

	· Content Mapper
	· Tag-Gen: Dublin Core Edition

	· Illuminet Corpus
	· Hiawatha Island Software Company

	· Metabrowser Server
	· Zebra

	· MetaStar Product Suite
	


Appendix P provides an overview of each of the listed products and describes the packages features and functions as well as provides a URL to the vendor/supplier.  The software vendors have a variety of solutions that meet different organisational requirements. Once the UNPOs have defined their needs in the area of metadata standards, these tools may be suitable for use in different areas.

A review of each of the commercially available metadata extraction products listed above (see also Appendix P) indicates that none of the products will satisfy all of the needs of an OAIS-compliant archive.  For example, many of the products will only extract metadata from a single content type, such as websites, while other products will work only in conjunction with their own proprietary repository.  Further still none of the products will support the use of self-describing XML as a preservation method.  Self-describing XML formats are considered best practice in archival system for content such as email and databases, where content information is separated from the structural information that yields the highest degree of protection from file format obsolescence. Each of the best practice models (such as VERS and NARA ERA) that the consultants researched utilised custom developed metadata extraction tools to create self-describing XML preservation objects.

3.4.5
Tools to Support the DAP Development 

The Digital Preservation Coalition (DPC)
 was established in 2001 to foster joint action to address the urgent challenges of securing the preservation of digital resources in the United Kingdom and to work with others internationally to secure our global digital memory and knowledge base. The coalition makes available online The Digital Preservation Handbook, which was first compiled by Neil Beagrie and Maggie Jones and is now maintained and updated by the DPC. The handbook provides an internationally authoritative and practical guide to the subject of managing digital resources over time and the issues in sustaining access to them. The handbook provides an overview of additional management strategies to be considered and is an excellent resource for all aspects of digital preservation activities.

3.4.6
Digital Repository Management Strategies

In order to have an effective repository, it is necessary to determine what will be captured in it and from what sources. The “ingest” strategy within the OAIS reference model links the digital records in the business units to the digital archive repository. Repository management strategies address such issues as capturing digital records into the digital archive repository. To assist organisations that are implementing the OAIS model develop an “ingest” strategy, Electronic Resource Preservation and Access Network (ERPANET) has prepared an Ingest Strategy
 guidance document.

Increasing quantities of information are presented as digital objects. Storing these objects is no simple matter as it is being found that storing digital objects to ensure access and authenticity is far more complex than for their paper counterparts. Correspondingly, there is a growing need to understand the scope, perspectives, and factors of ingest of digital objects into storage areas. This guidance document is intended to introduce ingest and its role in the development of a digital repository system. Appendix K contains a companion guide and checklist when defining and/or selecting an ingest strategy, presenting a survey of the factors required for consideration.

To further support the OAIS model in the area of receiving digital objects/records and materials from producers, The Committee for Space Data Systems issued Producer-Archive Interface Methodology Abstract Standard (CCSDS 651.0-B-1, May 2004).
 The purpose of the publication is to identify, define and provide structure to the relationships and interactions between an information producer and an archive. It defines the methodology for the structure of actions that are required from the initial time of contact between the producer and the digital archive repository until the records are received and validated by the archive. These actions cover the first stage of the ingest process as defined in the OAIS reference model.

3.4.7
Business Application Conclusions
Given the limited resources available as reference at this time, and in order to define the functional requirements to be applied to business systems and applications, we have used ISO 15489 as a base.  As specified in the standard, the business systems that create records should:

· Routinely capture all records within the scope of the business activity it covers.

· Organise records in a way that reflects the business processes of the records’ creator.

· Protect the records from unauthorised alteration or disposition.

· Routinely function as the primary source of information about actions that are documented in the records.

· Provide ready access to all relevant records and related metadata.

3.4.8
Business Application Recommendations
A full-featured and commercially available digital archive software solution does not exist on the market today.  All of the current digital archive projects and pilot projects are developed as custom software solutions or are the result of a tightly integrated suite of commercially available software products.  As stated previously, a DAP, similar to a comprehensive records management program, rests on a solid foundation of policies, procedures, and roles and responsibilities (e.g., subject matter experts, information and records managers, technologists, managers, etc.), so while the technology and solution sets mature, the UNPOs should endeavour to complete the substantial procedure, policy, and organisational issue and undertake one or more limited scope archival pilot projects.
3.5
UNPO Digital Archive Technical Models

Sustainable records are defined as those electronic objects and their concomitant metadata that defines them as records, which require continued retention by the creating or owning organisation until such time as the records can be destroyed or, where that is warranted, passed to a specialist archive for permanent archiving. If records are to be sustained there must be confidence that the maintained records possess authenticity, reliability, integrity, and usability.

This section of the report provides an overview of the key technical infrastructure requirements needed to specify and implement a sustainable solution for digital records of long-term/archival value.  Details of the infrastructure components are provided in Appendix R.

The consultants developed an OAIS-compliant “Package Model” to describe a highly abstracted view of the components and relationships of the OAIS components (see Figure 9).  The Model consists of the standard OAIS Submission Information Package (SIP), Archival Information Package (AIP), and Dissemination Information Package (DIP).  The following subsection describes the optional variants of the OAIS archive with respect to this new Package Model.
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Figure 9.  OAIS-Compliant UNPO Package Model

As presented in the Administrative Report section, the OAIS model and several referenced compliant models have been broken into the information components: SIP, AIP, and DIP.  The following section will describe in detail the relation of the OAIS information components to the evaluated best practice models Independent, Cooperating, and Federated. 

The Independent Package Model consists of the standard OAIS SIP, AIP, and DIP (see Figure 10).  The Independent Model consists of a single archive, not interacting with any other archives.  Valid SIPs are accepted from authorised users, applications, or via media transfer.  Validated SIPs are archived, as an AIP and maintained over their entire life cycle in the digital archive.  The AIP will evolve over time as media are migrated/replaced, file formats may be migrated/replaced, and metadata changes over the life of the digital object.  Any usage requests for the digital object are satisfied from the archive via a DIP that contains the relevant digital object(s) and associated metadata.
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Figure 10.  Independent Package Model

The Cooperating Package Model consists of the standard OAIS SIP, AIP, and multiple DIPs (see Figure 11).  This model consists of a single archive, with a single ingest process but contains multiple DIPs.  In this model, multiple DIPs take the form of separate access mechanisms or finding aids representing multiple business units, such as UNPOs.  Valid SIPs are accepted from authorised users, applications, or via media transfer from multiple business units/UNPOs.  Validated SIPs are archived in a common repository, as an AIP and maintained over their entire life cycle in the digital archive.  As in other derivations of the Package Model, the AIP will evolve over time as media are migrated/replaced, file formats may be migrated/replaced, and metadata changes are incorporated over the life of the digital object.  Usage requests for the digital object are satisfied from business unit/UNPO specific DIPs that contains the relevant digital object(s) and associated metadata.  Each DIP is customised to the needs and requirements of the UNPO and is accessed via finding aids specific to that business unit/UNPO.

[image: image15.png]Information

Records

Archival
Items.




Figure 11.  Cooperating Package Model

The Federated Package Model consists of multiple OAIS SIPs, multiple AIPs, and the creation of both local and global DIPs (see Figure 12).  This model consists of a multiple archives interacting with one another under the guidance of a common governing body.  Valid SIPs are accepted from authorised users, applications, or via media transfer from each business unit/UNPO and are archived, as an AIP in a business unit/UNPO archive.  AIPs are maintained over their entire life cycle in the digital archive and AIP will evolve over time as media are migrated/replaced, file formats may be migrated/replaced, and metadata changes over the life of the digital object.  Any usage requests for the digital object from local consumers are satisfied through a business unit/UNPO specific DIP, while requests from global consumers will be satisfied from a separate DIP that contains the relevant digital object(s) and associated metadata defined for global consumers.
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Figure 12.  Federated Package Model
The following subsections provide requirements and in some instances selection criteria that form a baseline, which sets out the minimum necessary requirements to maintain a credible electronic archive that possess the attributes of authenticity and integrity over time.  UNPOs will need to consider their own specific business needs and context in determining their own requirements and whether to implement an independent, cooperating or federated archive. These generic requirements must be tailored by adding specialist business needs and selecting from alternative requirements according to corporate policy and practice.

The detailed UNPO DAP model architecture (Figure 13) presents a more detailed view of an independent OAIS archive, identifying in much further detail the relationship between the solution components.  The Cooperating and Federated views of the archive, as defined earlier in this section, can be represented by adding additional ingest, access, and/or archive components. The major functions of the OAIS model are all represented as interrelated components of the overall archive.  The exact architecture selected for a pilot or production archive although abstracted is represented by this model.  
As stated previously in this report, a commercially available OAIS compliant archive in not available on the market today.  The implementation options available to the UNPO at this time include:
·  A fully custom developed solution, such as the approach taken by NARA ERA.
·  A highly integrated suite of software components.
·  The creation of a limited scope pilot centred on a limited set of archival document types.
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Figure 13.  Detailed UNPO DAP Model Architecture

Regardless of the direction taken by each individual UNPO, the organisation as a whole should look to standardise and share resources around common technologies and products.  For example, preservation formats for similar document types can be shared amongst UNPOs.  The associated technologies for extracting metadata, persistent database storage of metadata, and archival storage should be leveraged to obtain economies of scale, when negotiating pricing and obtaining service contracts and/or hiring staff.
The detailed DAP Model Architecture defines all of the relationships between functional components, however it is impossible at this point to determine which of the detailed functions will be self-contained within a specific software offering.  For example, an industry standard Content Addressable Storage solution may require a database in order to manage unique object identifiers, media preservation, and disaster recovery information while a competing product may manage this via XML stored within the file system.  
3.6
Digital Archive - Security Requirements

Security includes authorisation at all levels of ingest, access, and administration between users and the archive, between archival repository components, and between the archive and outside systems.  Security includes intruder detection in conjunction with the archives audit components and detailed access controls that enable the administrator to manage the ingest, creation, and access levels of groups of individuals.  As depicted in Figure 13, the overall security function wraps all other model components and is present at all access points.  The security layer utilises the data management and admin layers in performance of its objectives.
Information security is of paramount concern with respect to the reliability and continued operation of the digital archive.  The security component of the model will create an envelope around the entire digital archive and is the single component that is involved in each and every transaction of the archive whether external or internal.  Each archive solution or technology product must be evaluated with respect to its ability to provide sufficient security to the transaction, but since security is so integral to every transaction, the acceptance of authentication standards and communication protocols should be strictly adhered to so to ensure smooth and efficient long-term operation of the archive.
While the security layer must be present at all levels, it must conform to a long-term view of the data.  Over the life of the archives, individuals will come and go.  Systems will change and the methods of authentication will change.  For example, today’s systems typically use a combination of username and password to access a system.  Tomorrow’s systems may use some type of biometric reading (fingerprint, retina, etc.).  Therefore a reliable, trusted third-party security verification (i.e., Certificate Authority) should be deployed to ensure that the communication between the producer and the archive can be trusted.  This process is outlined in the PAWN system of the ADAPT model, where a producer authenticates to a trusted third party and that third party is then trusted by the archives.  The relationship between the producer and the third party can change rapidly over the life of the archives, while the relationship between the third party and the archives remains in stasis. 
Security and access control if not managed centrally and efficiently can greatly increase both the software and administration costs of any complex computer system, such as a digital archive.
3.6.1
High-Level Security Requirements

The following minimal high-level requirements should be utilised when identifying technology components within the DAP architecture:
	No.
	High-Level Security Requirements for a Digital Archive

	1.
	The digital archive must protect the assets it contains, as well as the system itself, from an environmental, physical, and/or unauthorised use or access threats.  

	2.
	The digital archive security includes both protecting assets from inappropriate access and damage, and ensuring continuing and ready access to assets by authorised users.  

	3.
	The digital archive will receive and store electronic records with a hierarchical set of security and access restriction levels.  

	4.
	Ability for information discovery and content access and presentation, with an automatic enforcement of authorisation and security policies, throughout the lifecycle of each object.

	5.
	The digital archive must recognise the security and access restriction levels of incoming electronic records, and segregate and protect them based on their security and access restriction levels.  

	6.
	The archive must provide the necessary security infrastructure to allow secure transfer of bit streams between the producer and the archive.

	7.
	The archive must be able to integrate with third-party security and authentication tools to ensure efficient and secure access by users and application. 

	8.
	The archive must provide for seamless authentication and security between archival components, such as data management components, storage management components, etc., and the application. 

	9.
	The archive must provide the option of integrating with third-party directory protocols, such as LDAP. 

	10.
	The archive must utilise audit and tracking mechanisms to monitor record use and ensure compliance with documented policies and procedures.


3.7
Digital Archive - Ingest Requirements

In order to operate a comprehensive digital archive, the ingest functions must include options for authorised users, applications, and administrators to provide SIPs for management by the archive.  SIPs that originate in business applications (SAP, Ixos, TRIM, etc.) may take the form of push (where the business application is the initiator) or the form of pull (where the archive initiates the action) (see Figure 14).  As such, the ingest function consists of electronic documents and records being exported and imported across platforms. In order to achieve this effectively, the system must ensure that objects are uncorrupted copies and where appropriate the preexisting access permissions and other record management metadata applied to the folders and documents, contained within the exporting application, are mapped to provide the same level of functionality upon ingest into the importing application. The process of defining, designing, and implementing these rigorous processes will require significant funding and technical expertise on behalf of subject matter experts and technology professionals.  The ingest processes must also account for any failure during the copy or map such that a warning should automatically display either on screen or through the generation of an exception report detailing the specific exceptions. The system must include further controls to ensure that all electronic objects and metadata expected are received and successfully imported for manual, push, and pull operations. 

Producers can be business unit/UNPO users, systems, and or administrators that are given authorisation to utilise the ingest processes of the system.  Ingest processes are required to identify and record the appropriate semantic and syntactic properties of the object. Each digital object submitted to the archive via a SIP, will include the following components (see Figure 15):


Figure 14.  Ingest Details
· Content Information (CI), which consists of the digital or binary file or files for preservation.

· Preservation Description Information (PDI), which consists of any information that will allow the understanding of the CI over an indefinite period of time.

· Packaging Information (PI), which contains all of the information that binds all of the other ingest components into a specific medium.

· Descriptive Information (DI), which contains information that will help users to locate and access information via finding aids during the access functions of the archive.


Figure 15.  SIP Model

Long-term preservation begins when the object is created, and hence the details of this step are crucial to the lifecycle management of the digital objects. The ingest strategy must dictate the procedures and mechanisms required to acquire and retain information at a specified quality at a specified period in time. An ingest strategy is never considered to be complete. Over time, as new formats, technologies, and standards are defined, the ingest strategy will grow in both complexity and sophistication
 and must include periodic review and update. The activities of the archive must remain financially sustainable in the long term.

3.7.1
High-Level Ingest Requirements

The following minimal high-level requirements should be utilised when identifying technology components within the DAP architecture:

	No.
	High-Level Ingest Requirements for a Digital Archive

	1.
	The ERMS must provide the capability to transfer the archival records with all attributes (i.e., mandatory and populated nonmandatory) to the archival system.

	2.
	It provides an interface for bitstream organisation and metadata editing.

	3.
	It accepts checksums/digital signature, system metadata and other client-supplied descriptive metadata. It tracks which bit streams have been transferred to the archive.

	4.
	Automatic harvesting of descriptive metadata (e.g., email headers) as necessary.

	5.
	Provide enough temporary storage for incoming SIPs until they can be replicated into a digital archive and validated.

	6.
	In order to achieve this effectively the system must ensure that objects are uncorrupted copies and where appropriate the preexisting access permissions and other record management metadata applied to the folders and documents, contained within the exporting application, are mapped to provide the same level of functionality upon ingest into the importing application.

	7.
	The digital object must contain the essential features that capture what is being preserved, and should include behavioural information about its lifecycle management and preservation. 

	8.
	If required the system must be able to accept electronic objects separately from their metadata; associate these; reconcile and report any inconsistencies (e.g., missing or repeated objects or metadata).


3.8
Digital Archive – Storage Management Requirements

Storage management will need to reference existing standards and best practice but the critical factors include:

· Choosing the appropriate storage method (e.g., magnetic optical, type and format of tape, or disk, on-line, near-line, or off-line etc.).

· Creating appropriate environmental storage conditions and methods. 

· Media monitoring, refreshment, and migration.

The system must be able to retrieve components (and any metadata associated with them) using the unique temporary component identifier. This must include the ability to retrieve individual components or components with unique temporary component identifiers falling in a given range.

The system must not allow users to delete objects but rather allow the archivist to control the deletion or metadata updates, subject to the control of the administrator.  Deletion in this context includes deletion of all on-site and off-site copies.  If an object is stored on write-once media, deletion of the index for an object will be acceptable as deletion of the object. 

3.8.1
Management of Back-Up and Security Copies

The system must have the capacity to manage back-up libraries and security copies in accordance with specific requirements set out in the above-referenced Appendix R.

3.8.2
Avoidance of Media Degradation 

To avoid loss or corruption of the records through degradation of the storage media over time it will be necessary to establish a media refreshment regime that will involve rewriting the records to the same media type required by the storage strategy to ensure continued readability. This needs to be undertaken at regular intervals in accordance with the timescales determined in the storage strategy. These intervals should not however exceed the periods recommended by the manufacturer of the media for the refreshment of that type of media.

The system should monitor the use of storage media, flag reminders to the system administrator, and copy objects from any media that are approaching the end of their anticipated life to fresh media. The system should also monitor media for degradation to identify any deterioration that may have arisen during its active live. 

Where the information is considered to be particularly sensitive or it is subject to a security classification over-writing of the media is not considered an adequate solution in itself. The media should be physically destroyed as part of a controlled process. If such classification of data exists, then it should be stored on separate storage from the unclassified information so that when the data is disposed of the media on which it is stored can be physically destroyed or in the case of magnetic media overwritten as part of a controlled process.
The storage of digital materials for long-term preservation is almost as important as the format that the material is stored in.  There are a number of electronic preservation techniques available such as Content Addressable Storage or Write Once Read Many optical storage.  Both optical and magnetic storage systems have their limits in terms of how long they can store information before the archived material must be “refreshed.”  However, Content Addressable Storage is unique in that it does allow the storage of a limited amount of metadata along with the archived object and it generally operates on massively redundant magnetic storage systems.  It is this massive redundancy that allows for continuous refreshes and protection against a single point of failure in the digital archive system.

3.8.3
High-Level Storage Requirements

The following minimal high-level requirements should be utilised when identifying technology components within the DAP architecture:

	No.
	High-Level Storage Requirements for a Digital Archive

	1.
	The storage system must assign a unique identifier for each bitstream to be archived, which is unique within a collection.

	2.
	The storage system must employ efficient risk management and disaster recovery mechanisms either from technology degradation and failure, or natural disasters such as fires, floods, and earthquakes, or human-induced operational errors.

	3.
	The digital archive will support automated media maintenance and tools to recover data from failed media.  The capability for migration of stored data to new media volumes and media types to improve efficiency or reliability is needed.

	4.
	The storage system must employ media management to ensure physical integrity of all stored data;

	5.
	Media that are expected to be available and supported in the market for as long as they need to be retained;

	6.
	The storage system must employ media that are supported by bit error detection and reporting, as well as by strong error-correction mechanisms.


3.9
Digital Archive – Preservation Planning Requirements

The cornerstone of a best practices in preservation policy is periodic technology review, followed by incorporation of new standards (see Figure 16).

3.9.1
Software File Format Obsolescence

In the future it is likely that the software formats of some or all objects being preserved will become obsolete. As the sustainable systems evolve through new generations of hardware and system software, it may become impossible, or undesirable, to retain the objects in their original formats; in this event, it will be necessary to take other steps to ensure their preservation.


Figure 16.  Preservation Planning Policy

3.9.2
Technical Preservation Strategies

There are varying opinions on which preservation strategy is the most effective and the solutions differ from one organisation to another. The NAA has designed its own software to capture digital records into a standardised XML format;
 the National Library in the Netherlands has partnered with IBM to test the Universal Virtual Computer model as its preservation strategy;
 The UK National Archives has made a decision to keep digital records in their native application and maintain a central registry of file formats and software applications to support that decision.
 The digital preservation method selected may vary from one UNPO to another, based on their resources, infrastructure, etc. However, no one solution will meet all the digital preservation needs. 

Some options for technical preservation strategies include:

	· Emulation
	· Format Standards and Normalisation

	· Migration
	· Bitstream Copying

	· Encapsulation
	· Software Registries


A more detailed overview of digital preservation options is provided as Appendix Q.
3.9.3
Management of Format Conversion and Renditions

The system must be able to convert objects into a preferred sustainable or interoperable format at any point in time after importation if they are not already in the designated format.

The system must associate copies of different formats of the same object, preserving each separately while retaining the association between them.

The system must be able to import objects that are related to objects already imported, and must, in this case, update the metadata of all relevant objects to reflect the correct relationships.

The system may have to import a part of a record imported previously. In this case the system must update the part’s metadata with information about the record and must update the record’s metadata with information about the part. At time of import, the system must deduce and store sustainable metadata from the objects being imported.

3.9.4
Management of Relationships 

The system must not discard records after migration to a new format without the authorisation of the records manager. In some circumstances it will be necessary to maintain copies of the records in both the newly migrated format and the older format. Whenever any action is taken that changes an object in any way (such as a migration), the system must record this change in the appropriate metadata element(s). The metadata elements include history elements and elements that relate different manifestations of the digital object.

3.9.5
Reproduction of Electronic Records

Any solution will have to deliver or reproduce copies of records upon demand to authorised users in a form that meets the business requirement. 

The system must generate a report of why a request for a record and/or information about a record could not be satisfied in whole or in part. Detailed functional requirements will need to articulate the services that would define a compliant reproduction and presentation system and the criteria against which the outputs could be evaluated.

3.9.6
High-Level Preservation Requirements
EPRANET has developed a concise set of selection criteria that each UNPO should employ in determining the optimal preservation strategy for each class of archival item identified in their record retention schedule, as follows:

	No.
	High-Level Preservation Requirements for a Digital Archive

	1.
	Maturity:  The identified technology must be fully developed and already have demonstrable systems in productive use by similar organisations. 

	2.
	Experience:  The preservation method(s) must have verifiable experiences in applying the technology for the preservation of similar objects.

	3.
	Spread : The technology should be widespread enough to guarantee that it will be supported by the manufacturers and/or consortiums during the desired lifespan of the preservation system.

	4.
	Standardisation (open specifications):  The technology should be based on standards and the specifications and deposited with a independent and trusted third party in case of the dissolution or downfall of the manufacturers. 

	5.
	Reliability:  The technology must work reliably and its reliability must be verified against outside sources. 

	6.
	Modularity and Flexibility:  The solution should be scalable and simple to add new components at low cost.

	7.
	Costs:  It is important to include not only the price of system components, but all cost of implementing and maintaining the system. 


3.10  Digital Archive – Administration Requirements

3.10.1  Procedures Development

Costs carry a primary role in the developing of digital preservation policies; in fact, factors such as outsourcing, financial plan, technical infrastructure, staffing, and training can weigh heavily on an organisation’s budget and so an organisation is called to undertake a cost-benefit analysis concerning its investment in digital preservation. The resources available can be used to develop specific services related to the preservation function, which has in any case evaluated with reference to its feasibility in terms of reasonable costs, such as technical training, standards and best practices, consultant services, cooperative or shared storage/access/preservation facility, and model policies. 

3.10.2  Reporting

Upon request the system must generate reports of records received, listing each object and the received components for storage as a component of the administrative function of the archive. 

3.10.3  Authenticity

In certain circumstances it will be necessary for UNPOs to provide copies of sustained records together with a certificate or attestation of authenticity that one or more records are authentic. Logically this would be undertaken by the person or persons responsible for the active maintenance of the sustained records and could take the form of a document, an attachment, or an annotation, which attests to the authenticity of one or more records.

In order to determine the basis of authenticity it will be necessary to identify the information that indicates whether records can be considered as authentic. This will have to be founded on the basis of how the records creator addressed the requirements for authenticity up through the time when the records were imported into the sustained environment. Alternatively, authenticity could be verified through corroborating evidence. Where records were stored or created within an EDRMS environment this can be in addressed by the record management metadata held within the XML schema.

3.10.4  Security Rights, Access Standards, and Procedures

The system must provide the capability to specify and allocate access permissions. Any object within the archive must have the capacity to have an individual access control protocol assigned to it. The overall security architecture should be based on open standards (PKI, X.509, GSI, etc.) and distributed trust management as established in the PAWN implementation of the ADAPT model.  It enables mutual authentication, confidential communication, and requires no or minimum user intervention.  The producer will require a Certificate Authority (CA), or use a preexisting one that is trusted by the receiving servers at the archive. The producer’s CA will track current valid certificates and assign a unique certificate for each client that will supply data. At the archive, the receiving server will verify connecting clients by checking their certificates against the producer CA certificate in the same way a web browser verifies a bank's certificate against a commercial CA such as Verisign
. 

 In addition, the system must be able to store objects classified up to highest security classification applied to the records held within the system. The design and operation of the system is to follow normal UNPO guidelines for this classification. The system must protect objects containing personal data consistent with data protection legislation. The system must have the capability to interface with applications that have lower security levels, maintaining its security level at all times.

3.10.5  Audit Controls

The system must automatically maintain an audit trail of all actions carried out on all objects and all changes of system configuration or metadata configuration.  The system must store its audit trail securely in a manner that ensures it cannot be changed or deleted.

3.10.6  High-Level Administration Requirements

Administration of an OAIS compliant digital archive includes both management (policy and procedures) and technical (system administration) responsibilities.  The requirements listed below reflect those activities that correspond to the system administration and enforcement of policy and procedures (such as security and access control policy).  The following minimal high-level requirements should be utilised when identifying technology components within the DAP architecture:
	No.
	High-Level Administration Requirements for a Digital Archive

	1.
	Each preserved digital object must contain sufficient information to enable the application of long-term preservation policies and to handle its lifecycle management.

	2.
	Efficient management of technology evolution, both hardware and software, and in particular, the handling of technology obsolescence.

	3.
	Efficient mechanisms to ensure the authenticity of content, context, and structure of archived information throughout the preservation period.

	4.
	Ability for information discovery and content access and presentation, with an automatic enforcement of authorisation and security policies, throughout the lifecycle of each object.

	5.
	Scalability in terms of ingestion rate, capacity, processing power, and the speed at which users can discover and retrieve information regarding context.

	6.
	Systems should apply controls on access to ensure that the integrity of the records is not compromised through audit trails or other methods to demonstrate that records were protected from unauthorised use or access.

	7.
	The digital archive will maintain an event log.  All system events will be eligible for logging but NARA can configure the log functionality by specifying what type of events to log and the retention period for types of log entries.  The event log will provide the information necessary for an audit trail of system and user initiated activities.  

	8.
	Reporting capability will be provided.  A number of predefined reports will be supported.  Reports can be saved.  Ad hoc reporting will be available.

	9.
	The capability to perform end-to-end system testing is needed.  The monitoring of the system state, and the capability to adjust system parameters, is required.  

	10.
	The degree to which audit and tracking is utilised to monitor record use and ensure compliance with documented policies and procedures and an auditable record of use is maintained.

	11.
	Determine minimum information levels to be captured within the management audit trail for each process.


3.11  Digital Archive - Data Management Standards

Data management establishes and deploys the roles, responsibilities, policies, and procedures pertaining to the acquisition, maintenance, dissemination, and disposition of data. To succeed, a data management programme requires a partnership between the business and technology groups. The business areas are responsible for establishing the business rules that govern the data and are ultimately responsible for verifying the data quality. The IT group is responsible for establishing and managing the overall environment—architecture, technical facilities, systems, and databases—that gather and house data throughout the enterprise.

Currently, package descriptions are stored in persistent storage such as database management systems to enable easy, flexible access and update to the contained associated descriptions. All the information needed for the operation of an archive could be stored in databases as persistent data classes. The archive administration information represents the entire range of information required for the day-to-day operation of the archive. This information includes:

· Policy information that provides pricing information and availability constraints for ordering archived information.

· Request tracking information that records the progress of each user transaction with an archive. The request tracking process can be very complicated, involving database events and triggers, or as simple as a flat file tracking order requests.

· Security information that includes user names and any passwords or other mechanisms needed to authenticate the identity and privileges of archive users.

· Event based order information that provides the information needed to support repeating or future requests.

· Statistical information needed by archive administration and management to determine future policies and performance tuning for more effective archive operation. Examples of these statistics include the number of times an AIP was ordered over a time period and the average time between receiving an order request and shipping the requested holding.

· Preservation process history information that tracks the migrations of AIPs, including media replacements and AIP transformations.

· Customer profile information that enables the archive to maintain facts such as user name and address to avoid the user having to reenter these facts each time he enters a request.

· Accounting information that includes the data necessary for the operation of the archive as a business. The accounting data include payroll data, accounts payable data, and accounts receivable data.

The most significant factors in determining the metadata requirements of a specific item of archival value are the preservation method and the access methods employed.  The preservation method selected for an item can have an enormous impact on the magnitude of metadata that must be captured and maintained over that items lifecycle.  For example, a single email will need to have its content information separated from the format and structural information.  To fully describe the business record, all of the delivery and header information will also have to be separated out as metadata.  The access method plays a significant role in affecting the amount of metadata that must be captured for each digital archival item, in that sufficient metadata must be captured to satisfy all of the finding aids that will be utilised by consumers of the archive.  For example, if the digital archive supports a finding aid that allows email archival items to be retrieved based on both the both the organisational unit that originated the email and the organisational unit(s) that received the email, then all of this information would need to be captured during the ingest process.  To further illustrate this example, the organisational unit of people within the UN may be able to be automatically inferred by email address when compared against a validated list of organisational units and users say perhaps in an LDAP network directory. However, for all individuals (both senders and recipients) outside of the UN, this information would have to be capture manually at the ingest process. 
3.11.1  High-Level Data Management Requirements
The following minimal high-level requirements should be utilised when identifying technology components within the DAP architecture:
	No.
	High-Level Data Management Requirements for a Digital Archive

	1.
	The digital archive will provide tools to automatically extract and manage records lifecycle data from electronic records themselves, from sources such as disposition agreements and templates, and from other sources, for all types of records.  

	2.
	Information about electronic records will sometimes be received with those records.  Additional information will accumulate throughout the records’ lifecycle.  The digital archive must provide the capability to collect and manage this information.

	3.
	Management of the workflow and documentation for the transfer of physical custody and the transfer of legal custody, are activities that must be supported by the digital archive.  

	4.
	These tools must support the storage of archival objects in which the metadata is encapsulated in the digital object and preservation objects in which all metadata is stored as data.

	5.
	This software will manage descriptive, preservation, and administrative metadata, and will make use of indexing schemes to support fast access to the data.

	6.
	These tools must support archival appraisal to determine the value of the electronic records, as well as the development and management of the disposition agreements that implement the results of appraisal.


3.12  Digital Archive - Access Standards

The Access layer of the archive, manages the finding aids and is the sole mechanism for archival users to request and obtain archival objects.  Access to all archival objects is managed through the OAIS Dissemination Information Package.  The DIP will consist of archival objects and their associated metadata.  The access layer must present a coherent view of archival objects, while the actual archival objects and metadata can be stored via a number of distributed or virtualized configurations.  The access layer of the archive must be tightly integrated with the security layer to ensure that users are only presented with the archival objects, data, and functionality for which they have been specifically assigned.  As described in Section 3.5, the access layer may be duplicated across the archive if one or more UNPOs select the Cooperating and/or Federated Models.

In general, finding aids consist of Search Tools, Browseable Classifications, and File Plans.  Retrieval of an archival item is predominately based on two factors 1.) the full text index of each item is indexable, and 2.) the metadata associated with the archival object.  The Cooperating Model Access Layer.

Each preservation method selected and supported by the archive will also have a significant bearing on the access layers features and functions.  For example, the use of emulation technologies would require the digital archive to manage file type relationships with the specific emulation engines of each archival object.  Similarly, if Format Standardization, such as PDF-A was selected as a preservation format, the digital archive would only have to manage the common task of launching the Acrobat viewer in a web browser.

3.12.2  High-Level Access Management Requirements
The following minimal high-level access requirements should be utilised when identifying technology components within the DAP architecture:
	No.
	High-Level Access Management Requirements for a Digital Archive

	1.
	The archive shall provide the capability to re-present the original content, context, and structure of the electronic record.

	2.
	Accurate presentation and output is central to the digital archive’s purpose.  The authenticity of the electronic record must be maintained during presentation and output.  

	3.
	Appropriate metadata must be available as finding aids to locate and request digital archival objects from the archive.  

	4.
	Providing access entails both providing users with access to anything they are entitled to receive, and preventing unauthorised access to restricted contents.  

	5.
	Providing access to the digital archive’s assets requires search capabilities for discovering records, as well as all other assets contained in the system.  

	6.
	The archive must ensure that any specified behaviour that is an essential characteristic of the archival object shall remain functional when the electronic record is presented or output by the digital archive.  

	7.
	The archive must ensure that an appropriate set of metadata that is associated archival object is available to the user on access.  This minimally includes the descriptive and preservation metadata sets and may include additional metadata depending on the preservation method employed.


3.13
Technical Report Conclusions
Archival records are best identified at creation by the creating business unit or UNPO.  The only consistent and repeatable process for identifying records of archival value is through the implementation of a comprehensive records management programme.  This approach will ensure that the management, subject matter experts, ICT professionals, records professionals, and common users are classifying electronic on a daily basis.  As has been previously stated, identifying records requires the common business user to implement the portions of the file classification that relate to their portion of the business.  Since archival items are a subset of records, the only reliable process for identifying items of archival value is to ensure that all records are properly classified and managed.

The consultants have determined that the biggest limiting factor to moving forward with the implementation of a digital archive is the lack of a comprehensive records management program.  Once a comprehensive records management program is in place:

· Specific record series can be accurately identified as being of archival value.
· A single UNPO or group of cooperating UNPOs can define accurate lists of archival items.

· Specific preservation methods be selected utilising both the minimum functional requirements presented in this Technical Report section and the best practice models referenced and explained in the Administrative Report section.
In today’s technology environment, the selection of one or more preservation methods has been determined to be key to the implementation of a digital archive solution.  This determination is based on the following:

· Metadata is a crucial component of the archival object.

· The amount and structure of metadata is highly dependent on the preservation method.

· The ingest functions of the archive must be developed/selected to accommodate the type and structure of metadata resulting from the preservation method.

· The access functions of the archive must be developed/selected to accommodate the type and structure of metadata resulting from the preservation method.

· That the metadata extraction and management tools available on the market today represent the most immature segment of digital archival technologies.

Many of the remaining archive components (access, ingest, security, storage, etc.) are directly related to the metadata management functions of the archive.  Additionally, a majority of the technologies upon which these functions can be accomplished have matured in the ERM/EDM markets.

Based on our findings in Deliverables 2, 3, and 4, we feel that none of the UNPOs are ready for the implementation of a production digital archive.  Each UNPO needs to focus attention on developing and implementing comprehensive digital RM programmes, raising the awareness of the need for digital RM, further refining the list of archival items, and aligning the managerial, financial, and technical resources before the DAP is to be effective.  After the UNPOs have aligned these managerial and financial resources and a decision is reached on the functional DAP model, either a centralised IT programme group or individual UNPO IT staff can utilise the tools contained herein to determine the appropriate supporting architecture for the digital archive repository. 

3.14
Technical Report Recommendations
A full-featured and commercially available digital archive software solution does not exist on the market today.  All of the current digital archive projects and pilot projects are developed as custom software solutions or are the result of a tightly integrated suite of commercially available software products.  As stated previously, a DAP, similar to a comprehensive records management program, rests on a solid foundation of policies, procedures, and roles and responsibilities (e.g., subject matter experts, information and records managers, technologists, managers, etc.), so while the technology and solution sets mature, the UNPOs should endeavour to complete the substantial procedure, policy, and organisational issue and undertake one or more limited scope archival pilot projects.
We recommend that the UNPOs each review the Technical Model section in its entirety, then undertake the completion of the following activities:

· Complete the DAP Maturity Model included as Attachment 1.  

· Develop a Task Force to select one or more archival preservation methods.
· It is recommended that individual UNPOs or groups of collaborating UNPOs each complete a comprehensive review of their records retention and electronic records management policies, procedures, and systems to ensure they meet the minimum electronic records requirements presented herein.  
· It is further recommended that UNARMS compare its functional requirements against the recently developed digital archive functional requirements referenced throughout this report and/or the detailed functional requirements included as Appendix N and incorporate/add components as required.

· We recommend that the UNPOs review the UNARMS recordkeeping functional requirements and compare them against the software products they are currently using within the UNPOs to identify gaps.

· We recommend that the UNPOs review the version of the related software to determine whether or not that version meets the DoD and MoReq requirements as a base.  

· UNPOs should meet with their software vendors to determine if they address the digital archive functionality as defined in the ERA and State of Michigan requirements.  Where the functionality is not supported, it will be necessary to determine how to address the gaps within the products or layer additional products onto the existing system to develop a comprehensive solution.

· Implement one or more digital archive pilot project(s), based on available technologies that exist in the market that will support the selected preservation methods.

· Each UNPO or the UN as a whole should identify and implement common security procedures and protocols.
· Each UNPO should develop storage standards, such as Content Addressable Storage, that can support a future DAP implementation.
While there is a desire to establish digital archive repositories, the basis for such a programme within the UNPOs has not matured from an RM and or technology perspective to the degree necessary to undertake a production DAP implementation.
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Figure 8.  Archival Information
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