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Security Rights and Access
T.1
Virus Checking:

All VEOs will be checked for viruses in two stages. An initial scan will be performed in the staging area prior to the VEOs being stored in Documentum. If the VEOs fail the initial scan they will be loaded into the VCS Docbase (Workshop). VEOs passing the initial scan and the validation rules will be placed into the Internal Inbox (DA Docbase). Once the objects are moved to Quarantine (DA Docbase), another virus scan will be performed before moving from quarantine to processing. Any virus infected VEOs detected in quarantine will be moved to the VCS (Workshop) Docbase.

Virus scanning will be performed as follows:

· File objects identified as VEOs will have the encoding extracted and decoded from base-64.

· Each encoding will be scanned by the virus engine.
· Control of the virus scanning process, including explicit control of the virus engine, will be performed by the digital archive application. Virus scanning will take place on the *** server initially using the CA eTrust AntiVirus product.
· The appropriate business rules will be applied if a virus is detected. Control of the virus scanning engine will be performed via the OPSWAT API. The API is an ultra thin programme layer that allows vendor independent, fine grain control of the virus engine. The API will allow the CA eTrust AntiVirus engine to be replaced or used in conjunction with an additional virus engine/s without changing the application logic. The digital archive will utilise the ‘in-memory’ scanning capability of the OPSWAT API to optimise the scanning of base-64 encoded content within the VEO objects. All Windows based servers will have the CA eTrust AntiVirus engine installed and configured for scanning of local disks. The *** server should however be configured, to report viruses only and real-time scanning disabled, to avoid deletion of VEOs during the checking process. Also the virus scanning engine on the external inbox server *** should be configured to exclude scanning of the document root where sets are transferred from agencies.

T.2
Authentication and Authorisation
All Digital Archive users will be maintained in an LDAP directory located on the content server. The Digital Archive users fall into two broad categories: Documentum and Non-Documentum. The principle difference between the two categories equate to the use of purchased Documentum licences. The Digital Archive project has licences for 100 full access and 370 read only users. These licences have been allocated to PROV staff and agencies accordingly.

In order to support public access of 50,000+ users, all public users will be classified as Non-Documentum user accounts and will utilise a generic Documentum licence when accessing the Digital Repository.
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Figure 4 - Authentication and A uthorisation Model





Notes:

1. All user credentials will be transferred using the HTTPS protocol.
2. Passwords will be stored in encrypted format in the LDAP directory.

3. Account information for agency transfers will be set up on the external inbox using Apache Http Server’s native authentication realm and subsequently removed after the transfer is completed. The authentication model for the Digital Archive has three domains; internal application, external application and external inbox. The authentication mechanism is unique for each domain and is described by the scenarios below.
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Public or agency users accessing the external application
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Public users logging into the external application
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Agency users logging into the external application
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PROV users logging into the external application
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PROV users logging into the internal application
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Agency users logging into the external inbox

T.3
Logging

Logs will be written to a Syslog Server.

1. Documentum

· The WDK applications generate logs using Log4j (Apache). The applications will be configured to write to the syslog server.

· Documentum Content Server/Docbroker will write logs to the local file system in temp/logs.

· The output from scheduled Jobs is classified into reports and logs. Standard Documentum jobs will produce output in report format which are stored within the Docbase for which they are running. The Digital Archive application jobs will, in addition to the reports, produce application logging to the syslog server.

2. Java / Web Applications

· Will use Log4j (Apache) for logging.

· All logs will be written to the syslog server.

3. Infrastructure components
· Components include the Firewall and Radware WSD.
· All logs written to the syslog server.

Encryption
1. HTTPS will be used to encrypt user credentials during login.

2. VEOs will not be encrypted in the Centera CAS. The CAS has the highest integrity of any  part of the system. However a decryption key will need to be stored outside of the CAS. If lost the VEOs would also be lost.
3. Data transmitted entirely within the DA data room will not be encrypted.

Security Domains
This section describes the Digital Archive Security domains. Each domain has a different level of trust and the transition of data from a lower to a higher trust level is controlled. The following diagram shows the security domains, their level of trust and the transitions between them.
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Notes:

1. The format of the data under services is “Hardware Name:Software Module – Permissions in the domain”.

2. Server connections are made:
a. Within a domain.
b. From a higher trusted domain to a lower trusted domain only.
3. It is assumed that virus’ are dormant whilst Base64 encoded within a VEO.
4. Virus infected Non VEO objects.
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PROV Website Integration

The new Digital Archive external application will be ‘integrated’ with the existing website using the following techniques:

1. The external interface will be constructed using the existing website’s ‘look and feel’ including the same header, footer and ‘left hand side’ navigation menu.

2. A URL will be added to the PROV website to link users to the Digital Archive external interface, which will be ‘served’ from the DA public web application servers. Therefore public and agency users will be able to navigate seamlessly between the websites.

Performance Monitoring

The web application servers will write performance logs using log4J. These can be used to provide detailed information on the performance of the system. However they will not show end to end performance or availability. To measure this would require robots running at remote sites, which is not included in the scope.
Storage Replication to the Secondary Site

VEOs stored in the digital repository will be kept under a ‘permanent storage’ regime which will ensure that VEO objects are never lost. The permanent storage is based on EMC’s Content Addressable Storage (CAS) and includes a secondary CAS stored at the Digital Archive secondary site at Noble Park. The primary CAS will replicate all changes to the secondary site. A VEO object will only be considered to be in permanent storage when the object has been replicated to the secondary CAS unit. A Documentum job will be used to verify the existence of VEO objects on the secondary CAS. The Digital Archive will also contain a primary and secondary NAS located at PROV and Noble Park respectively. The NAS will contain all of the non-Digital Repository content and all of the metadata for VEOs in the Digital Repository. The NAS will also contain additional storage areas for the staging, scratch and maintenance. Only those storage areas requiring back-up will be replicated to the secondary site. The partitions to be replicated are shown below.
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Figure 6 NAS Configuration

Notes:

1. Network capacity to secondary site is 2 Mbits/second.
2. The network impact of changes to the database, and production Documentum partitions will be low.

3. VEOs, of average size 1 MB, will be transferred to the secondary CAS at a minimum rate of 6 per minute.

· Approximately 1 Mbit of network capacity.

· This assumption is not directly related to NAS but affects the network usage of the link to the secondary site.

· If VEOs are transferred from the Docbase to the primary CAS faster than 6 per minute then the replication queue could become lengthy. This should not be a problem as the requirement to store to permanent storage at 6 VEOs per minute would still be met. The system administrator should monitor this CAS replication queue to ensure it is operating correctly.

· VEOs, of average size 1MB, will be transferred from staging area to production and work docbases no faster than 6 per minute.

· Approximately 1 Mbit of network capacity.

· This assumption is required in order that the replication of the docbases can keep up with disk changes. Having a substantial queue of NAS changes would be considered a problem as the time at which a consistent replica would be written to the secondary site could not be pre-determined and may be substantially longer than 15 minutes.

· Hence the application code will need capability of throttling the rate of transfer.

Email

The EMC equipment uses email to notify first level support at EMC of potential problems. These emails will be sent directly via the Internet connection. Email may be used for other purposes which will be determined during detailed design. These potential uses include:

· Alerting the system administrator about issues.
T.4
Calimera Security

Network security
Network security involves the use of middleware, a layer of software between the network and the applications. It provides services such as identification, authentication and authorisation, and includes encryption software etc. Much of this guideline deals with network security. 

A DMZ (“demilitarised zone”) is “middleware”, usually a firewall or multiple firewalls, which adds layers of security between a trusted internal network and an untrusted external network such as the public Internet. 

Firewalls 

A firewall can work two ways: it can protect the server and the resources from outside hackers and it can prevent users from inside the organisation from accessing certain sites. A decision must be made as to what traffic will be allowed through the firewall, for example only e-mail could be allowed in, and both e-mail and the results of web searches could be allowed out. Once the allowable traffic has been defined, the firewall can be set to block all undefined traffic. This will occasionally stop new, legitimate, traffic but this is preferable to allowing unknown traffic in which could cause damage to the network. 

Antivirus Software 

Viruses, spam etc. can still get through legitimate “holes” in a firewall, for example via e-mail. One common way of spreading viruses is through attachments to e-mails, so all staff should be trained to be suspicious of attachments sent with unsolicited e-mails or from unrecognised senders. All staff should be trained: 

· Never to open suspicious attachments and to delete them immediately, and then empty the “trash can” to double delete them.
· Never to forward any spam, or junk e-mail and to delete it immediately.
· Always to scan floppy discs/CD-ROMs for viruses before using. Downloading arterial from the Internet to a computer’s hard disk can also be a source of viruses, as can floppy disks brought in by users. 

· Provide public access to the Internet only allow downloading to floppy disks which they sell and which have been pre-formatted and checked for viruses, or else they require users to submit their disks for virus checking before use. 

Anti-virus software, anti-spam software and anti-spyware software are all readily available to purchase or as freeware and should of course be installed and kept up-to-date. The EC has brought in a directive in an effort to control spam (Directive 2002/58/EC on privacy and electronic communications, 12 July 2002). (Directive 2002/58/EC on privacy and electronic communications, 12 July 2002).
User Authentication 

The first step in protecting resources is knowing who the users are. CCTV (Closed Circuit Television) can be installed to keep a physical watch on users. It is possible to install a Customer Relations Management System (CRM) which can log customers, track their usage, and store details of all their interactions with the organisation whether by e-mail or telephone. Originally used for marketing purposes by commercial organisations, CRM systems have many potential uses in the cultural heritage sector including keeping track of customers for security purposes by automating registration and licensing systems etc. 

A user registration system is useful to keep track of users of sensitive or valuable material or material whose use is restricted by copyright etc. An Acceptable Use Policy (AUP) can be incorporated into the registration system, which users are required to read and agree to (usually by ticking a box) before being allowed access to the network. If they accept the conditions of access they will normally be legally bound by any restrictions. If copyright or licensing is an issue it is useful to include this in the AUP. A typical AUP will include: 

· A description of the service provided and the resources accessible.
· Who is able to use the service.
· Information about any charges.
· Whether access is filtered.
· Ethical and legal information e.g. about copyright etc.
Developing your Acceptable Use Policy contains useful guidance and examples. Example policies can also be found on the SANS (SysAdmin, Audit, Network,Security) Institute web site.

A user registration system should be accompanied by a user authentication system which will check the user’s identity, e.g. by asking for an e-mail address and then issuing a username/ID and password which must be used to access the collection. This type of user authentication is relatively simple and cheap but is only really suitable for low level security since: 

· Passwords may be distributed by users to their friends etc.
· Passwords may be stolen or borrowed.
· Passwords can be guessed, particularly when users choose passwords such as birth dates.
· Users often write down their passwords.
· Some computer viruses can capture IDs and passwords.
· Passwords travelling over the network are becoming increasingly prone to "eavesdropping."
To guard against these threats: 

· The number of times a user can attempt to login can be limited and/or the time allowed for typing in the password can be limited.
· Servers can be set so that the last login name is not displayed – this is important in public areas where someone could watch a user type in their password.
· Registered users can be required to change their passwords on a regular basis.
· “Guest accounts” can be disabled; staff passwords used for administrative purposes should be changed regularly. There are other user authentication systems which offer greater security but are more expensive, such as. 

· Encrypted passwords.
· IP (Internet Protocol) filtering, in which the server compares the IP address of the user against a list of known IP addresses and no password is required. There are disadvantages to this system as the growth of dynamic IP addressing by many Internet Service Providers is making it very difficult to manage a list of approved IP addresses, and also IP authentication is difficult to check for mobile users and users behind firewalls.
· A combination of password and IP filtering. 

· Biometric authentication systems e.g. fingerprints or iris recognition. 

· Smartcards – user authentication in the near future will probably be done by local or central government agencies which will issue members of the public with an all-purpose form of identification, probably some kind of smartcard containing biometric information, which will give holders access to a range of services including museums, libraries and archives.

Identification systems can be bought off the peg e.g. the Athens Access Management System, an access management system controlling access to online databases, and Kerberos, a network authentication protocol which uses secret key cryptography. For an overview of user authentication systems see Authentication mechanisms – which is best? by Marilyn Chun. 2002, or An Overview of Different Authentication Methods and Protocols by Richard Duncan. 2001.

Licenses 

Another way of controlling who uses digital resources is by having a licensing system. Licensed users will usually pay a subscription; sometimes there are different levels of subscription based on the licensed use of the resources, e.g. educational use might be cheaper than commercial use. Licensing systems can be expensive to implement so it is sensible to ascertain that there is likely to be a sufficient number of people willing to subscribe to make this level of security a worthwhile investment.  Licences might also govern access to resources not owned by the institution. For example a library might subscribe to the online versions of periodicals and reference works the use of which is controlled by a licence with the publisher. E-books could be supplied in a similar way.
User registration and authentication systems can also help to protect digital images while they are being transmitted over the network. If an encryption system such as Public Key Cryptography, which employs an algorithm using two different but mathematically related "keys," one for creating a digital signature or transforming data into a seemingly unintelligible form, and another key for verifying a digital signature or returning the message to its original form, is used, then the images will only be accessible by users who have the right “key”. 
Digital Rights Management 

DRM may be defined as the automated management of IPR (Intellectual Property Rights) and the secure delivery of digital content to users. A DRM system can: 

·  prevent unauthorised alteration and copying. 

·  deal with licensing arrangements. 

·  support payment systems such as pay-per-view and subscriptions. 

·  work effectively with all types of digital format. A DRM system may incorporate and make use of technologies such as digital watermarks, steganography, Self Protecting Documents (system owned by ContentGuard Incand Automated Payment Systems. 

A Digital Asset Management (DAM) system (see the guideline on can manage the entire process from acquisition of a digital entity through to long-term preservation, including description, retrieval and all aspects of security, and so can incorporate a DRM system. However, DAMs are expensive and usually only feasible for large organisations and projects. (system owned by ContentGuard Inc.), and Automated Payment Systems.

Cryptography 

Uses mathematical techniques to scramble text or images into ciphertext (a process called encryption), then back again (known as decryption) so that: 

· The information cannot be understood by anyone for whom it was not intended. 

· The information cannot be altered in storage or transit between sender and intended receiver without the alteration being detected. 

· The sender of the information cannot deny at a later stage that they sent it. 

· The sender and receiver can confirm each other’s identity and the origin and destination of the information. 

Digital Signatures

Are attached to electronic messages to verify that the senders are who they say they are. They are created and verified by Public Key Cryptography. For a description of how these work see the American Bar Association’s Digital Signature Guidelines Tutorial. The World Wide Web Consortium and the Internet Engineering Task Force are working on an XML digital signature. 

Digital Watermarks 

Cannot stop images being downloaded but they can prove ownership and provenance of the images. They can be visible or invisible or a combination of both. Visible watermarks are easier and cheaper to implement, but also tend to spoil the look of the image, so are not ideal for works of art etc. They do however eliminate the commercial value of a copy to a potential thief without preventing legitimate use. Invisible watermarks are less of a deterrent to theft but increase the likelihood of proving that an image has been stolen after the event. More advanced invisible watermarking systems will place the mark on the image at the time of access by the user. Further information can then be added to the mark such as the name and contact details of the user, time of downloading, and agreed copyright details etc. Similar techniques can be used on audio and video media. Another type of watermark is a 'fragile' watermark. This is embedded in the image but is so 'fragile' that it will be lost if the image is in any way changed or modified, so its presence will prove that the image is totally original and has not been tampered with in any way. For information about digital watermarks and fingerprints see Purloining and Pilfering by Linda Cole].Some simple alternatives to digital watermarks include: putting a logo or URL on a corner of an image which shows origin or ownership of the image. Removing such a mark would not be difficult, but would break the copyright agreement and render the user vulnerable to prosecution if discovered; automatically inserting a copyright notice and other relevant information whenever an image is downloaded. Again, removing this would not be difficult but would break the image copyright agreement. Purloining and Pilfering by Linda Cole.

Steganography 

Literally “covered writing”, steganography in the digital arena involves hiding information inside something else, usually an image but it could be any digital format such as a piece of recorded sound. Two files are required, the cover image which will hold the hidden data, and the data to be hidden. The two files combine to make a stegoimage which requires a key to decode it. For a description of steganography see Johnson, Neil F. and Jajodia, Sushil: Exploring steganography: seeing the unseen.1998. Other ways to protect images include: 

· Disabling the right click mouse function or context menu, which contains a “save picture” option. 

· Compressing the file format to reduce image quality. 

· Using thumbnails of images which are visible to everyone, and making full size images available only to registered users and/or protecting the full size image by encryption, watermark etc.

Automated Payment Systems 

If the institution sells goods or services over the Internet, by telephone or mobile device then a secure system which protects the details of a customer’s credit or debit card is essential. This will involve a Payment Gateway which communicates with the customer’s bank. There are many commercial suppliers of such systems.

SSL (Secure Sockets Layer)
Is a protocol that transmits data over the Internet in encrypted form. It is generally used for protecting sensitive data such as credit card details so is essential if goods or services are to be sold over the Internet. For details see Introduction to SSL. S-HTTP (Secure HTTP) also transmits data securely over the Web, but is designed for individual messages only whereas SSL can deal with huge amounts of data. TSP (Transport Layer Security) is regarded as being even more secure. 
Authenticity and Integrity 

There is no universally accepted definition of authenticity, but it broadly means that the preserved copy should be as much like the original as possible. This is a particularly important issue for archives, where the connections between documents must be preserved to assist with interpretation. For example, writers and academics need to be confident that references cited will stay the same over time, lawyers need evidence which is trustworthy in a court of law, and governments need to be able to trace how decisions were made, etc. For a discussion on the importance of authenticity see Gladney, H.M. and Bennett, J.L.: What Do We Mean by Authentic? What's the Real McCoy in D-Lib Magazine, vol. 9, no. 7/8. July/August 2003. 

Archivists and historians are concerned that, with the proliferation of records only available in digital format, the ability to provide authentic sources might be lost to future generations. In the analogue world, the preserved item usually is the original, although copies may be made for use in order to prevent damage from handling etc. In the digital world the preserved item will be a copy of some sort since there is no physical artefact. As it is dependent on technology for access, over time this copy will be subject to many changes in order to ensure that it is still accessible on new technologies. It is therefore crucial that metadata is preserved with it to define its authenticity, and ideally this should be created simultaneously with the information. For discussions on the challenges posed by authenticity and integrity see Integrity and authenticity of digital cultural heritage objects. Digicult Thematic Issue 1, August 2002. 

The British Standards Institution (BSI) has published BIP 0008:2004 Code of practice for legal admissibility and evidential weight of information stored electronically, which gives guidance on all aspects of Electronic Document Management (EDM) including: 

· Whether or not to keep paper originals (where these exist). 

· How to ensure that all relevant evidence is captured from original documents, including metadata. 

· How to develop and implement a security policy. 

· What to do in the event of a breach of security; etc. There is a useful guide to this: Legal Admissibility and Evidential Weight of Information Stored Electronically–What are the benefits of implementing the Code of Practice by Alan Shipman. 

There is also an international standard ISO/TR 15801:2004: Electronic imaging --Information stored electronically -- Recommendations for trustworthiness and reliability, which describes the whole life cycle of a stored electronic document from initial capture to eventual destruction where the issues of trustworthiness, reliability, authenticity and integrity are important. 

Various methods of ensuring authenticity of digital resources exist, including: 

·  Hiding data in the object to reveal its source, such as digital watermarks and digital signatures (see above).
·  The creation of trusted digital repositories.
·  Registration of unique document identifiers.
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