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Q.
To Support Digital Preservation Strategies

The following is an excerpt from the Cornell University Digital Preservation Tutorial

Q.1
Digital Preservation Strategies

Many digital preservation strategies have been proposed, but no one strategy is appropriate for all data types, situations, or institutions. Below is a brief tour of the range of current options.

Bitstream Copying—is more commonly known as "backing up your data," and refers to the process of making an exact duplicate of a digital object. Though a necessary component of all digital preservation strategies, bitstream copying in itself is not a long-term maintenance technique, since it deals only with the question of [image: image1.png]Did Lo Fnow
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data loss due to hardware and media failure, whether resulting from normal malfunction and decay, malicious destruction or natural disaster.

Bitstream copying is often combined with remote storage so that the original and the copy are not subject to the same disastrous event. Bitstream copying should be considered the minimum maintenance strategy for even the most lightly valued, ephemeral data. 

Refreshing—to copy digital information from one long-term storage medium to another of the same type, with no change whatsoever in the bitstream (e.g. from a decaying 4mm DAT tape to a new 4mm DAT tape, or from an older CD-RW to a new CD-RW). "Modified refreshing" is the copying to another medium of a similar enough type that no change is made in the bit-pattern that is of concern to the application and operating system using the data, e.g. from a QIC tape to a 4mm tape; or from a 100 MB Zip disk to a 750 MB Zip disk. Refreshing is a necessary component of any successful digital preservation programme, but is not itself a complete programme. It potentially addresses both decay and obsolescence issues related to the storage media.

Durable/Persistent Media (e.g., Gold CDs)—may reduce the need for refreshing, and help diminish losses from media deterioration, as do careful handling, controlled temperature and humidity, and proper storage. However, durable media has no impact on any other potential source of loss, including catastrophic physical loss, media obsolescence, as well as obsolescence of encoding and formatting schemes. Durable media has the potential for endangering content by providing a false sense of security.

Technology Preservation—is based on preserving the technical environment that runs the system, including operating systems, original application software, media drives, and the like. It is sometimes called the "computer museum" solution. Technology preservation is more of a disaster recovery strategy for use on digital objects that have not been subject to a proper digital preservation strategy. It offers the potential of coping with media obsolescence, assuming the media hasn't decayed beyond readability. It can extend the window of access for obsolete media and file formats, but is ultimately a dead end, since no obsolete technology can be kept functional indefinitely. This is not a strategy that an individual institution can implement. Maintaining obsolete technology in usable form requires a considerable investment in equipment and personnel.

Digital Archaeology—includes methods and procedures to rescue content from damaged media or from obsolete or damaged hardware and software environments. Digital archaeology is explicitly an emergency recovery strategy and usually involves specialized techniques to recover bitstreams from media that has been rendered unreadable, either due to physical damage or hardware failure such as head crashes or magnetic tape crinkling. Digital archaeology is generally carried out by for-profit data recovery companies that maintain a variety of storage hardware (including obsolete types) plus special facilities such as clean rooms for dismantling hard disk drives. Given enough money, readable bitstreams can be often be recovered even from heavily damaged media (especially magnetic media), but if the content is old enough, it may not be possible to make it renderable and/or understandable.

Analog Backups—combines the conversion of digital objects into analog form with the use of durable analog media, e.g., HD Rosetta or the creation of silver halide microfilm from digital images. An analog copy of a digital object can, in some respects, preserve its content and protect it from obsolescence, while sacrificing any digital qualities, including sharability and lossless transferability. Text and monochromatic still images are the most amenable to this kind of transfer. Given the cost and limitations of analog backups, and their relevance to only certain classes of documents, the technique only makes sense for documents whose contents merit the highest level of redundancy and protection from loss.

Migration—to copy data, or convert data, from one technology to another, whether hardware or software, preserving the essential characteristics of the data. This simple definition, by Peter Graham, captures the essence of migration, as well as its [image: image2.jpg]he impact
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ambiguity. To some, migration is used interchangeably with refreshing, but as stated by the authors of Preserving Digital Information
Migration is a broader and richer concept than "refreshing" for identifying the range of options for digital preservation. Migration is a set of organized tasks designed to achieve the periodic transfer of digital materials from one hardware/software configuration to another, or from one generation of computer technology to a subsequent generation. The purpose of migration is to preserve the integrity of digital objects and to retain the ability for clients to retrieve, display, and otherwise use them in the face of constantly changing technology. Migration includes refreshing as a means of digital preservation but differs from it in the sense that it is not always possible to make an exact digital copy or replica of a data base or other information object as hardware and software change and still maintain the compatibility of the object with the new generation of technology.

Migration theoretically goes beyond addressing viability by including the conversion of data to avoid obsolescence not only of the physical storage medium, but of the encoding and format of the data. However, the impact of migrating complex file formats has not been widely tested. One of the most comprehensive studies to date is "Risk Management of Digital Information: A File Format Investigation." Some have criticized migration on the basis that neither the authenticity nor the integrity of a digital document can be ensured. 

Replication—is a term used to mean multiple things. Bitstream copying is a form of replication. OAIS considers replication to be a form of migration. LOCKSS (Lots of Copies Keeps Stuff Safe) is a consortial form of replication, while peer-to-peer data trading is an open, free-market form of replication. In each case, the intention is to enhance the longevity of digital documents while maintaining their authenticity and integrity through copying and the use of multiple storage locations.

Reliance on Standards—is to software what durable media is to hardware. It seeks a way to "harden" the encoding and formatting of digital objects by adhering to well-recognized standards and favoring such standards over more esoteric and less well-supported ones. It assumes in part that such standards will endure and that problems of compatibility resulting from the evolution of the computing environment (applications software, operating systems) will be handled by the continuing need to accommodate the standard within the new environment. For example, if JPEG2000 becomes a widely adopted standard, the sheer volume of users will guarantee that software to encode, decode, and render JPEG2000 images will be upgraded to meet the demands of new operating systems, CPUs, etc. Like many of the strategies described here, reliance on standards may lessen the immediate threat to a digital document from obsolescence, but it is no more a permanent preservation solution than the use of gold CDs or stone tablets.

Normalization—is a formalized implementation of reliance on standards. Within an archival repository, all digital objects of a particular type (e.g., color images, structured text) are converted into a single chosen file format that is thought to embody the best overall compromise amongst characteristics such as functionality, longevity, and preservability. The advantages and disadvantages of reliance on standards also apply to normalization.

Canonicalization—is a technique designed to allow determination of whether the essential characteristics of a document have remained intact through a conversion from one format to another. Canonicalization relies on the creation of a representation of a type of digital object that conveys all its key aspects in a highly deterministic manner. Once created, this form could be used to algorithmically verify that a converted file has not lost any of its essence. Canonicalization has been postulated as an aid to integrity testing of file migration, but it has not been implemented.

Emulation—combines software and hardware to reproduce in all essential characteristics the performance of another computer of a different design, allowing [image: image3.png]Most emulators
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programmes or media designed for a particular environment to operate in a different, usually newer environment. Emulation requires the creation of emulators, programmes that translate code and instructions from one computing environment so it can be properly executed in another.

A widely-known, general purpose emulator is the one built into recent versions of the Apple Macintosh operating system that allows the continued use of programmes based on an earlier series of CPUs no longer used in Apple computers. However, most emulators available today were written to allow computer games written for obsolete hardware to run on modern computers.

The emulation concept has been tested in several projects, with generally promising results. However, widespread use of emulation as a long-term digital preservation strategy will require the creation of consortia to perform the technical steps necessary to create functioning emulators as well as the administrative work to assemble specifications and documentation of systems to be emulated and obtain the intellectual property rights of relevant hardware and software. Encapsulation—may be seen as a technique of grouping together a digital object and metadata necessary to provide access to that object. Ostensibly, the grouping process lessens the likelihood that any critical component necessary to decode and render a digital object will be lost. Appropriate types of metadata to encapsulate with a digital object include reference, representation, provenance, fixity and context information. Encapsulation is considered a key element of emulation.

Universal Virtual Computer—is a form of emulation. It requires the development of "a computer programme independent of any existing hardware or software that could simulate the basic architecture of every computer since the beginning, including memory, a sequence of registers, and rules for how to move information among them. Users could create and save digital files using the application software of their choice, but all files would also be backed up in a way that could be read by the universal computer. To read the file in the future would require only a single emulation layer—between the universal virtual computer and the computer of that time." (excerpted from MIT Technology Review, "Data Extinction," by Claire Tristram, October 2002

Q.2
Emulation Strategies

Q.2.1
Introduction

Many libraries and archives are in the process of ‘going digital’. The advantages of digital technology are well known and its adoption by libraries and archives seems inevitable, inexorable and well-motivated. Yet the fact remains that several key issues concerning the long term preservation of digital technologies remain unsolved. Two key problems are the fragility of digital media (its ‘shelf life’ compared with, say, non-acidic paper is extremely short) and, perhaps even more intractable, is the rate at which computer hardware and software become obsolete. Many cases have been cited in which valuable data has already been lost because of obsolescence. Moreover, as of today no one knows how to ensure the long-term preservation of multimedia documents nor how to ensure the integrity of documents that may have many links to other documents that may be anywhere in the world. For a brief overview of some digital preservation issues see [1] and [2]. These problems have, of course, been exercising the library and archive communities for some time but as yet no one solution or set of solutions has been reached. Solutions need to be found urgently if we are not to sink in what Rothenberg [4] calls ‘technological quicksand’

Q.2.2
Emulation

Given the problems just outlined, the dominant approach to digital preservation has been that of migration. Migration is the process of transferring data from a platform that is in danger of becoming obsolete to a current platform. This process has both dangers and costs. The notable danger is that of data loss, or in some cases the loss of original functionality or the ‘look and feel’ of the original platform. For these reasons, some have seen emulation as an alternative and superior strategy. The essential idea behind emulation is to be able to access or run original data/software on a new/current platform by running software on the new/current platform that emulates the original platform. What are the issues with respect to emulation as a digital preservation strategy? See Figure 1

Q.2.3
Technical Approaches

If emulation is to be adopted, the first question is what is to be emulated? Three options are: 

· Emulate applications 

· Emulate operating systems 

· Emulate hardware platforms 

Q.2.4
Content

It is here that emulation has its strongest attraction. One of the issues for digital preservation is what needs to be preserved in addition to the pure intellectual content of a digital object. In some cases the ‘look and feel’ of a digital object may be important, as may its interactivity. The fear is that migration to new platforms may lose these aspects, and that emulation may be the only strategy for preserving them. This problem is exacerbated, of course, by the increasing use of more complex digital objects (multimedia and hypermedia).  Some analysis needs to be undertaken to provide a framework for examining the issue of when these aspects of digital objects are important, with a view to providing data for a cost-benefit analysis for the justification of the likely additional costs of preserving these complex aspects of digital objects.
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Figure 1

Q.2.5
Legal/Organizational

Intellectual Property Rights (IPR) issues may well be involved in emulating either operating systems or applications. It seems almost certain that the costs of emulation will mean that emulation will not (if unsupported) be an option for every user. This will be one part of a case for wanting trusted organisations that can undertake the work and make this available for others to use. Of course the nature and cost of these organisations are major issues but not issues that only effect emulation.

Q.2.6
Other Issues

Also likely to be important for emulation as a preservation strategy are the issues of standards and open specifications. An ‘open environment’ and the adoption of standards are likely to make emulation more feasible and cost-effective.  It is highly probable that metadata will play a key role in any emulation strategy -- defining precisely what this metadata should be and in what format is likely to be a major task. 

Q.2.7
Rothenberg’s Views of Other Approaches

Reliance on hard copy- As a simple method of preserving a digital document, why not print it out and save it as hard copy? Rothenberg rightly points out that this is not a complete solution since some multimedia documents cannot be properly printed out at all and any interactivity a document possesses will be lost. It is worth noting, however, that if one’s sole concern is with the intellectual content of a document and the document is of a fairly simple nature (a word processed document that can be read by a current word processor) this at least provides some form of security. It is also worth noting that preservation strategies have often accepted loss of some of the characteristics of the originals (microfilm loses both the texture and colour of the original). Rothenberg’s attitude seems to be that if we can’t have everything, we can’t have anything. 

Reliance on standard- sRothenberg discusses claims made on behalf of relational databases that this provided a kind of lingua franca; since the same mathematical model (Codd’s) underlies them all, any can be translated into any other. This, as he points out, is limited by the fact that some relational databases use proprietary features. Worse still, ‘paradigm shifts’ -- such as that from relational databases to object orientated ones -- can bypass or make irrelevant accepted standards. These points are valid, but Rothenberg says that "…standardization sows the seeds of its own destruction by encouraging vendors to implement non-standard features in order to secure market share." ([4], p.10) This seems to me a very odd apportioning of blame. It is surely not the fault of standardization if vendors implement non-standard features; it is the fault of the vendors. Vendors have exacerbated the problem of digital preservation, and users need to fight back. Of course, it suits vendors to make everyone constantly upgrade hardware, software and operating systems, and not to worry about backward compatibility, but this does not make such behaviour good for users.

Reliance on computer museums - The idea that computer museums be established, where old machines would run original software to access obsolete documents (Swade 1998 [12]) is highly problematic for several reasons that Rothenberg cites. These include:

· It is unlikely that old machines could be kept running indefinitely at any reasonable cost. 

· Old digital documents (and the original software needed to access them) will rarely survive on their original digital media. The obsolete document would therefore have to be read by an obsolete machine from a new medium for which that machine has no physical drive, no interface, and no device software. The museum approach would therefore require building unique new device interfaces between every new medium and every obsolete computer in the museum as new storage media evolve, as well as coding driver software for these devices, which would demand maintaining programmeming skills for each obsolete machine. 

· Computer chips have a limited life-time. 

· Rothenberg does see two possible minor roles for computer museums in digital preservation: testing emulators and helping data recovery.

Reliance on migrationIn his report [4] at least, Rothenberg is extremely scathing about migration. He provides a whole list of reasons why he believes migration to be inadequate as a digital preservation strategy. Rothenberg states that migration is:

· Labour intensive 

· Time-consuming 

· Expensive 

· Error-prone 

· Risky (causing lost or corrupted information) 

· Non-scalable

and that migration can require new solutions for each new format. This is a formidable list and in my view there is some justice in all of the points made, but I think two things need to be borne in mind:

1 - Migration has been the only serious candidate thus far for preservation of large scale archives. (Emulation has been used in some marginal cases, but currently no major archive will adopt emulation as its primary digital preservation strategy).

2 - Not all of the points apply with equal force all of the time, with migration many of these claims will vary on a case-by-case basis. Moreover, one has to ask, "Labour intensive, expensive, etc.," compared with what? It is impossible to evaluate these claims against Rothenberg’s vision of emulation since so much of it remains, as he says, a long way off. 

Q.2.8
The Ideal Solution

Rothenberg’s idea of the ideal solution is certainly demanding:

"…an ideal approach should provide a single, extensible, long-term solution that can be designed once and for all and applied uniformly, automatically, and in synchrony (for example, at every future refresh cycle) to all types of documents and all media, with minimal human intervention. It should provide maximum leverage, in the sense that implementing it for any document type should make it usable for all document types. It should facilitate document management (cataloging, de-accessioning, and so forth) by associating human-readable labeling information and meta-data with each document. It should retain as much as desired (and feasible) of the original functionality, look, and feel of each original document, while minimizing translation so as to minimize both labor and the potential for loss via corruption. If translation is un-avoidable (as when translating labeling information), the approach should guarantee that this translation will be reversible, so that the original form can be recovered without loss.

The ideal approach should offer alternatives for levels of safety and quality, volume of storage, ease of access, and other attributes at varying costs, and it should allow these alternatives to be changed for a given document, type of document, or corpus at any time in the future. It should provide single-step access to all documents, without requiring multiple layers of encapsulation to be stripped away to access older documents, while allowing the contents of a digital document to be extracted for conversion into the current vernacular, without losing the original form of the document. It should offer up-front acceptance testing at accession time, to demonstrate that a given document will be accessible in the future. Finally, the only assumptions it should make about future computers are that they will be able to perform any computable function and (optionally) that they will be faster and/o cheaper to use than current computers."

Even supposing that this ‘ideal approach’ is feasible, doubts would remain, I think, about whether it would be required in all cases. Would the ‘ideal approach’ be the most cost effective solution for any and all requirements?

How Should Emulation Be Achieved?


The major parts of Rothenberg’s approach to emulation are:

· developing generalizable techniques for specifying emulators that will run on unknown future computers and that capture all of those attributes required to recreate the behavior of current and future digital documents; 

· developing techniques for saving -- in human-readable form -- the metadata needed to find, access, and recreate digital documents so that emulation techniques can be used for preservation; and 

· developing techniques for encapsulating documents, their attendant metadata, software, and emulator specifications in ways that ensure their cohesion and prevent their corruption. 

This list implies a very ambitious plan of work and would seem to imply very large overheads. Rothenberg provides a diagram (see Figure 2) which shows how much needs to be encapsulated:
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Figure 2

First, the information that has to be encapsulated comprises the document and its software environment. Central to the encapsulations is the digital document itself, consisting of one or more files representing the original bit stream of the document as it was stored and accessed by its original software. In addition, the encapsulation contains the original software for the document, itself stored as one or more files representing the original executable bit stream of the application programme that created or displayed the document. A third set of files represents the bit streams of the operating system and any other software or data files comprising the software environment in which the document’s original application software ran. The second kind of information is an emulator specification which is supposed to: 

"…specify all attributes of the original hardware platform that are deemed relevant to recreating the behavior of the original document when its original software is run under emulation." [4] 

This will include:

"….interaction modes, speed (of execution, display, access, and so forth), display attributes (pixel size and shape, color, dimensionality, and so forth), time and calendar representations, device and peripheral characteristics, distribution and networking features, multi-user aspects, version and configuration information, and other attributes." [4] 

The third kind of information to be encapsulated consists of explanatory material, labeling information, annotations, metadata about the document and its history, and documentation for the software and (emulated) hardware included in the encapsulation.

Admittedly, some of this information can be represented by pointers to the information stored in a centralised repository, but it is nevertheless a daunting list, especially since no one currently knows how to produce some of the information (e.g., how does one produce an emulator specification?) Rothenberg himself acknowledges that there could well be IPR issues with respect to operating systems for example.

What should be emulated?Rothenberg argues that -- normally at least -- what should be emulated is the hardware platform on which an application runs rather than emulating an application or emulating an operating system. This raises quite a large number of issues. With respect to multimedia systems, for example, the number of possible configurations is very large -- consider the rapid rate at which the speed of CD ROMs changed. I suspect that a mere 2x speed CD ROM drive is now practically an obsolete piece of equipment. How many changes in sound cards have there been? There have at least been the changes from 8 bit to 16, 32 and 64 bit, without taking into account the difference in the quality of speakers that different people will have had. The preservation of the precise quality of a given multimedia production would be a formidable challenge.

Q.2.9
Discussion of Rothenberg

Rothenberg’s approach is highly theoretical and one could almost say ‘absolutist’; it seems that nothing short of a complete, once and for all solution will satisfy him. His approach does not seem to concern itself with particularities of the immediate context. In some ways this is admirable, but to my mind it raises great doubts about the feasibility of his approach. Aside from questions about the technical feasibility of the approach, there are equally large doubts about its practical cost-effectiveness. The Task Force report [1] recognised the need for ‘trusted organisations’ on a number of grounds. It seems to me that were such organisations to be created, one of their roles could be to provide support for emulation -- under certain well defined conditions. I believe that this would be essential to make Rothenberg’s approach work since it seems highly probable that only if such institutions were created could the overheads implied by the approach be met. But, of course, the creation of such institutions will necessarily have to be a political one -- which argues against the kind of one-off complete theoretical solution that Rothenberg demands. Equally important, Rothenberg’s approach also will come up against political issues when it comes to IPR issues. The theoretical nature of Rothenberg’s approach does not seem to recognise that the current situation we are in could be described as a ‘digital jungle’. The extreme pace of technological change is exacerbating the challenge of digital preservation. Digital preservation problems were created when the world moved much more slowly -- from now on it is going to get much tougher.

Q.2.9.1  Emulation as a Strategic Digital Preservation Strategy - Some Imaginary Scenarios

I want to consider the example just mooted in more detail with the hope of showing that, over a long period of time, different preservation strategies may need to be employed. In this view the best strategy at a given time could be contingent on particular factors.

By definition I take a platform to be obsolescent when any part of that platform becomes obsolete. Consider the following situations:

Time T0
Archive A exists as a set of Word 6 documents. These are stored on 8mm DLT tape. Not just WINTEL machines can read these documents however, they can be read on many other computers and operating systems as well (I believe this to be the case). Now it could be argued that the application Word (version 6) is obsolete. Should the archive migrate all the documents to a more recent version of Word? In this case it would hardly seem worth the expense, since the archive rarely needs to access these documents and the means for reading them seems in no danger of becoming obsolete. The archive could read the documents with a more recent word processor which would convert the document to a new format. When the archive does access a document, what should it do with it afterwards, save it in the new format? This would seem a sensible thing to do.

Time T1

Suppose that at time T1 nothing else has changed but the tapes are reaching the end of their shelf-life. The relevant part of the platform (DLT tape readers) are not obsolete, however, so the archive chooses to refresh the tapes.

Time T2
By this time DLT tape drives are becoming less common and are in danger of becoming obsolete. However, the ability to read Word 6 documents on current computers and operating systems is not threatened. In this case the archive decides to adopt migration with respect to the media, copying it to the recently discovered molecular storage system, whilst sticking to the original format of Word 6.

Time T3

Radical changes in application software and operating systems start to threaten the ability to read Word 6 documents. The archive decides to use an emulator developed by the European Institute for Digital Archiving, which had been established ten years earlier, and to stick with emulation as its main strategy for the larger part of its archive. However, those documents which had been accessed and saved in a more recent word processor format the archive chooses to migrate to the new platform, application and operating system. The media is refreshed. Here one would have emulation, migration and refreshing all being employed simultaneously.

Time T4

At this time the effort required to maintain the Word 6 emulator is becoming onerous, so the European Digital Archiving Institute issues a warning. The Archive decides that the best option is to migrate all the documents to the latest standard and platform.

I should add that, in agreement with many others, I would always favour preserving the original bit streams.

Q.2.9.2  Emulation and the CAMiLEON Project

CAMiLEON (Creative Archiving at Michigan and Leeds) is a joint NSF/JISC funded project whose aim is to assess emulation as a digital preservation strategy. To achieve this aim the project will:

· Evaluate publicly available emulators 

· Explore emulator development 

· Conduct test cases (using Apple 2 and BBC micro computers and specifically investigate the use of emulation applied to the BBC Doomsday Project) from both technical and user perspectives 

· Conduct user trials comparing original systems with emulation of those systems 

· Undertake cost-benefit analysis of emulation vs. other digital preservation strategies. 
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Q.3
Migration Strategies 

Q.3.1
Introduction

Business focus and strategies driving business change over a span of time. Inevitably the core business processes captured in numerous information systems applications get retired and replaced with newer, more functional systems.

Since such driving forces are inevitable, what does the business do with the existing data? Existing data should not be scrapped or forgotten, because this data was used for several years to define the very existence of the same business. Instead the information must be massaged and tailored for the new system, thereby safeguarding the history and linking with the new or enhanced system.

However, the massaging and tailoring of this massive amount of data and propagating it to the new system is not so straightforward. Rather, it leads to the whole new world of data migration.

Let us look at a few real-life scenarios to understand the complexity and enormity of challenges in data migration:

· Database schemas are going to be different, business entities change to portray different functional meaning, and format and usage of data captured in a new system can be totally different. 

· Data field lengths might change and pose severe data integrity issues. 

· Other trouble points:

· What is the size of the historical data?

· How many source systems are involved?

· How much processing power is available in the existing system?

· Is any of the system's CPU and memory expandable?

· Are there any production applications that may conflict with the migration?

· What is the available network throughput?

· What is the network bandwidth utilization? - Peak hours/off-peak hours

Fortunately enough, through the use of best practices, technology-driven focus and domain experience, the task of data migration does not have to be such a challenging issue. The process of migrating data can be broken down into a series of well-defined atomic level tasks, control metrics and procedures that reduce both cost and time to completion.
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