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RM 1 Summary

This is one of a series of guidance documents related to the implementation of the E-Document Management Policy approved by UNDP in May 2003. 

This document focuses on procedures for best practice in records management, aiming to translate general principles of the approved policy into practice. This document concentrates on:

· best practice in records management procedures for capturing, keeping and making available electronic records

· the development of procedures to maintain records in a hybrid electronic and paper environment

· strategies for permanent preservation, and the current requirements for ensuring transfer of long-term value records in electronic form to the UN Archives

The procedures focus on office documents as electronic records, while covering paper records as well. At the present time, these typically consist of documents – text-based word-processed documents, e-mail messages, spreadsheets, presentations and scanned image documents – which are found in many standard desktop office environments. However, with the rapid development of information and communications technology in UNDP, and the implementation of Atlas, a wider range of records is emerging: website (hypertext) documents, multimedia documents, digital audio and video, dynamically interlinked documents, and system-dependant records generated by the ERP. 

Best practice in records management is continually evolving. As issues emerge and are addressed, and as further best practice in managing electronic records is defined, these procedures will be further developed and updated both by revision and the publication of new material.

RM 2 Introduction

This document concentrates on the practice of electronic records, recommending the records management controls by which the principles expressed in the E-Documents Management Policy can be made concrete and achievable - what needs to be done. The structure of the document broadly follows the natural lifecycle of the record. It addresses five topics:

· the need for procedures and how these can be developed from policy

· creation and capture of electronic documents

· keeping and management of electronic records 

· inventory control, appraisal, selection and disposal of electronic records

· long-term and permanent preservation, and eventual transfer to the UN Archives.

Systems design issues and technical requirements for records-keeping will be covered in a separate document.

RM 2.1 Definitions

Records are any information, regardless of physical form or characteristic, which originate from or are received by UNDP within the framework of its official activities, and preserved as evidence of the functions, policies, procedures, decision or operations of UNDP or because of the informational and historical value of the data contained therein. Records cover documents, maps, photographs or other documentary materials, including prints or copies of such items produced or reproduced on electronic media. (ex: a Policy document officially issued by UNDP is a record. A voucher processed and approved in Atlas is also a record). 
Records Management is the systematic control of all records from the creation, or receipt, through their processing, distribution, organization, storage and retrieval to their ultimate disposition or identification for permanent retention.

Archiving deals with the preservation and maintenance of non-current records on a temporary or permanent/indefinite basis in accordance with an established retention schedule.

RM 2.2 Roles and Responsibilities

Moving to an electronic environment will imply joint responsibility over the management of records to cover both paper and electronic. 

RM 2.2.1 Headquarters

Administrative Services Division (ASD)

· Responsible for custody and monitoring of archived, permanent and non-permanent physical records.

· Oversee implementation of the records management and archives programmes by ensuring guidelines are comprehensive and up-to-date, revising retention schedules to ensure new records are covered. 

Office of Information Systems and Technology (OIST)

· Responsible for custody and monitoring of electronic records.

· Provide guidance and standards for the creation and capture of records in electronic format, and for the introduction of new systems and supporting tools.

· Responsible for the management of the infrastructure supporting the storage and preservation of electronic records, including security issues, backup and access.

HQ Units

· Each HQ unit is responsible for day-to-day records management and systematic file maintenance (according to established procedures) 

· Department heads are responsible for ensuring these guidelines are followed, and appropriate records management and archiving procedures are effectively implemented. 

ASD and OIST shall maintain a general awareness about the implications of any changes in organisational structure and policy, information technology systems, or the legal and operational requirements of the organisation, in order to identify any changes in record-keeping requirements that should apply to systems. 

RM 2.2.2 Country Offices

The Resident Representative is responsible for ensuring these guidelines are followed, and appropriate records management and archiving procedures are effectively implemented. The move towards electronic records will involve a cultural change for both managers and end users within an office. It will also have an impact of the traditional role of the registry.

Role of end users

Many functions and actions related to the management of electronic records as described in this document will be undertaken directly by the user creating the record in the first place. It will be important, therefore, that users have a clear idea of the implications of their filing actions, and that there is some means of assessing whether these are being appropriately applied at regular intervals. In this sense, the end user is acting as the first line records manager, and the quality of system design, usability of the technical facilities, and familiarity with the filing structures will be important.

Records Managers - Role of the Registry

At the CO level, the role of the registry shall evolve to assist the office in carrying out the procedures for electronic records management, while maintaining in parallel registered files of paper documents which will continue to co-exist. The Registry should serve as agent of change during this transformation, by acquiring new skills on classification, indexing, filing structure and records management techniques, and by conducting in turn training for staff on these procedures. Electronic records management should be recognized as a core function and be reflected in the TOR of Registry staff.

LAN Managers – IT Unit

As for headquarters, responsibilities should be jointly managed between the Registry and the LAN Manager/IT Unit of the office. 

· Provide guidance and standards for the creation and capture of records in electronic format, and for the introduction of new systems and supporting tools.

· Responsible for the management of the infrastructure supporting the storage and preservation of electronic records, including security issues, backup and access.

RM 2.3 The need for new procedures

Procedures for Records Management within UNDP have been so far limited to paper records. The increased use of technology and the move towards an electronic environment are presenting new challenges for the management of electronic records related to creation, capture and preservation. Whatever the extent of information technology systems installed in the various units and offices of UNDP, there is a need to develop an appropriate level of procedures which can guide and govern their use. These procedures have been developed for use across the whole organisation, and aim to provide a consistent and understandable working environment which is able to support the creation, use, management, disposal and preservation of electronic records over time. Robust procedures can help to:

· support innovation and better ways of working

· avoid duplication and wasted work by standardisation

· make a broader range of information accessible to a wider range of people

· prevent the loss of records

· provide a more flexible response to organisational changes

· assist the organisation in meeting its responsibilities.

Records management is concerned with gaining control over the recorded information which an organisation needs to perform its activities – and is therefore vital to the accountability of UNDP.

This document is intended as a guide to action for those with a records management responsibility, but does not offer prescriptive formula which will be effective in all situations. While some elements describe particular corporate requirements (for example, in relation to metadata), other elements will need to be adapted to fit the local situation. Recognising that Country Offices are at different stages of development and deployment in their use of information technology, the basic requirement is for the Office Management to ensure that the appropriate records management controls for the level of IT which is in use are developed, and made clear and effective.

Additionally, wherever possible, there is a need to anticipate new developments and evaluate the implications for electronic records, to ensure the continued relevance and effectiveness of the record-keeping systems and to safeguard records for future UNDP requirements. Bearing in mind that the heavy reliance on paper records cannot be sustainable in the long term, UNDP offices and units should already be planning for a fully electronic environment, using a phased approach appropriate to their context. 

RM 3 Core Policy Decisions

· UNDP records, regardless of physical form or characteristic, are the property of the organisation. They shall not be destroyed or removed from originating units, except in accordance with established guidelines, or with the approval of and in consultation with management of the originating office.

· UNDP should shift in a gradual and phased manner to the fullest possible use of electronic documentation in place of paper. 
· The electronic versions of documents become the operational versions for UNDP, provided that criteria for assessing the authenticity and integrity of electronic are met to prevent any alteration to informational content. 
· When internal requirements necessitate the signature of a person on a document, these requirements can be met through electronic documents using an electronic signature that satisfies certain criteria of technical reliability. As such the electronic signature shall be functionally equivalent to a handwritten signature. 
These decisions are part of the Policy on E-Document Management approved in May 2003.

RM 4 Creating and capturing records

RM 4.1 Principles

· Records created electronically should be maintained electronically. Records received on paper from external sources should be captured electronically as they enter the organisation. 

· For each business process, it must be possible to capture the records that provide evidence of the business activities emerging from that process, where this is conducted by electronic means.

· Electronic records which are captured should be authentic and complete representations of the business activity from which they are derived, and should retain their context of use.

· Record capture mechanisms should capture all necessary metadata needed to access and manage the electronic record throughout the full lifecycle.

· For each record-producing system, responsibility for ensuring record-keeping requirements are met should lie with nominated individuals, and overall with the organisation as a whole.
RM 4.2 Main Categories of Electronic Records

Electronic records within the office environment can be generated from a wide variety of different sources, and appear in a wide range of different formats. Unlike the records which are generated by large database systems such as the ERP, there is rarely a one-to-one correspondence between application system and record collection. 

The complexity of physical format in electronic records is evolving at a rapid pace. At the present time the majority of electronic records in office systems are simple text-based records or relatively uncomplicated spreadsheets. As software applications become more advanced, the complexity and interactivity of the documents which they generate becomes more sophisticated. A broad categorisation of electronic record format types is:

Text-based documents

Although simple text records present significant problems for capture, management and maintenance, more advanced text documents can add new non-text elements, and develop a less clearly defined presentational format. It is common for a single document to be built from the various elements of an integrated office suite by embedding components one within another.

Multi-dimensional documents

Some forms of electronic record can be represented in more than one way on the screen and on the printed page. A spreadsheet can be represented as either a set of base figures and formulae, or as the result of the calculations – both are part of the record, although it may not always be necessary to retain them. A presentation may consist of a set of prepared slides and speakers notes, which can be displayed and used in different ways.

Multi-media documents

Multi-media documents are composed of a number of different elements which interact together to display their full meaning – graphical, moving image, sound and text elements – which may be capable of behaving differently at different times in response to variations in user interaction. 

RM 4.2.1 Managing the record as a whole

There is a clear trend for documents to:

· become more and more multi-media based

· be composed of separate re-usable components

· have a virtual, network-based, rather than physical, disk-based, existence

· to be able to take different presentational forms for different uses.

These changes require that the record is managed as a coherent whole, rather than as individual physical units. This is an essential difference between document management and records management – the ability to capture, keep, and make accessible the integrated record rather than a collection of unrelated document parts. Therefore, procedures and systems should be capable of working at the level of the entire record.

RM 4.3 Sources of electronic records

The route through which the record is generated, or received into the organisation, is a helpful way of categorising electronic records in order to develop procedures for their effective capture and subsequent management. 

RM 4.3.1 Records from a local network

A substantial proportion of electronic records in office systems are generated by the normal range of office applications, such as word processors, spreadsheet programs, or graphics packages. Detailed procedures and clear guidance are necessary in an open office environment where end users have a substantial degree of autonomous control over the creation and filing of records. The use of standard templates and document property settings can help to produce consistent record metadata. For offices with document management system in place, there may be scope for integrating record-keeping requirements to ensure capture at the time of initially saving the document.

Internally generated e-mail messages are now widely used to convey formal information and may attach or comment upon significant documents; as such it is an important source of electronic records. Capturing e-mail is problematic because:

· messages are often given a lower status than more formal documents in the mind of the end user, even though the actual information content is as significant

· the distinction between ephemeral and important, one-to-one and broadcast e-mail messages is rarely explicitly flagged

· the structure of the information content is poorly managed in a set of messages – for example, a reply may or may not include the text of the original message.

RM 4.3.2 Records from an external network

A similar range of potential records will be received from sources outside the organisation, most probably by means of an external network. Two principal types will be:

· documents and e-mail messages which have been generated outside the organisation, initiating or in response to a communication

· records received from another organisation, which may already exist in, or have been extracted from an electronic or conventional record-keeping system.

RM 4.3.3 Website/Intranet/Portal records

One particular source of potential records which is likely to grow in importance in the near future, is the Intranet/Portal or public Internet Website. The UNDP Portal is increasingly used as a primary means for the distribution of corporate information, typically containing operational policies, procedures and organisational information resource bases. The public Website may well contain documents which have accountability implications – for example, instructions for vendors to submit bids.

This material should be captured as formal records; ensuring this happens should be built into the process by which a Portal, Intranet or Website document moves from creation to posting, in such a way that control over versions and date-stamping is possible.

Increasingly, websites offer two-way communication, enabling a remote user to send information to the organisation by means of a form-filling process. As such mechanisms develop, this will undoubtedly become an important source of electronic records which will need to be captured and related to any further responses or resulting actions.

RM 4.3.4 Atlas generated records

Through the on-line processing of transactions, Atlas will generate its own set of records, which will be automatically archived in a central database. Atlas will not only preserve and protect “records” throughout their life cycle, but will enable more effective and faster retrieval of particular documents than paper-based systems. This has a direct impact on existing policies and procedures related to audit requirements, retention and record management. In addition, when an ERP records is generated, the issue of supporting documentation created and archived outside the ERP shall be addressed, to avoid fragmentation between electronic processes and paper-based documentation, and between system-dependant records and non system-dependant records. These issues are covered in separate Guidelines, entitled E-Documentation and Atlas. 

RM 4.3.5 Records converted from paper

One method of linking together related paper and electronic records is to generate an electronic version from the original. This approach can be used in two ways:

· to scan retrospectively back runs of paper records to an electronic format: this is an expensive option which is unlikely to be cost effective in many cases.

· to make an electronic copy of incoming paper as it enters the organization.

These approaches have the advantage of enabling the integrated handling of paper and electronic records, but may have significant processing overheads. UNDP offices will need to establish the correct balance between the advantages that paper scanning offers against the costs of the process.

In all cases in which paper records are scanned to an electronic version, careful attention should be paid to the legal implications of this action. From the point of view of UNDP, an electronic version of a paper original is acceptable providing it is subject to the proper records management procedures that can demonstrate its authenticity, and that these are correctly audited. 

Particular care should be taken to ensure that the electronic records are capable of long-term preservation, and that this is assured before any action is taken on the paper originals. More information on scanning can be found in the UNDP Digitization Guidelines. 

RM 4.4 Record capture

Within an office or unit, documents are created to serve a wide variety of functions and roles. They will begin life as the initial drafts of an individual, and progress through various working versions to a finalised text. In the paper environment, each of these versions will have a separate physical existence, and where appropriate can be placed in a registered file. In the electronic environment, without intervention, later versions may overwrite earlier ones that would have normally been kept in the paper environment; on the other hand, it will usually be inappropriate to keep every electronic version, however insignificant the changes. In the electronic environment, UNDP staff will need a clear view on documents to be captured as a record, and on the point within the lifecycle at which those documents should become records.

RM 4.4.1 What should be captured as a record?

Records document the activities and transactions of UNDP, and are produced by business processes within the organisation. Within a transactional database such as Atlas, this may be a fairly straightforward process; outside Atlas, essentially the end user will be making day-to-day decisions to determine the significance of documents as records. This will involve supporting the available technical facilities with clear guidance on:

· the boundaries of business processes, and the activities within them which should be documented

· the kind of documentation which should be kept

· the record-keeping requirements attached to each category of record emerging from these processes.

These are the criteria that end users shall apply in determining which documents should become records, and that are further detailed in the following sections.

RM 4.4.2 When does a document become a record?

Declaring a document to be a record is a formal point of transition at which it passes into corporate ownership. Once designated as a record, the document is no longer managed by the creator but by the organisation as part of its corporate information resources. The record should not thereafter be capable of change, and should be placed within a disposition schedule where it will be retained for a set period; when the retention period expires it can be destroyed, or if merited, transferred to permanent archives.

In the electronic environment, where both documents and records exist in the same virtual space, it is necessary to identify and distinguish between them. A useful schema to help make this distinction is to distinguish between:

· personal workspace, containing personal documents and early work in draft

· group/team workspace, containing early formal drafts and discussion documents

· corporate workspace, containing finalised documents and formal records.

In the paper environment, the user is familiar with the types of document that are routinely dealt with and be used to making decisions, with appropriate guidance, about which of these to ‘put on file’. In the less familiar electronic environment, guidance needs to be made more explicit both for the user, and to enable the development of systems that can support the actions required of the user. 

RM 4.4.3 Capturing the record in a managed environment

In offices with a well structured and managed electronic records environment, the systems or facilities should enable the capture of the record content and all necessary metadata to access and manage the record for the entirety of its lifecycle:

· A records management system can be set to require completion of a profile form.

· Default values and application program options should be set wherever possible, so that as much of the required information about the record as possible is captured automatically by the system, and as little as possible is required to be entered manually by the end-user. 

· For standard document types, judicious use may be made of template outlines to ensure a level of consistency.

The expectation is that in a developed electronic records management environment, the end user will directly file the captured record by the method adopted. Adding documents to an existing file/folder (whether in a corporate fileplan or by using structured classification/indexing terms) will, in effect, be making decisions on the future access and disposal of the record. Where retention and disposal schedules, and access rights and security requirements, are attached to a whole group of records at the folder level, adding a new record to a particular file location will be equivalent to making retention/disposal decisions on that individual record.
RM 4.4.4 Capturing records retrospectively

Where personal computers or unorganised shared network drives are being used as primary records management resources, or where offices rely primarily on paper filing, registries and/or information managers may wish to consider capturing this material retrospectively in order to gather it under a more structured electronic records management regime. 

Once captured, the electronic records must be made available to all who require to use them. In the absence of recordkeeping system, this may be achieved by placing them on a central server and permitting access through a local network, or by making available on an Intranet and provision must be made by login access protection or by restricting access to their physical location.

Once this retrospective capture has taken place, the office should take steps to ensure that paper is systematically captured when it enters the office, and that future record generation is, as far as possible, brought within a managed environment, even in the absence of sophisticated system. The lack of sophisticated systems can be balanced by encouraging the adoption of procedures such as naming conventions, consistent and structured fileplan, and the use of templates and standard document settings.

Should the office decide scan retrospectively back runs of paper records to an electronic format, some recommendations are provided in separate Guidelines for Document Scanning. 

RM 4.5 Naming conventions

Naming conventions provide a set of rules which assist the individual end user in allocating a title to a document at the time of creation, and which provide a framework for the naming of folders that hold a group of documents. Adherence to a consistent naming scheme is good information management practice which should ideally be applied to both personal and working documents, as well as to documents which are corporate records. 
RM 4.5.1 Record and document titles

The definition of standards for document/record/computer file names will make it easier for people other than the creator to retrieve information. Understandable and meaningful file names will simplify the task of finding an individual document, and of linking together related documents. 

In these circumstances, there is an opportunity to implement naming conventions which support a more systematic handling of electronic records. A frequent tendency for many people, left a free hand, is to opt for a more naturalistic, verbal-style, expression of the title, rather than a structured approach to naming documents. This tends to locate the most specific part of the title to the end of the title string; unhelpful for sorting and viewing many similarly titled documents when browsing through a title list, and a potential cause of ambiguity and confusion.

Naming conventions for document titles should aim to:

· give a unique title to each document

· give a meaningful title which closely reflects the document contents

· express elements of the title in a structured and predictable order

· locate the most specific information at the beginning of the title and the most general at the end

· give the version number at the end

· give a similarly structured and worded title to documents which are linked (for example, an earlier and a later version)

· avoid the unnecessary use of dates (remembering that the operating system will date-stamp the document at time of creation and edit)

· avoid the use of generic names which are only meaningful in a personal context

· avoid the use of non-standard abbreviations and words that add no value.

For example:

Records Management - Working Group - Final Report v1

is far more useful than:

Final report of the working group on records management 03-03-2004

as a document title.

The same principles should apply when entering the Subject field of important email messages to be kept as records.

RM 4.5.2 Naming convention for Folder

Most Country Offices have been using the Global Filing System for paper-based filing. It may be possible to reflect a similar structure in the electronic environment to ensure consistency between grouping and management of paper and electronic records. (see below)

This could be particularly relevant where electronic records are kept in a loosely structured environment, for example in a Windows-based shared disk drive. Adopting this approach will offer a predictable and easy way to organise, access and share information for the end user, and can incorporate some simple records management procedures. 

Conventions for naming folders should consider the incorporation of rules for:

· allocating unique names to folders that do not rely on an incrementing number
· allocating meaningful names to folders, indicating the contents or use
· using folders to group documents into subject-related categories
· building a folder-subfolder structure by dividing a broader theme into sub-themes
· using folders to assist future management of electronic records, by linking to retention and disposal categories where possible
RM 4.6 Document and record metadata

Metadata is information about the individual document or record: a list of its particular characteristics which distinguish it as a unique object from other documents or records. Document metadata will include elements such as the document title, authorship, keyword indexing terms, and dates of creation, modification, etc.; such metadata is often known as a ‘document profile’. Record metadata will include further information relating to the context and history of the document as a record, such as location within the filescheme, access rights, retention periods, and disposal criteria.

Metadata provide the information necessary to serve a number of different purposes:

· to provide an adequate description of the record itself

· to support retrieval of, and access to, the record by a range of users

· to locate the record within an assembly or record collection

· to support specific functions within a record-keeping system

· to retain contextual information about the record

· to enable future interpretation of the historical record.

These metadata should support the business and operational needs of the organisation and should include all the elements required for corporate accountability, statutory requirements, evidential admissibility and audit. Metadata information is an important means of grouping the complete record by associating all documents or other information objects (for example, an e-mail and attached file) which constitute a single record together. 

Metadata elements are stored in a profile which should be clearly and indissolubly attached to the record. There are two broad approaches to associating the metadata profile with the record:

· the profile information is tightly bound with the record itself, as one physical object (for example, the document properties information which are a physical part of a MS Word file)

· the profile information is held in one database, and the record content in another, with links between associated records (for example, as in some electronic document management systems).

In either case, a record-keeping system should ensure that metadata cannot become detached from the record content, or lost in some other way, and can always be transferred as a meaningful part of the record when migrating to a new system platform, or transferring into an approved format for permanent preservation.

RM 4.6.1 Recommended metadata sets

It has been proposed that UNDP adopt a two dimensional metadata model for mapping that includes:

· Discovery Metadata

· Recordkeeping Metadata 

RM 4.6.2 Discovery Metadata

Discovery metadata is information used to find a document.  Much, but not all, of this type of metadata describes the contents of a document. This is sometimes referred to as descriptive metadata, but “discovery” is now the preferred term because it is more inclusive.

These elements have been selected and adapted to reflect perceived needs at UNDP. Some elements within this list are required for all document types (i.e. title), others are mandatory for specific documents type (ex: prescriptive content) and the remaining is optional for any given document type.

1. Unique Identifier 


Mandatory
2. Title




Mandatory
3. Location (URL)


Optional

4. Responsible Unit


Mandatory

5. Creator (Individual)

Mandatory
6. Contributor


Optional

7. Date 



Mandatory
8. Subject



Mandatory
9. Description


Optional

10. Audience



Mandatory for prescriptive content

11. Document Language

Mandatory
12. Source Language

Mandatory when applicable

13. Related Documents

Optional but highly recommended 


14. Source



Mandatory for prescriptive content

15. Conforms to


Mandatory for prescriptive content

16. Replaces



Mandatory for prescriptive content

RM 4.6.3 Recordkeeping Metadata

Recordkeeping metadata identifies conditions for access and use, as well as document types within the organisation. It can also be used to implement disposition of the document according to retention schedules. 
17. Document Type


Mandatory
18. Mandatory Review

Mandatory for prescriptive content

19. Retention Period/End time
Optional

20. Retention Guidelines

Mandatory
21. Disposition Authority

Optional

22. Permissions (Creators)

Mandatory
23. Permissions (users)

Mandatory

24. Format



Mandatory
25. Version



Optional

26. Priority Ranking


Optional

27. UN Record Ref.


Optional

More detailed guidelines regarding UNDP Metadata Standards and the definition of each element can be found on the Portal. 

RM 4.6.4 Capturing metadata from the system

Most desktop office packages, including MS Office, give the user the option of completing a summary information box (see for instance the Properties of this document). In unmanaged environments, this is where much of the metadata required by records management procedures is likely to be found: some of this will have been completed through default values entered directly by the application; some may have been entered by the conscientious user.

If default settings are possible, this dialogue box should be set to be completed on first creation of the document, and appropriate guidance issued to users to encourage the completion of useful and consistent information. While this does not ensure that the information will actually be entered, if sensitively approached it will encourage a climate of good record-keeping in the long term. Care should be taken when the record is archived, migrated into any other format, or captured into a formal record-keeping system, to transfer existing metadata with the substantive content.

In a variety of situations the data in document property attributes can be changed inadvertently. Excessive reliance should not be placed on the quality of metadata which emerges from this source unless systematic and well though-out procedures and clear guidance on their application has been produced. On the other hand, an effective use of this facility in combination with the use of other tools can produce a rich collection of metadata.

More sophisticated software environments, such as electronic document management systems, will offer much greater facilities for collection of metadata, including the ability to force completion of additional metadata properties by a user before completing the creation and saving process. Similarly, in the Intranet environment, many tools exist for the gathering of metadata relating to existing documents across the network; and these are beginning to become available for the desktop environment. The quality of the metadata acquired, however, will be very dependent on the depth and consistency with which it was embedded in documents initially.

RM 5 Managing and maintaining records
RM 5.1 Principles 

· Record keeping systems should be designed to meet the needs of all stakeholders without compromising the integrity of the record.

· Records managers should make comprehensive efforts to become aware of, and make accessible, all electronic records across the organisation, and to support corporate information and knowledge management and new ways of working while ensuring adherence to record-keeping requirements.

· Electronic record-keeping systems should be designed to manage the content, context and structure of records as a whole and to ensure that records remain reliable and authentic.

· Where they are designated as the primary record, electronic records must be maintained in accessible electronic form.

· Record-keeping systems should aim to ensure that all records which should be kept are retained, and that all records which should not be kept are destroyed.

This section deals with:

· corporate indexing and filing systems 

· retention and disposal schedules for active electronic records 

· the management of access and user groups 

· authentication and audit management 

· legal admissibility of electronic records 

· managing e-mail as records 

· managing records on websites, Intranets and the GSI 

· reviewing record-creating systems and maintaining awareness. 

RM 5.2 Organisation, access and retrieval mechanisms

Organisation and retrieval are complementary activities, which together determine the sophistication with which the record collections can be accessed and made available for use. Both a corporate filing structure and a taxonomy are needed to provide a range of sophisticated access mechanisms. The former provides the user with a predictable method of navigation, positions a set of records in relation to others, and enables their management as one group; the latter provides flexible access to record content, bringing together records with similar topics that have been separated by the primary filing scheme. Sophisticated access mechanisms are needed to:

· prevent time wasted by the user in looking for records or particular content 

· prevent time or effort wasted in using a non-current version of a record 

· provide a common corporate view of the information resource 

· enable the common management of physically separated records as one group 

· enable the user to search one common access space using consistent descriptors. 

RM 5.2.1 Corporate filing/indexing system

For both electronic and paper documents, some form of corporate filing structure must be in existence to prevent the loss of records and to facilitate access. This filing or indexing structure, through the use of naming conventions, provide the means by which individual documents are held in meaningful record collections. 

The method of organisation used should:

· provide a hospitable and extensible framework for adding new records 

· enable management of records at folder level or higher 

· be flexible in direct access to content and provide browsing facilities 

· be consistent with, and capable of mapping to, the paper filing system 

· reflect the organisation’s needs and usage.

It is suggested to use the Records Series listing prepared by the UN Working Group on Archives and Records Management, as a replacement of the UNDP Global Filing System.  All official files should conform to this system. It is of utmost importance that files be accurately identified. The Records Series listing is arranged to include all possible subject matters, but it is not intended that each country office or Headquarters unit create a file for every item listed. The listing could be modified at lower level according to local conditions, office size and/or range of activities.

The Records Series Listing uses a subject classification for files.  Principal subjects are broadly divided into the following categories:

	Function Abbrev.
	Description

	ACP
	Administration, conferences, central support and procurement

	FBA
	Finance, Budget and Accounts

	 HRM
	Human Resources Management

	 IAM
	Information Assets Management

	 ICT
	Information and Communications Technology 

	LEG
	Legal

	OAE
	Oversight, Audit and Evaluation

	OCM
	Organisation, Coordination and Management

	PPM
	Programme, Project and Mission

	ROC
	Relations, Outreach, Media and Communications


This structure and naming conventions reflect the wider need of the organisation and not just those of the immediate users, and is in line with the UN standards. Such structure reinforces the concept of electronic records as a coherent corporate resource, rather than relying on naming emerging from individual workgroups or units. At a lower level in this structure, sub-folders can be expanded to meet specific requirements at the local level. Responsibilities for creating and managing lower level sub-directory structures should be clearly assigned to ensure consistent use of the terminology.

This classification system is organised to permit expansion of established items and development of new items. A more complete listing can be found in annex B. 

Project files should be maintained separately by project number under the PPM series. Country offices should review the feasibility of different project files (project documents, equipment, general, fellowships, etc.) for the same project.

RM 5.2.2 UNDP Taxonomy

A Taxonomy is a classification scheme expressed as a hierarchical list of terms and provides a map of “what we do”. Under the metadata set described earlier, the taxonomy corresponds to the “subject” element. The UNDP taxonomy was first introduced with the launch of the UNDP Portal to provide a standard classification structure for the publishing of documents. By reflecting corporate priorities and business processes, the UNDP taxonomy is a valuable alignment tool that should be used in a consistent manner by all offices and units where documents or records management systems are in place. The latest version of the taxonomy can be accessed under this link.

RM 5.2.3 Managing paper files

In many cases, paper documents will continue to co-exist with electronic documents. When documents are received in paper format, then scanned, the operational copy shall be the stored electronic copy, provided that one original paper-based copy remains available for a minimum period of two years. This parallel approach acknowledges that this is a transitional period for paper and digital records. While the goal is to rely exclusively on electronic records, as a temporary measure it is considered appropriate to retain the hard copy for a reasonable period of time in case of failure of the electronic system and to give staff time to gain confidence in electronic documents.  
· Filing should be performed daily to avoid an accumulation of paper and ensure files are current at all times. 

· Incoming correspondence should be placed in chronological order according to the date on the correspondence (not the date received). 

· The staff member responsible for filing must check outgoing as well as incoming correspondence for correct file classification. 

· Confidential or personal attention correspondence may be filed in the classified file, with an optional cross reference to the subject file, or declassified and filed in the regular files. 
RM 5.2.4 Managing versions and auditing actions

To remain an authentic representation of events, once declared as a record, a document should not be capable of being changed. Since electronic information is more vulnerable to accidental or deliberate editing, without leaving any traceable evidence within in its own content, record-keeping systems must take special measures to prevent retrospective change to corporate records and to record other significant actions taken on them.

After a document is stabilised as a record, the ability to edit and make changes to the document should be prevented, as far as is possible within the available technology; the degree to which the authenticity of a record can be demonstrated for legal and accountability purposes will be largely determined by the success of these restrictions. Where it may be necessary to gain update access to maintain the record, to edit the metadata, and take any other action which will modify an attribute of the record, pre-determined procedures and roles should be adhered to and fully documented.

New and related versions of the record can be created by making and editing a copy, and saving this as a new record; for example, it may be appropriate to retain various versions of a document as it passes through draft to finalisation. The record-keeping system should be capable of linking together versions of the same record, either automatically by the system or through the use of strict naming conventions, to ensure that the latest version is retrieved by a user search. The user should be aware that earlier versions of the record exist in the system.

An audit trail should be kept recording significant actions which have been taken on a record, including the date of the action and identification of the individual responsible. Actions taken should include:

· any changes which affect the status of the document as a reliable record 

· any change to the metadata, or profile, describing the record 

· copies made of the record to create a new version. 

RM 5.2.5 Retention and disposition schedules

The responsibility for maintaining and managing electronic records must be placed with managers with appropriate expertise and authority who will ensure that electronic records of continuing value are actively managed during their operational lifetime in accordance with these guidelines. The office must make these records managers aware of their responsibilities by liaising with them on a regular basis to develop procedures which will ensure compliance with these guidelines.

Corporate procedures will be most effective in a networked environment, where shared networked servers and disk drives can be used for all official business, and adherence to departmental procedures can be more easily assessed. It is much more difficult to assess compliance in cases where users hold definitive copies of documents in electronic form on local PCs. The Registry or designated staff should review and dispose of such records on a regular basis, in conjunction with users and according to the approved disposition schedule. 

Where the disposition scheduling is embedded into a record-keeping system, records managers should check regularly that the necessary procedures are up-to-date, known about, and are being followed. All electronic records for which the useful life can be pre-determined should be given fixed retention or disposal periods, with instructions for their disposal held as an element within the metadata, and managed at the file/folder level. Users of these records should be made aware that by adding a record to such a group, they are making retention and disposal decisions. No document of long term value should be added to collections which do not have the appropriate scheduling. 

Retention and disposal schedules for electronic records should be consistent with those for paper records. 

UNDP is presently reviewing the retention schedule policy for official records, however, until such a time of change, the retention of UNDP records remains as given below.    Depending on the archival value to the organization, organizational records fall into two categories:  temporary and permanent files. The present retention schedule complies to UNDP External Audit requirements.

RM 5.2.6 Retention of Files

Permanent Files

Records dealing with policy, procedural, historical, sensitive or technical matters which may be viewed as having a permanent archival value to the organisation should be retained.  A list of such files is found in Annex A.  

Temporary Files

Depending on the archival value to the organization, files may have a temporary retention schedule of between one year and ten years.  Guidelines are given below.

· Programme Files: 
Programme files other than permanent files should be maintained for a period of seven years following completion of the project.

· Financial Records:  The maximum number of years which any finance file needs to be retained is ten (10).  This applies to both headquarters and country offices.

· Staff members' records:  Records for locally-recruited Headquarters staff and all internationally-recruited staff are maintained at Headquarters. Country offices maintain records of locally-recruited staff.  A list of permanent staff records is found in section Annex A.   Documentation on file other than the aforementioned records should be retained for a minimum period of seven years.

· Valid lease agreements:  Both Headquarters (Administrative Services Division) and country offices must maintain permanent records of all valid lease agreements for office space and/or housing.  

· Other administrative, personnel, programme, organisation files: A list of permanent files/records is found in Annex A.  All other files/records should be retained for a maximum of seven years.

· Country offices: permanent files upon closure of UNDP office: The Administrative Services Division (ASD) will coordinate this operation.  The Office of Human Resources, Division of Finance, and the appropriate Bureau will advise the country office of files/records to be sent to Headquarters or destroyed.

RM 5.3 Access management, accountability and audit

In the electronic environment, Registry staff or records managers are unlikely to be the physical guardians of electronic records; these will be in the keeping of IT Managers and staff. Issues relating to the security of records, and control of access to them, will have to be re-thought, since this can no longer be achieved by keeping under lock and key or within a central Registry. The office will need to develop procedures which are more appropriate for this new environment. 

This will involve a cultural change for both Registry and IT staff. Traditionally the Registry or records managers have controlled the storage of files once they have ceased to be actively used. Where electronic records are involved this work will be undertaken by the IT Unit; however, the role of the IT Unit will also change as they will now require explicit authorisation from the records manager or the Registry before any decision to delete records or modify management information is made. This new relationship will also have to be documented in an appropriate manner to facilitate audit.

The characteristics of the information security measures in place will determine the degree of trust which can credibly be lodged in the record-keeping process, to ensure that once declared as a record and captured within the corporate filestore, the content or context of original use cannot be amended in any way. The record is only able to demonstrate accountability to the extent that a trusted record-keeping process has been instituted and has gained reputation and acceptance. 

This will be a particular problem in situations where records are kept in a loosely structured network environment with little or no control over types of access rights or audit trail reporting. Here, it will be necessary to develop procedures that document the activities in order to provide appropriate audit trails. 

The key characteristics of an effective approach to managing the security and access of records deal with issues of:

· authentication - assurance of the identity of an end user; that end users are in fact who they claim to be, that they are the true originators of records to which their names are attached 

· authorisation – that a particular user is sanctioned for a particular function, for example, to be able to create a new version of record, or to alter the filing or retention decisions pertaining to a group of records 

· confidentiality – ensuring that content access is granted to those who should have it, and not to those who should not 

· integrity – evidence that the contents of the record, including metadata and format, have not been altered since the document was declared as a record, as a result of control procedures which would prevent this 

· non-repudiation of transmission – protection against denial by an individual originating a communication which is stored as a record, as a consequence of assurance gained from the previous four characteristics 

· non-repudiation of receipt – protection against denial by an individual in receipt of a record. 

RM 5.3.1 Access Management

One vital feature of electronic records is their ability to open up access to corporate information. However, there is still a need to restrict some forms of access to documents and records – for example, write access to prevent unauthorised changes being made to the existing record – and for certain categories of material (for instance, confidential files) to restrict all forms of access to defined user groups.

The office should identify important user groups, and allocate broad functional rights to each group. Relevant user groups might include:

· groups with access to higher levels of protectively marked records 

· project teams or workgroups 

· records managers who will manage record collections and metadata. 

Functional rights which might be allocated in differing combinations to differing groups might include:

· read / retrieval access to metadata or other record descriptions 

· read / retrieval access to records contents 

· edit rights to change the content of metadata or record descriptions 

· copy rights to make a physical copy of a record in order to create a new version 

· records management rights to change any retention or scheduling information. 

It should not be possible to edit a record contents, without creating a new version; similarly, delete rights (for records, rather than documents) should only be available to system administrators.

Most document management or electronic records management systems will provide facilities for systematising the allocation of rights in an access control table, and the attachment of these rights to individual documents or groups of documents. In a less structured environment such as Windows, it will be necessary to rely on less sophisticated facilities, such as the ability to mark word processing documents or Windows folders as read-only.

RM 5.3.2 Authentication and electronic signatures

A digital signature is normally a form of alphanumeric key, which has a similar function to a cash card PIN number. A digitised signature is a digitised representation of an individual’s own hand written signature. These signatures of either type should be "bound" to the document, meaning that once signed the document cannot be changed and that the signature cannot be copied elsewhere. Electronic authentication is a technology which is in the process of rapid development; there are a number of competing approaches based on cryptography, biometrics and combinations of the two. Following the approval of the Policy on E-Document Management which recognizes the value of electronic signature, UNDP is presently considering technical standards that can be used to support the actual implementation of the policy. 

With electronic signatures, verification is a data security feature providing the recipient with credentials that the document received has not been changed during transmission, and that the signatory is in fact the person or organisation they claim to be. This is necessary in a networked environment, since the virtual nature of the medium removes the visual and geographical constraints which provide assurance in a transactional relationship based in the physical world. Although the architecture which will support electronic signatures within UNDP has yet to be finalised, current recommendations are based on a form of public key infrastructure (PKI). There are essentially three elements to this infrastructure:

· a paired key architecture, using asymmetric encryption based on public and private keys 

· the production of encoded digests of messages to ensure that any amendment of messages can be detected by the recipient 

· certification services, provided by a third party, which issue certificates as credentials and can vouch for their identity when used – to verify the identity of the holder of the key in use. 

This architecture depends on the existence of trusted Certification Authorities, able to establish the network of confidence and trust necessary to any system of business transactions. These services are provided by entities known as Trusted Service Providers, commercial organisations used to working within a regulatory environment. 

The use of this technology has been limited to a pilot with the Office of Budget Resources for the transmission of allotments to country offices via email but it could be envisaged to expand its use to other applications. 

This technology can be applied not only for secure email transmission but also for the certification of PDF files, using the professional version of Acrobat. 

At a lower level of security, and for correspondence not involving transactions, electronic signature could be implemented using simple MS Word macros, enabling the insertion of a protected signature image within a document. This is a procedure which has been in use at the JPO Service Center and at UNV Bonn. Click here for more information. 

RM 5.4 Managing e-mail as records

For most country offices and units at the present time, e-mail represents the most difficult challenge in gaining control of electronic records. It is now a standard element in UNDP office systems, and is widely used for the conduct of official business. Used initially in an informal manner for largely ephemeral content, e-mail messages have now become a primary means of communicating formal information, commenting on documents, and making decisions. As such, they are potentially important electronic records, which may have significant content; however, they are not often controlled as corporate records, and have a poorly defined internal information structure. 

E-mails as electronic records should be managed as part of corporate information resources, with accountability and legal implications, and be retrievable and accessible like other records. To be available for future access, e-mail messages require their structure, content and context to be preserved as with any other record; to maintain their value as evidence, they must be safeguarded against alterations.

To preserve its full meaning during archiving, the e-mail record itself should include main metadata elements that describes the context in which the message was created and received, including: subject line, date and time sent, originator and recipients. 

Document attachments, of whatever nature, should be treated as one component of the e-mail record along with the textual element of the main message. It will be important to retain the link between message and attachment so that retrieval of one will lead to retrieval of the other; this may be achieved automatically in some record-keeping systems.

An individual e-mail will often need to be interpreted in the context of others when it is part of a larger dialogue or exchange; therefore, an important e-mail should be accompanied by supporting messages which allow it to be seen in its overall setting.

Where an authentication mechanism has been used and verified, the verification should be recorded as part of an audit process. 

In offices where there is no record-keeping system able to incorporate email systems, some recommendations for email sharing and archiving can be implemented using existing facilities: 

· Set up Newsgroups using Iplanet server. It will work like the existing UNDP Broadcasts, but set up at the office level. “Newsgroups” could be established for incoming/outgoing mail or by topic. Internal procedures can then be implemented so that important incoming mail are systematically “forwarded” to these addresses. Same for outgoing messages.

· Set up IMAP account for specific units and/or registry, which can be accessed by staff. Same procedures as above. Outlook can accommodate several accounts at the same time. 

· Save email as file. Using Outlook, the format of the email is retained, and it also includes the attachments. The file can then be managed like any other file on the office server, and be archived on a structured share drive.

· Folder sharing between 2 staff or small group: using Outlook Netfolder, it works like the Calendar sharing option
· For Outlook users on MS Exchange, Public Folders can of course be established. 
RM 5.4.1 Mailbox management for good record-keeping

The method by which e-mails can be best safeguarded will vary according to the type of system in use. Where an integrated electronic document and record management application has been introduced users can routinely save a copy of messages into the corporate system, where these can then be managed in the same way as all the other electronic records. Even in these circumstances, however, attention will have to be paid to user mailbox management, to ensure that sensible and coherent choices are made about saving and destroying both primary and secondary message copies. 

In most cases, records managers should develop clear and consistent user guidance on e-mail management to encourage the self-disciplined information management which will produce a higher level of quality and reliability in the records that are generated and stored. In doing so, consideration should be given to producing guidance on:

· The steps which the user should follow in archiving from their personal mailbox to permanent storage at regular intervals 

· The procedures followed by the IT unit in managing overall mailbox storage space, and the frequency and warning with which ‘clear-out’ practices are carried out. 

· The steps for copying messages to a record-keeping system if available, and subsequent deletion of the original

· In the absence of system, practices for saving email as files using Outlook, enabling emails to be part of the office network filing structure.

· The procedures to save attachments, especially when there is no integrated system in place

· Usage of folders and filters to categorise email messages. See Annex B for guidance.

· Recommended e-mail code of conduct and good practice in creating and replying to messages. See Annex B for guidance. 

RM 5.5 Managing records on websites, Portal and Intranets 

The effective control of Website and Intranet records will be an important challenge for electronic records management in the short to medium term future. In an Internet/Intranet environment, change in the nature of the information and the way in which it is used will force a re-thinking of basic concepts and mechanisms. This is due to changes in the boundaries defining:

· the type of record – a dynamic hypertext and multimedia document behaves quite differently to the static, linear document produced by a word processor; and does not necessarily have a clear beginning and end point 

· the purpose for which the record is used – firm distinctions between a record, a document and a publication become less clear; and the boundaries between the personal desktop, the local network space, the office website, and the wider network landscape become blurred 

· the process from which the record emerges – the increased exchange and sharing which the network environment encourages, enables a re-shaping of business processes that are no longer bound by physical and geographical constraints. 

These guidelines represent only a first initial step in developing approaches and procedures in this area, and will need to be further refined as the implications for records management emerge.

RM 5.5.1 Internet website and Intranet records

The proliferation of Internet websites has implications on records management  for three reasons: 

· The possibility that material that exists on the website does not have an equivalent and accessible paper copy; observation of practice in other organisations indicates this is increasingly the case 

· The implications for accountability of material which is externally available on a website, but which has not been subject to records management procedures; and therefore the need to know what has been made available and when 

· It may be difficult, or impossible, to reconstruct the view that a website visitor had of the material at a particular time, unless some form of co-ordinated management controls are evolved.

A proposed approach at HQ is to introduce a Content Management System (RedHat) which includes a new Web Publishing and collaboration platform. This new platform will assist business users in creating and managing websites for internal and external audiences. This platform will allow UNDP to have a common web platform for a wide variety of needs, from the rapid creation of ad-hoc web workspaces to the establishment of structured, workflow driven publishing tools for official external communications. 

It is expected that this platform will provide better support for the integration of these sites into a records management framework. Once in place, a revision of these procedures should occur to take account of this new environment. These should ensure that adequate records are  captured and maintained, and that the value of this information as records is sustained.

RM 6 Preservation and Storage

RM 6.1 Principles

· Records must be maintained to ensure that they are accessible, comprehensible and managed as long as recordkeeping requirements determine.

· Records must be maintained without loss of information and must be disposed or transferred as appropriate.

· UNDP should protect its electronic records from inappropriate access.

Electronic records of continuing value should be migrated through successive upgrades of hardware and software in such a way as to retain the context, content and structure and the integrity of the electronic records created in earlier systems. The connection between the records and the metadata should be maintained as long as the records exist, across successive migration. These standards shall enable the export of electronic records for transfer to permanent preservation through the UN Digital Archives Programme when available.

RM 6.2 Preservation of physical files 

RM 6.2.1 Preparing files for archiving 

Units should purge their files on a regular basis, i.e. weed out duplicates, drafts and unnecessary documents.   Place loose papers into files or fasten with a rubber band. Separate permanent and temporary files and archive them in separate boxes. Wherever possible place files of a common nature into one archive box, e.g. project document files, personnel files. Files should be sorted as per the retention dates, i.e. permanent should not be mixed with temporary.  Prepare the necessary transmittal forms [will vary from HQ and COs], which should usually consist of a list of contents of each box [file number, file name, nature of file] retention date, permanent or disposal date, organization unit, etc and place one copy inside the box.  Maintain a copy for the unit’s log.  Send to the respective archiving unit with the requisite number of copies of the list of contents. The unit responsible for archiving and the organisational unit retain copies of the list of contents. 

RM 6.2.2 Confirming retention schedule 

Following receipt and inspection of boxes, the unit responsible for archiving contacts the organisational unit, and confirms and records the disposal date according to the retention schedule.

RM 6.2.3 Retrieval of files 

At HQ, organisational units may request files in writing or by e-mail, specifying the file number and box description if possible. The normal loan period is 30 days.  If files are required for more than 30 days, organisational units must request an extension. The HQ Archiving Unit maintains records of all file movements.

RM 6.2.4 Destruction of files 

The unit responsible for archiving shall confirm the date of disposal with the organisational unit prior to disposing of the files.

RM 6.2.5 Retirement of Non-Current Records

In order to prevent an unnecessary buildup of records in limited office space, file retirement should be undertaken quarterly by each organisational unit/country office. Where this frequency is not practical or necessary, files should be retired a minimum of once per calendar year. 

File retirement should include purging files (disposing of duplicate copies, drafts, and any unnecessary documents).  When purging files, highest priority should be given to completed or inactive files, but non-current file parts, semi-active files and files which are rarely used should also be retired. At HQ, originating offices can have access to retired files in a few days. If necessary, retired files can be made available in one working day.  

Personal and working files containing UNDP information of a non-personal nature are often maintained by individual officers for a variety of reasons. It must be remembered that these files are the property of the organisation. When individuals retire from the organisation, these files should be inspected.  

Records are disposed of according to the official retention schedule. When disposal is due, the Archiving Unit will review the list of records to be disposed of, consult the originating office (if necessary) and authorise disposal as appropriate. If justified, a revised disposal date can be established and the Archiving Unit duly notified of such change. Files will be disposed of by incineration and/or shredding.

RM 6.2.6 Storage of Archived Material

Headquarters 

UNDP Headquarters uses a private company for physical storage of official records. The Archives and Records Management Unit can make a computerised, itemised list of all retired files available to the originating office.  This list is an inventory of archived files which can be sorted by different categories, used to verify whether files have been retired, and to assist in file retrieval. 

Country offices 

Recognising that all country offices differ, each country office must establish an area for archiving according to the following guidelines:

  

· The files/records storage area must be secure and locked at all time.

· Files must be easily retrievable. 

· There must be a log and master list for everything archived and its anticipated disposal date. 

· It is the responsibility of both Headquarters and country offices to ensure regular monitoring of the contracted storage space.

RM 6.3 Storage of electronic records

RM 6.3.1 Optical Media Storage

Optical media include CD-ROM (Compact Disc – Read Only Memory), CD-R (Compact Disc – Recordable), and DVD-ROM (Digital Versatile Disc – Read Only Memory). All employ a laser to read data from a metallic coating over the disc, with a clear acrylic coating covering the metallic layer for protection. Optical discs are a popular medium for storing and transporting files, and as a publication medium.

Issues of cost, convenience, speed of retrieval and security factor into decisions regarding optical discs as an records storage and retrieval medium. It is recommended that the records be stored on CD-ROMs that conform to ISO 9660, the standard for volume and file structure of CD-ROMs for information interchange. 

Small offices may wish to use optical media for storage media due to cost considerations. When acquired in bulk, 650 MB CD-R discs can cost as little as 35 cents each, or .0005 cents per megabyte of storage. For example, an uncompressed 32 MB TIFF file (800 x 600 pixel black and white textual documents scanned at 600 dpi, 8 bit grayscale) will therefore cost approximately 1.6 cents for storage. Thus, approximately 20 32 MB TIFF files can be accommodated on the disc.

Optical discs can provide cost-efficient storage, but they incur staffing costs when accessing and managing the records stored on them. The main drawbacks are slow recording and reading speeds, for even with a fast CD burner, creating CDs is a slow process, and a CD player needs to be available for access. While the CD burner and players are widely available, having to locate the disc on which the image is stored, loading the disc, and then locating the image adds a layer to the data access process.

Electronic records stored on CD ROM work well for small volumes and specific types of records. Using this media as a long-term solution however presents major challenges. Storage and retrieval costs escalate as the CD ROM collections become larger and more challenging to manage. CD-ROMs have a limited physical life span and the images stored on them are vulnerable due to physical deterioration, mishandling, improper storage and obsolescence. Studies have indicated that the physical lifetimes of the media to be wide ranging – anywhere from 5 to 100 years; but obsolete equipment for reading the media poses an equal if not greater threat. Proper conditions can prolong the life of the discs, and optimal environmental levels are 72° Fahrenheit and a Relative Humidity between 20 and 50 percent.

Both adhesive labels and permanent ink markers can cause early failure of CD-ROMs through chemical interaction with the CD’s foil. Best practice is to not write or label CDs directly on the body of the CD. It is preferable to place small identification numbers in the central plastic “hub” of the CD.

Offices should also use the verification utilities in most CD burning software to ensure that there are no errors in a disk before removing records from temporary storage. Burning multiple copies of from master records (rather than copying a previously burned CD) also decreases the possibility of errors or disk failure.

RM 6.3.2 Online Storage

Storing records on “live” servers is an option for those wishing to archive records on a stable platform that offers sustainability and easy storage and retrieval. To prevent the loss of data, offices need to properly configure hardware and software, develop responsible backup and disaster recovery policies and procedures, and create realistic plans to deal with technological obsolescence.

RAID Arrays

A Redundant Array of Inexpensive (or Independent) Disks (RAID) is a collection of disk drives that, if configured properly, can act as a single storage system. These configurations are designed to enable a system to operate when an individual drive fails and prevent the loss of data. Currently, there are about 10 types of RAID configurations. Each configuration has its own unique strong and weak points. Some configurations are best suited for rebuild speed while others have are designed to maximize disk capacity and others are well suited for fault tolerance.

Network Attached Storage (NAS)

Network attached storage devices are servers that are optimized for file sharing rather than running applications. A NAS can offer flexible storage solution to offices since they  already have a local area network and server for user authentication. As storage needs increase additional NAS devices can be added to the network for access and storage of digital images. NAS devices used for digitization initiatives should use a RAID configuration to protect against data corruption or loss.

Outsourced Storage

In some cases, it could be envisaged to place records into a “dark archive” provided by an outside vendor who provides service plans for the preservation and archiving of digital resources.

Offices considering outsourcing storage should consider the following general principles:

· Cost of ingestion and ongoing maintenance fees

· Metadata requirements for outsourced resources

· Digital object preservation provided (bit stream integrity, virus protection, media migration, disaster recovery, file format migration)

· Accessibility requirements

RM 6.3.3 Refreshment

Regardless of which storage technique selected, refreshment of media, servers, and file formats is one of the most important aspects of a data preservation. Refreshment is the transfer of digital files from one storage media to another to ensure that the files remain retrievable as technology advances. This is a common occurrence and will continue to be a problem as computer technology evolves. To avoid this problem in the future, transfer files to new media as it becomes widely available. The next big change in storage technology, CD-ROM to DVD, is already here. Most new computers are now coming with DVD drives as standard equipment, rather than CD-ROM drives. Although current DVD drives read CDs, as newer, faster DVD drives are built, they may no longer be able to do so. Considering the amount of time and money put into digitization initiatives, it is worth the effort and cost to refresh your files. Do not let more than five years elapse before refreshing your data. Longevity of the storage media is not as important as the ability to access the information.
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RM 7 Annex A: Files for Permanent Retention

Staff members' records 

· AETNA Health Insurance Forms
· AETNA Life Insurance Application
· After Service Health Insurance Application
· ALD Cost Calculation Sheet
· ALD Letter of Appointment
· ALD Request for Personnel Action
· APB Submission Form
· APP Submission Form
· Application for G Visa PT 61
· Attendance Record Card
· Authorisation for signature of waiver
· Auth. for Pension Deduction for After Service Health Ins.
· Birth, marriage, other certificates
· Blue Laissez Passer PT.16
· Budget Clearance
· Certificate of Annual Leave Balance
· Change of address
· Check List: Recruit/Reassign/Separation
· Clearance Certificate on Reassignment
· CO Early Clearance Action for Separating Staff
· Correspondence related to Finance
· Costing sheets
· CVs/Fact Sheets
· Dental Claim Form
· Dependency Status Questionnaire P84
· Designation, Change of Beneficiary P.2
· Education Frant Travel
· Education Grant Card
· Education Grant Claim (P.41. P.45)
· Entry Medical Examination MS.2
· General Correspondence
· Ground Pass Application SSS.35
· Ground Pass for Spouse
· Group Dental Insurance Application
· Group Medical Insurance Application
· Individual Learning Programme Application Form
· Job Description
· Jury Duty
· Letter of appointment
· Maternity/Paternity Leave
· Medical Clearance
· Medical Clearance Certificate for Short-term experts MS.28
· Medical Evacuation Form MS.39
· Medical Insurance Claim Form (Empire)
· Model Contract for Professional Consulting Services
· Model for Institutional Contract (less than $30,000)
· Offer of Appointment and Computation Sheet
· Payroll Clearance
· Pension Fund – Separation Notice UNJPF PF.4 E
· Pension Fund Death/Disability Form PENS.E2
· Pension Fund Payment of Benefits PENS.E6/PENS E7
· Periodical Medical Examination Form MS.6
· Personal Effects Inventory
· Personnel Action P.5
· Personnel History P.11
· Personnel Induction Questionnaire P.1
· Promotions
· Proof of Country of Residence Form
· Re-assignment – Request for Management Waiver
· Re-assignment – Request for Personal Waiver
· Re-assignment – Separation from NY P.18
· Receipt for Lump Sum Travel Funds (UN)
· Rental Subsidy Application
· Request for Annual/Home Leave 
· Request for Home Leave Travel
· Request for Medical Classification P.17
· Request for Overtime
· Request for status file
· Request for Travel Monetization
· Monetization – Relocation Grant - Staff Member Attestation
· Results and Competency Assessment
· Sabbaticals Application
· Salary Computation Sheet P.26 for promotion/SPA
· Salary Direct Deposit Authorization (HQ)
· Salary Distribution Request
· Salary Increment Slip
· Salary/Advances
· Security Clearance Request
· Separation Programme Application
· Service Contract
· Special Service Agreements
· SSA Certification of Payment
· SSA Time Sheet
· Status Report and Request for Payment of Dependency Allowance P.84
· Travel Authorisations/Claims F.10
· Travel Authorization PT.8
· UN Family Certificate Application/Renewal PT.39
· UN Medical Certificates
· UN Oath of Office
· UNJSPF – Designation of recipient of residual settlement PENS A/2
· US Tax Form
· US Visa Request
· Vacations Schedules
· Van Breda Forms 
· Vendor Profile
· Written Undertaking – Payment of Shipment over-entitlement
Programme/project files 

· CCA & UNDAF

· Country Programmes

· Country Reviews

· project proposals 

· signed project documents 
· signed revisions 

· contributions agreements

· annual reviews
· final reviews
· donor reports
 

Administrative records 

· rules and regulations

· policies and procedures 

· office establishment/leases (Headquarters and country office) 

· Standard Basic Agreement (SBAA)

· survey board minutes (Headquarters and country office) 

Personnel administration records 

· duties, obligations and privileges of staff 
· salaries and related allowances (scales, language allowance, post adjustment, daily subsistence allowance, special post allowance, overtime and compensatory time off, advances) 

· Appointment and Promotion Board (Headquarters and country office)  

Organization records 

· Executive Board decision
· legislations 
· Administrator’s Annual Report
· Corporate Strategy and Planning (business plans, MYFF, SRF)
· major studies 

· machinery of UNDP - organization and management 

· Administrator and Associate Administrator 

· Management inspections
Annex B: E-Mail Management Guidelines

RM 7.1 Proposed standard  Inbox folders and filters for individuals

	Folder 
	Purpose 
	Associated Filter

	Inbox
	General incoming messages not specific to any of the content-type folders described below. 
	None

	Information
	Messages in which the user is listed on the cc: list.
	Filter into this folder any messages containing the user's email address on the cc: list. (filter on cc: field) 

	Broadcast
	Messages broadcast to all UNDP or unit-level staff. 
	Filter into this folder any messages sent to broadcast-level groups. (filter on to: and cc:) 

	Practice Area/Knowledge Network #1
	Messages from a selected practice area or knowledge network mailing list (e.g. RRnet, MPN, knowledge networks, etc.). 
	Filter into this folder any messages originating from the selected practice area or knowledge network mailing list. (filter on subject: or from: fields) 

	Practice Area/Knowledge Network #2
	Messages from a selected practice area or knowledge network mailing list (e.g. RRnet, knowledge networks, etc.). 
	Filter into this folder any messages originating from the selected practice area or knowledge network mailing list. (filter on subject: or from: fields) 

	Request/Action
	Messages which require an urgent response
	Filter is optional. Note: Microsoft Outlook lets you turn emails into tasks in a separate folder - it also lets you send tasks to others. 

	User defined
	Content-related folders based on user requirements. 
	Optional


RM 7.2 Managing Email – Do & Don’t

DO:

· Prioritise: Is the email something you should handle? Is there a deadline? Is it an action or a bit of information? 
· Get into the habit of reading, filing and deleting your emails every day. Block off a regular time in your diary to do this. Ask yourself: "will ignoring this email cause problems?" if the answer is "no" - delete it now! 

· Set up folders for special subjects and priority email. Both Outlook and Netscape can scan the "subject" line and/or the body of the email and automatically put the email in the appropriate folder. 

· If messages from certain people are more important, apply special format for these senders. ex: apply specific color (Outlook). 

· Connect messages that follow a particular topic into a "thread" or "conversation". This helps you keep track of important subjects and saves time. 

· Use a meaningful “Subject” line – use words that will describe the general purpose of your email.  When replying or forwarding a message, rewrite the “Subject” if necessary, and remove excess “Re:” and “Fwd:” in the “Subject”.
· Clean up replies and forwarded messages – remove headers and unnecessary history in the body.  If possible, don’t reproduce the message in full – strip all the extraneous information and characters from it beforehand.

DON’T:

· Don't be a "spring cleaner" - leaving too many emails to build up makes the cleaning task unmanageable. It also increases backup time.
· Don't send people attached files if they can be put in an accessible place instead (like a share drive, Portal or Web page).

· Don’t attach excessively large files. For attachments larger than 2MB, files should be compressed (zipped) before sending.

· Don't send global (All Staff) emails. 90% of the time they are irrelevant to 90% of all staff! 

RM 7.3 Email Code of Conduct
· Be selective with recipients for your messages – include only those people and/or groups for which the message is relevant. 

· Reply directly to the sender – don’t use “Reply All” unless absolutely necessary. 
· Avoid sending one or two word replies to emails (especially those to groups and discussion lists), e.g. "What?", "Me too!"
· In email discussions, be sure you're adding something valuable to the "conversation" rather than just engaging in self-promotion.
· Keep messages brief – be concise and to the point.

· Identify yourself: automatically include a signature or attach an electronic business card (Vcard) to outgoing messages.
· Don’t send offensive, harassing, defamatory, threatening or obscene remarks.

· Don’t continue arguments or disagreements over email – pick up the telephone to resolve your differences instead.

· Avoid the unnecessary use of “Return Receipt” and tagging of messages as “High Priority” – request a direct acknowledgement from the sender instead.

RM 8 Annex C: File Series Matrix

SUGGESTED INTER-AGENCY RECORDS SERIES LISTING

Developed by the UN Working Group on Archives and Records Management 

	FUNCTION

ABBREV.
	SUB-FUNCTION NAME


	NUMBER

[To be customized with numbers for UNDP’s needs]
	SERIES FILE TITLE 

	ACP – ADMINISTRATION, CONFERENCES, CENTRAL SUPPORT AND PROCUREMENT

	ACP

ACP

ACP

ACP

ACP

ACP

ACP

ACP

ACP

ACP

ACP


	Administration

Administrative Management

Conferences and Seminars

Facilities

Facilities Management

Meetings

Procurement

Property Assets Management

Risk Management

Security

Travel & Transportation


	ACP/A/..

ACP/AM/…….

ACP/AM/……..

ACP/AM/……..

ACP/CS/………

ACP/CS/………

ACP/CS/………

ACP/CS/………

ACP/CS/………

ACP/CS/………

ACP/F/…………

ACP/FM/……….

ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/……… ACP/FM/………

ACP/M/……….

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/P/………

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/PAM/…

ACP/RM/…..

ACP/RM/…..

ACP/RM/…..

ACP/RM/…..

ACP/S/…….

ACP/S/…….

ACP/S/…….

ACP/S/…….

ACP/S/…….

ACP/S/…….

ACP/TT/……

ACP/TT/…….
	Administrative Files

Contact Lists

Correspondence 

Daily Activity 

Conference Materials

Conference Records

Seminar 

Special Events 

Workshop Materials

Facilities Overview 

Facilities Maintenance

Garage Operations

Master Plan

Off Site Storage

Off Site Warehouse

Office Management 

Office Operations

Premises

Projects

Service Requisition

Space Planning

Work Orders

Meeting Records

Bid Process Files

Claims

Commodity Codes and Prices

Contract Awards

Products and Vendors

Projects

Purchase Orders

Purchase Records

Requisitions

Shipping Records

Standards

Supply Operations

Supply Requisitions

Vendors

Dangerous Materials Handling

Disposed Equipment Records

Equipment Records

Gift Inventory

Inventory

Moving Contractors DataBase

Non-Expendable Property

Shipments

Vehicles

Claims Log

Insurance Policies

Insurance Premiums

Personnel Insurance Records

Emergency Files

Envoy Protection

Office Premises 

Country Offices

Personnel Passes & Identification

Security Coverage

Travel Records and Claims

Trip Files

	FBA – FINANCE, BUDGET AND ACCOUNTS



	FBA

FBA

FBA

FBA

FBA

FBA

FBA

FBA

FBA

FBA

FBA

FBA
	Accounting

Accounts Payable

Asset Management

Budget

Cash Management

Claims

Contributions & Donations

Financial Management

Fund Management

Payroll

Policy and Procedure

Working Group Materials
	FBA/A/…….

FBA/A/…….

FBA/A/…….

FBA/A/…….

FBA/A/…….

FBA/AP/….

FBA/AP/….

FBA/AP/….

FBA/AP/….

FBA/AP/….

FBA/AP/….

FBA/AP/….

FBA/AM/….

FBA/AM/….

FBA/B/…..

FBA/CM/…..

FBA/CM/…..

FBA/CM/…..

FBA/CM/…..

FBA/CM/…..

FBA/C/……

FBA/C/……

FBA/C/……

FBA/C/……

FBA/C/……

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/CD/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FM/…..

FBA/FuM/…..

FBA/FuM/…..

FBA/FuM/…..

FBA/P/……

FBA/P/……

FBA/P/……

FBA/P/……

FBA/P/……

FBA/P/……

FBA/PP/…..

FBA/PP/…..

FBA/PP/…..

FBA/WGM/…..
	Accounts Files

General Ledger

Obligation Documents

Opening Balance Reports

Year-end Closure Records

Accounts Payable Files

Financial Supporting Files

Invoices

Payment Authorisations

Personal Advances Recovery

Rental Advances

Rental Subsidies

Capital Asset Funds

Capital Asset Records

Budget Files

Bank Account Authorisations

Bank Reconciliations

Petty Cash Records

Remittance Transmittal Notices

Revenue Account Files

Certified/Paid Claims

Certified/Paid Death & Disability

Claim & Arbitration Files

Contingent Owned Equipment

Rejected Claims

Contributors Records

Donor Files

Donor Files – Prospective

Donor Financial Statements

Donor Reports

Government Contributions

Private Sector Fund Raising

Subject Files [A-Z]

Voluntary Government Contribution

Country Office Correspondence

Emergency Financial Situations

Financial Admin. Monitoring

Financial Analysis

Financial Control

Financial Issues

Financial Profiles

Obligating Documents

Programme Financing Files

Project Documentation

Resource Allocation Files

Sub-Allotment Advices

Handling & Custody of Funds

Investment Funds

Trust Funds

Earnings & Benefits Register

Monthly Billing Statements

Payroll Identifier Index Records

Payroll Issues

Payroll Reports

Tax Equalization Fund Records

Circulars

Manuals

Standards

Projects 

	HRM – HUMAN RESOURCE MANAGEMENT



	HRM

HRM

HRM

HRM

HRM

HRM

HRM

HRM

HRM

HRM

HRM

HRM


	Appointments & Promotion

Attendance, Leave & Vacation

Benefits

Compensation

Entitlements

Health and Safety

Personnel Information

Personnel Management

Recruitment

Safety

Staff Relations

Training


	HRM/AP/…..

HRM/ALV/….

HRM/ALV/….

HRM/B/…….

HRM/B/…….

HRM/C/…….

HRM/C/…….

HRM/C/…….

HRM/E/…….

HRM/HS/……

HRM/PI/…….

HRM/PI/…….

HRM/PI/…….

HRM/PI/…….

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/PM/…..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/R/……..

HRM/S/…….

HRM/SR/…..

HRM/SR/…..

HRM/SR/…..

HRM/T/……

HRM/T/……

HRM/T/……

HRM/T/……
	Appointments and Promotions

Annual and Special Leave

Attendance Records

Pension Files

Social Security Files

Salary Administration

Salary Scales

Salary Surveys

Workers’ Compensations

Medical Facilities

Contact Information

Contractors Files

Personnel Files [A-Z]

Personnel Medical Records

Administrative Files

Awards and Honors

Case Files

Disciplinary Measures

Gender Issues

Job Descriptions

Medical Examinations

Separation from Service

Staff Changes

Staff Status Files

Staffing Tables

Statistical Tables/Reports

Candidates Roster

Language Examination

Outgoing Personal Package

Recruitment Files

Recruitment Process

Resumes

Test Results

Vacancy Notices

Vacancy Statistics

Staff Safety Programmes

Staff Affairs

Staff Management Relations

Staff Relations

Education Grant

General Education

Training Files

Training Materials

	IAM - INFORMATION ASSETS MANAGEMENT



	IAM

IAM

IAM

IAM

IAM

IAM

IAM

IAM


	Archives & Records Management

Collection & Reference

Distribution Management

Library Management

Presentations

Publications

Publications Production

Storage Media Management


	IAM/ARM/…….

IAM/ARM/…….

IAM/ARM/…….

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/CR/……..

IAM/DM/……..

IAM/DM/……..

IAM/DM/……..

IAM/DM/……..

IAM/DM/……..

IAM/L/……..

IAM/P/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/Pu/………

IAM/PuP/……..

IAM/PuP/……..

IAM/PuP/……..

IAM/PuP/……..

IAM/PuP/……..

IAM/PuP/……..

IAM/PuP/……..

IAM/SMM/……..

IAM/SMM/…..
	Correspondence Files

Subject Fiels

Tracking Records

Coding

Finding Aids

Handbooks and Directories

Key Documents/Publications

Non-UN Publications

Reference Files

Subject Files [A-Z]

UN Documents

UN Publications

Contacts

Inventories

Logistic Studies

Stock Movement Records

Warehouse Records

Acquisition Records

Speeches

Card Samples

Copyright Permissions

Direct Mailing Package Samples

Direct Marketing Materials

Graphic Design Files

Production Files

Promotional Materials

Publications

Submissions

UN Documents

Video Catalogues

Audience Feedback

Audience Research & Evaluation

Broadcast Files

Broadcast Programme Reports

Broadcaster Database

Celebrity Files

Exhibits/Display Files

Photographs

Video Material

	ICT – INFORMATION AND COMMUNICATION TECHNOLOGY



	ICT

ICT

ICT

ICT

ICT

ICT


	Internet

Networks

Operations

Software

System Integration/Security

Telecommunication


	ICT/I/…………

ICT/N/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/O/………..

ICT/S/…………

ICT/S/…………

ICT/S/…………

ICT/S/…………

ICT/S/…………

ICT/S/…………

ICT/SIS/………

ICT/SIS/………

ICT/T/…………

ICT/T/…………

ICT/T/…………
	Correspondence Files

Website Documentation

Secure Remote Operations

Administrative Files

Data Centre Management

Documentation & Testing

Mainframe Usage Reports

Maintenance Files

Problem Management Tracking

Service Performance

Support Level Agreements

Telecommunications

Aperture System

Computerized Maintenance

Documentation & Testing

ATLAS

Payroll

Software Serial Numbers

Card Access Records

System Access Files

Mail Management

Office Directories

PABX System and Files

	LEG – LEGAL

	LEG

LEG

LEG

LEG

LEG

LEG
	Agreements/Contracts

Authorities

Intellectual Property

Judgements

Legal Issues

Real Estate


	LEG/AC/……..

LEG/AC/……..

LEG/AC/……..

LEG/AC/……..

LEG/AC/……..

LEG/AC/……..

LEG/A/……….

LEG/A/……….

LEG/A/……….

LEG/IP/……….

LEG/IP/……….

LEG/J/………..

LEG/LI/………

LEG/LI/………

LEG/LI/………

LEG/LI/………

LEG/LI/………

LEG/LI/………

LEG/LI/………

LEG/RE/……..

LEG/RE/……..
	Agreements

Contracts

Contractual Requirements

Contractual Status

Memoranda of Understanding

Property Management Files

Certifying Officers Records

Delegation of Authority

Financial Signatory Files

Branding Issues

Patent and Trademark Issues

Tribunal Judgement 

Administration of Justice Files

Condition of Service

Entitlement Files

Government Relationships

Member State Files

Participation in UNDP

Privileges and Immunities

Deeds and Property Documents

Lease Agreements

	OAE – OVERSIGHT, AUDIT AND EVALUATION



	OAE

OAE


	Inspections and Audits

Investigations & Audits
	OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IA/…….

OAE/IsA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….

OAE/IvA/…….
	Evaluation Client Files

Evaluation Files

Evaluation Strategic Reviews

Evaluation Support Files

Evaluation Systems Files

Evaluation Work Programme

Inspection Files

Monitoring & Evaluation Method

Monitoring Files

Audit Correspondence

Audit Files

Audit Reports

Board of Auditors

Fraud Cases

Inspection Files

Investigation Files

Performance Evaluation

	OCM – ORGANISATION, CO-ORDINATION AND MANAGEMENT



	OCM

OCM

OCM

OCM

OCM

OCM

OCM
	Agencies

Committees

Departments/Bureaus

Governing/Executive Board

Management

Policies & Procedures

Policy Issues
	OCM/A/……..

OCM/A/……..

OCM/A/……..

OCM/A/……..

OCM/A/……..

OCM/A/……..

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/C/………

OCM/DB/…….

OCM/GB/…….

OCM/GB/…….

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/M/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PP/……..

OCM/PI/………
	Correspondence Files

Goals

Inter-Agency Coordination

Pledging Event Files

Specialised Agency Files

Transaction Files

Ad Hoc Committee Materials

Committee Correspondence

Committee Documents

Committee Materials

Committee Minutes & Documents

Committee Reports

Progress Reports

Submissions

Testimony

Working Papers

Correspondence Files

Correspondence Files

Minutes & Documents

Administrative Files

Authority Charts

Cooperation & Consultation

Management Issue Files

Meeting Minutes & Documents

Organisational Reports

Policy Issue Files

Restructuring Studies

Strategic Plans

Bulletins/Circulars

Executive Directives

Laissez-Passer and Visa Files

Manuals

Policies

Policy Administration Files

Policy Application Review

Policy Issues

Procedures

Staff Duties, Obligations, Privileges

Standards

UNDP Issues

	PPM – PROGRAMMES, PROJECTS AND MISSIONS



	PPM

PPM

PPM

PPM

PPM

PPM

PPM


	Communications

Country Operations

Country Office Operations

Programme Information

Programme Planning & Monitoring

Regional Office Management

Working Group Materials
	PPM/C/………

PPM/C/………

PPM/CO/……..

PPM/CO/……..

PPM/CO/……..

PPM/CO/……..

PPM/COO/……

PPM/COO/……

PPM/COO/……

PPM/PI/……….

PPM/PI/……….

PPM/PI/……….

PPM/PI/……….

PPM/PI/……….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/PPM/…….

PPM/ROM/…….

PPM/ROM/…….

PPM/WGM/……

PPM/WGM/……

PPM/WGM/……

PPM/WGM/……

PPM/WGM/……
	Code Tables

Correspondence Files

Country Office Files

Government Relations Files

Programme Files

Project Files

Confidential Correspondence

Country Office Files

Country Office Missions

Administrative Files

Reference Databases

Research Files

Reference Material

Technical Advice Files

Activity Reports

Agency Advisors Files

Case Files

Correspondence Files

Country Programme Files

Division Publications

Management Plan

Partnership Project Files

Programme Analysis Files

Programme Directives

Programme Evaluation Files

Programme Information

Programme Monitoring Files

Programme Processes

Programme Reports

Programme Theme Files [A-Z]

Project Files [by country]

Quality Control Files

Resource Mobilization Files

Situation Analyses

Speciall Sessions Files

Special Studies

Statistical Files

Technical Reports

Work Plans

Regional files

Regional Management Teams

Governmental Experts

Partnership Project Files

Project Initiation Files

Special Project Files

Thematic Project Files

	ROC – RELATIONS, OUTREACH, MEDIA AND COMMUNICATIONS



	ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC

ROC


	External Relations

Foundations

Funds

Intergovernmental Relations

Management

Media Management

Member States

Non-Governmental Organisations

Partners & Academic Institutions

Press Relations

Public Relations

Speeches

Treaties

UN Common System 
	ROC/ER/……..

ROC/ER/……..

ROC/F/………..

ROC/F/……….. ROC/F/………..

ROC/Fu/………

ROC/IR/……….

ROC/IR/……….

ROC/IR/……….

ROC/IR/……….

ROC/M/……….

ROC/M/……….

ROC/M/……….

ROC/M/……….

ROC/M/……….

ROC/MM/…….

ROC/MM/…….

ROC/MM/…….

ROC/MM/…….

ROC/MM/…….

ROC/MS/……..

ROC/NGO/……

ROC/NGO/……

ROC/NGO/……

ROC/PAI/……..

ROC/PAI/……..

ROC/PAI/……..

ROC/PR/………

ROC/PR/………

ROC/PR/………

ROC/PuR/……..

ROC/PuR/……..

ROC/S/………..

ROC/S/………..

ROC/T/………..

ROC/T/………. ROC/T/……….

ROC/UCS/…….

ROC/UCS/……
	External Relations Files

Institutions Files

Board Reports

Founding Agreement

Correspondence Files

Trust Fund Files

Cooperation Agreements

Correspondence Files

International Organisations

Minutes and Documentation

Communications Strategies

Hospitality Files

NGO Relations

Public Information Activities

Statistical Commission Files

Production Files

Video Inventory

Video Masters

Video Production Contacts

Video Scripts

Correspondence Files [by State]

Correspondence Files

Donor Relations Files

Technical Assistance Files

Advisory Board Materials

Annual Reports

Committee Minutes & Document

Articles

Press Clippings

Press Releases

Correspondence Files

Production Files

Speaking Engagement Files

Speech Files

Authentic Treaties

Conference Files

Correspondence Files

Correspondence Files

Reform Measures & Initiatives
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